Radio Frequency ldentification
and Radio Networks

Advanced Internet Security

Adrian Dabrowski, Christian Kudera, Georg Merzdovnik
iInetsec@seclab.tuwien.ac.at

secure 0 E’ Infolrmati.on & Software
ecLAB) Siatiaceain g Engineering Group



Overview

InetSec Adv.InetSec
— Basics — Basics (rep)
— Attack methods — RFID
— Freq/Time domain — NFC
— SDR / USRP
- GSM, UMTS, LTE
— GPS
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GPS jammer to stop tracking messed up airport
navigation, driver fired, fined $32,000

O0DPDOOOOO0O

_~  Enjoy Sand-Swept Landscapes and
Our Beautiful Ocean View Rooms

BOOK NOW

What happens if you take steps to insure a bit of privacy by jamming a
company vehicle's GPS tracker to hide your location from your boss? A
New Jersey man found out after his GPS jamming disrupted a "pre-
deployment testing of a ground-based augmentation system (GBAS) at

Newark Liberty International Airport;” he was fired from his job as a driver

for engineering company Tilcon and fined almost $32,000 by the FCC.

Jamming devices "have no lawful

use,” according to the FCC [pdf],

and can legally only be marketed
“to the U.S. federal government for
authorized, official use.” The GBAS
being tested at Newark Airport is
supposed to provide "enhanced
navigation signals to aircraft in the
vicinity of an airport for precision approach, departure procedures, and
terminal area operations.” On August 3, the FAA complained of
interference during testing. On August 4, an officer used “direction finding
techniques” to determine the GPS jamming was emanating from a red
Ford F-150 pickup truck.

——  MORE LIKE THIS

Spoofed! Fake GPS signals lead yacht astray
Homemade GPS5 jammers raise concerns

Civilian drones vulnerable to hackers, can be
hijacked, used as missiles

VIDEO
Tech Talk: Apple's home
speaker, HomePod, arrives

SD Replacement
Windows
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Wireless

* The so called “air-interface” is a shared medium

« To access the “interface” you can elther just be within
the vicinity or in a galaxy -, .
far far away...

http://ironicl.com/ https://defcon.org/html/links/dc_press/archives/12/esato_bluetoothcracking.htm
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Radio Is strange...

— Does not stop at walls.

— Is a shared medium
* Everything is a broadcast
* Unicast is a “filter”

— Distance mainly depends on:
* Transmit power

* Antenna gain (“focusing”)
— Send and receive side

* Receiver sensitivity
* Obstructions, noise, and modulation
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Example

Modern Car Keys

Immobilizer (RFID)

Makes sure, original ke
IS in ignition lock.
Securing techniques:

- Encryption /

- Challenge Response P 55

@

—» Remote Control

Opens/Close car from
remote

Security techniques:
- Rolling Code

- Encryption
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Example

Modern

Car Keys

Immobilizer (RFID

Makes sure, original keW\
>

—» Remote Control

IS in ignition lock.
Usenix Security 2016
Lock It and Still Lose It — On the (In)Security of

Securing techniques:
_= Encryption—
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Abstract

to create a duplicate. In addition, mechanical tum-
bler locks and disc locks are known to be vulner-
picking and bumping
that allow to opemate a lock without the respective
key. Finally, for most types of car locks, locksmith
tools exist that allow to decode the lock and create
a matching key

While most automotive immobilizer systems have

; 2 = able to techniques such as lock
been shown to be insecure in the last few years, the

security of remote keyless entry systems (to lock and
unlock a car) based on rolling codes has received
less attention. In this paper, we close this gap and
present vulnerabilities in keyless entry schemes used
by major manufacturers. In our first case study, we
show that the security of the keyless entry systems
of most VW Group vehicles manufactured between
1995 and today relies on a few, global master kevs.

1.1 Electronics in a Car Key

With electronic accessories becoming available, ad-

Opens/Close car from
remote

Security techniques:
- Rolling Code

Used wrongly
- Encryption




Main Attack Modes

Intercept Replay

— Sniff, Decrypt — Record once, replay
Suppress later

— Jamming Relay

— Blackholeing — Tunnel communication
Forge to another location

— Spoofing (out-of-range device)
Replace

— In-place

— Suppress and Forge

. secure 0 \E’ Infolrmat‘\.on & Software
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Intercept

« Radio waves are usually not contained (except SCIF,
EMC Testing)

« Easy to sniff traffic
« Gather and analyze from a safe distance
« Depends on antenna gain/performance

 |n a smaller scale: Side Channel Attacks on embedded
systems

— Every circuitry receives and emits electro-magnetic
radiation

— A radio is build to maximize this capability

i SBA 11
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Suppression: e.g., Jamming

Interrupt or prevent communication

— Single unrecoverable bit-error could be enough for the
receiver to silently drop the data packet

Ranges from simple overloading the RF frontend to
sophisticated network attacks

— Specific jamming (e.g., only one device)
— Blackholing (let other devices believe, you are a shorter/
better route, don’t forward traffic)

Jam a single frequency or a wide band
Energy requirements for a wide band are high
— Receivers are made to cope with noise
Can simply be brute force

i SBA 12
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Spoofing, ...

« Shared interface

— Forging receiver and sender address/id
* Intercept, jam, and spoof

— Change/replace content
* Relay

— Send communication to a device, that should not
receive the signals

* Replay
— Record, and playback later
« Optional Man-in-the-Middle (MitM)
« Data processing and transmitter necessary

i SBA
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RFID and NFC

RFID is not a standard
NFC is ... kind of...

RFID is a concept, with many diverse implementations.
NFC specifies data formats and partly how to fit them onto specific cards.




RFID, some properties

Tag Reader
— Mostly “dumb” — Active
device — Supplies tag with
* |ID power
* (crypto) memory — Has most of the
— Mostly passively logic and
powered application
— |nactive, when — Might be online
outside of a reader
field




NFC Stack Example
NFC NDEF on Mifare

NDEF | NDEF
Record |Record

I._ 2 I, : I : I 3 z ! ! q MNDEF NDEF
; (s i Record Record SmartPoster

TS-RTD GC-RTD TS-SIG* Sm.Post. TS-RTD TS-RTD
RTD Text URI

! NDEF-Bytestream

[ voF | cli G
TSNOEF A |R|N| AID AID : KeyA | ACL |P| KeyB
C|F B
.EK hNNI)é?BT Mifare Ap ||' ation Direct A %V—RecordAs A ; Sector Trailer:
irare; plicauon Lirec Ur}‘ . .
W i e, M "'----..,_.ﬁl:':CESS COI"Itm|
NXP AN1304 T T L ;L L P 5 e
.? Mifare Memory Layout
" & Access Contro! M’?‘DTHT||T||T||T||T||T||Tﬂ||T

NXP MF135503x

Mifare Encryption & Transport*

Encryption undocumented®

i_ ISO 14443 Proximity Cards*

ISO 14443"
1 a 1 PC/SC RFID-APDUs

ISO 78164 PCSC 2.01 Omnikey Dev
Guide
Jrveoe]

javax.smartcardio

JSR-257*  JSR-268
*) included for completness — not directly needed in this project
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What Marketing is selling to us...

* eg. Wiener Linien, OBB,

» Buy tickets with your
mobile NFC phone

« Passive NFC stickers

i SBA 125
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What Marketing is selling to us...

* Touch two phones to transfer images, music, ....

— Real transfer is done via Bluetooth or WiFi Direct
 Touch to pay

— Payment services

i SBA 126
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Radio Frequency ldentification

* Many origins
— eg. 2" world war: radar reflection pattern for
“friend or foe” detection

* Most developments started in logistics
— As Barcode replacement
« Later adopted as memory
— As Magstripe replacement
- Later adopted as smart card
— As TO/T1 contact protocol replacement

* Function and application creep at its best...

i SBA 127
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Overview: How does RFID work

« Radio Frequency Identification
* Near field communication

* Frequency

— 125 kHz, 13.56 MHz, 433 MHz, 900 Mhz, 2.45 GHz
 Power

— Passive, semi-passive, active
« Coupling

— Inductive, Backscatter, Capacitive
 Return Channel

— Load Modulation, Sub-carriers, Harmonic carriers
o Carrieris...

— Power supply

— Clock supply

— Downstream

— Base for upstream signal

@iseCLAB) geBséarch 128



Underline: predominant in

consumer applications

Power

« Passive
— All power for the function of the tag is derived over the air
— No active transmitter
— Typ. small plastic cards and tags

— Found in alarms, id-systems, key cards, payment
« Semi-passive

— Battery powered
— Might be only activated with a button press — or — sensor values

— No active transmitter (uses the same transmit method like
passive tags)

— e.g. found in temperature sensors (food logistics)
* Active

— Active Transmitter, can transmit on its own.

— Battery powered

— e.g. Bluetooth LE

i SBA 129
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Frequency

— 125 kHz M
* LF tags

* Typ. inductive coupling, passive p Consumer Tags
— 13.56 MHz

* HF tags

* Typ. inductive coupling, passive
— 433 MHz

 Seldom used

— 900 Mhz
« UHF Tags Logistics
 Backscatter return channel

— 2.45 GHz
* Microwave tags
» Typ. Capacitive or backscatter

@iSECLAB) ggéarch 130




Coupling & Return Channel

« Coupling
— Inductive (or magnetic coupling)
« Similar to transformer
» Works only in the “near field” of an antenna

 Limits range most
— Backscatter
» Changes harmonics or reflects energy, e.g. on a
different frequency
— Capacitive
* Return Channel
— Load Modulation
— Sub-carriers

* Typ. An integer fraction of the main carrier
— Harmonic carriers

i SBA 131
@ISECLAB) 0 Research



So the carrier is...

>>> Power supply >>>

— For operating

>>> Clock supply >>>

— No power for independent clock

— Perfectly synchronized with reader

« >>> Downstream data / modulation >>>
— Requests

o et 3 ) | ) E_;li

Tag

» <<< Base for upstream signal <<<
— return/response

i SBA
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Modulation

 Downstream and upstream modulation often very
different

— Downstream
* very easy. amplitude modulation (ASK)
— Upstream:
 Typically FSK on sub-carriers
* Much slower
« High/Lowspeed modes (for extended range)

— e.g. ISO 15693 has 8 combinations of
up/downstream modulations and speeds.

i SBA 142
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Functionality Pyramid

e.g. SmartMX (JCOP)

Smart? include
card
e.g. Mifare Classic & DESfire
Crypto
v include

e.g. Mifare Ultralight,
Tag-IT Memory

v include
e.g. EM‘”OZ/ (unique) ldentification Number \W’

more functionality

include
Burglary
Alarm Presence “1bit”
1

@iSECLAB) ggsl-z\earch 43



Most widespread Card Systems

« 1SO14443 « EM 4102
— NXP Mifare « EM 4150
« Ultralight « HID (div)
» Classic
» Classic Plus e Felica
* Desfire / EV1 — eg. Suica, PASMO
« 1SO15693 (div)
— eg. skipass

i SBA 144
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Card system architecture

* Online Systems
— Card only stores ID

— Every transaction
needs a (networked)
database lookup

— Often uses the
(insecure) Unique ID
(UID / serial
number) of the card

« Offline Systems

— All transaction
Information is stored
on the card or
processed on the
card (e.g. deduction
of funds)

— No extra database
needed

i SBA
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Hybrid Online/Offline Systems

* Hybrid access control
— Doors are offline, main entrance is online

— Cards get an day-by-day update at the main
entrance, expires the next day

— Doors need an RTC
* Hybrid risk control

— Transactions are offline, but are stored and
synchronized/matched afterwards to check for
consistency

— Detects and locks out manipulated cards after e.qg.
a few days

i SBA 146
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Main Attack Types

Retrieve card key(s)
— Copy content of card

— Backup/clone/restore old state of card (e.g. after an deducting
transaction)

Clone UID

— UID is a very low level protocol information; typically not
changeable

— Some Chinese knockoff cards or card simulators are able to
simulate arbitrary UIDs

Replay attack
— Non randomized cryptographic transaction
Relay attack

— Build a “bridge/tunnel” that simulate physical presence of real
card over large distance

@iseCLAB) geBséarch 147



Sniffing (& Replay)

« Used for Mifare and other protocols
* Sniffing: important tool for analyzing unknown

protocols
« Replay onl R i
F) )/ )/ | API Commands I
: Eavesdrop to PC I

possible with
non-randomized
encryption

Reader

/

Proprietary Protocol

@isecLAB) 0 EB A ' https://www.blackhat.com/docs/sp-14/materia|s/arsenal/sp-14-AImeida-Hacking-MIFARE-CIassic-Cards-SIide,Tng
esearc



Card key reconstruction

« Mifare Classic
— By NXP/Phillips
— Used a proprietary non-public cipher: CRYPTO1
— Reader hardware had to use NXP chip as well
— Until 2007, 3.5 billion cards were produced

— CCC 2007: Nohl & Poltz, partial reverse engineered
Crypto-1 (by optical reconstruction of IC)

— March 2008: Group at Radbound University
completely reversed crypto-1 and intended to publish
it.

— NXP tried to used lawyers, started judicial process

— July 2008: court decides in favor of researchers

i SBA 149
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Mifare Classic (cont)

_ Challenge Response key stream
» Keys only 48 bits
« LFSR for RNG is
predictable r, —— i\]
— Constant init cond. <R bitLFSR
— Only dependent on
clock 1

— For attacks, timing is important

— Since the reader (=attacker) controls the timing,
he/she can control the RNG

@iseﬂ AB) @ SBA http://events.ccc.de/congress/2007/Fahrplan/events/2378.en.htqyg
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Mifare classic format

Sector |Bloc

33bd9d3f2 8414415822
@9ef18088 8301

418d50c98d71962462004c800000TfCC

1falel4leedlelce 9a2a9f

1falel4leedlelce 849a2a9f
787788080

30650617300772202960125085b74c85d
68c701da24c@27ecefeedal9cl@caadbl
cB82591842f@b8304a2af68d1f4edl6a7

787788fT

6cl135ade77c@f7al11f@9ad@59d45728c
3c@dcB5010e3ef723bfad584c4ad5@9d
840eB821625714168040edBeet1aBf635

787788ffT

42@d5379dbd3362461004cB800000bc18

1f51014100d101c@9@
1f51e14180d1@
787788080

24240280bdce
24249280bdce

« Sector =4 x 16 byte pages
— Page 0-2: user data

— Page 3 contains 2 keys +
permission bits (W only)

« Sector 0 page O:
— UID & config (RO)
« Sector 0 page 1+2:

— MAD: Mifare Application
Directory (not mandatory)

« Sector 0 page 3: RO key
usually public, if MAD present

@isecms} 0
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Mifare card only attacks
(most popular)

¢ “Nested Attack” MFOC « “Dark-side Attack” MFCUK
— Needs one sector with — Card checks parlty bits
known key before checking
T henti correctness of message
— Tryto r.e-au.t _entlcate, — If parity is correct, but
determine timing message not, sends error
distance and code encrypted; otherwise
computes LFSR timing silent
distance — Reconstructing four
— Retry at different block keystream bits in this step.
_ 210 10 min to — Reconstructing one sector
key takes around 1 hour,
;eggp dStrUCt all keys ot then switch to MFOC

@isecLAB) EBA [ https://www.blackhat.com/docs/sp-14/matena|s/arsena|/sp-14-Alme|da-Hack|ng-MIFARE-CIassw-Cards—SI|de,Tg&f
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Mifare Classic breakdown

* In 2009/2010 London Transport
had to change to Mifare Desfire

— 17 million cards

* Reports say, 700 million cards
had to be replaces worldwide

* Other cities still use Mifare
Classic (e.g. Los Angeles)

« Big image problem for NXP, big business success

— Most companies transitioned for Mifare Desfire,
some use Mifare Plus as intermediate step

i SBA 153
@ISGCLAB} 0 Research



Mifare Plus and Mifare DESfire

Mifare PLUS

— Bridges gap, because can reuse Mifare classic
readers, Mifare DESfire has higher hardware needs.

Original Version used DES

— Also vulnerabilities found, but much harder to exploit
(> 5000 USD per card/key)

Mifare DESfire EV1 also supports AES

— Allows “applications” to be installed without knowing
the master key — finally a real multi-application
multi-vendor solution

— NXP forces developers to sign multiple NDAs
— Hardware emulators available

i SBA 154
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Mifare at Wiener Linien (2011)

» Buy tickets with your
mobile NFC phone

 Passive NFC stickers

i SBA 155
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Mifare at Wiener Linien (2011)
— @

0000€ 2 ) 26
00060010 Tﬁf )

0000063 v 0

00 50 %ad al a2 a3 a4 a5|0/ 8 Bf]c

00000040 |@3,51|$|Q|5E|53!?@|gg| 1 asiag]n 6d 73 3a |.a..\Sp..%U.sms:|
00000050 2|~gw4 15 11 1231 36 14 %%1718 30 3f 62 6f |+4366466060007bo|
00000060 64 10071213, 19 ST 6e 20 4b 50  |dy=Fahrschein KP|
00000070 |d3 f}' d3 f7 d3 f?]ﬁ? Bf f]43]5a 1b 85 fc e2 0a) |......... UL |
000004 0P 1] 61]2f]54]02,64 65]J46 c3 bc 72 20 46 61 68 72 |Q./T.deF..r Fahr|
00000090 ?3'7?:'3 25 # 6976e 6b 61 75 66 20 28 45 75 72 20 |scheinkauf (Eur |

000000a0 3201c 2122 2230 6a 65 74 7a 74 20 73 65 6e 64 |1,80) jetzt candl

9a 29 89 88 04 00
elje3 el 03

00 00 00 00 O

0 ea

000000b0 [d3 f7 d3 f7 d3 f7]07 8f ©f]43]5a 1b 85 fc e2 0a) |.......
000000CO 65 6e 21 00 00 00 6O ©O 0O 6O 6O 0O OO 60 60 |en!....
000000d0 5 A
000086 26—00—01 D9—96—06-00.00 |....... (25)

IEEEEIE d3 ﬂ' 07 8f Off-by-one error
OEOOR1606 Fj3_‘f7 d3 17 d3 17 67 Sf’ Bf 43 5a 1b 85 fc reveals secret

000U Se--G0_00 00 00 00 00 8¢
sector keys even

00000120 60 00 60 00 00 60 00 O aa 00 00 60 60 60 00 00 |....... :
, LR R K ' without MFOC

00000160 00 0O 0O OO PO 00 OO GO 0O OO @O 00 OO OO 0O @O |.......
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Coffee anyo

ne?

12

~ Good Idea:

Use key diversity
l.e. keys are dependent on card

@isecms} 0

UlD/Serial *
KE()
Sectt Block#\/— K, K,
44] ... 16bytes ... I
45 ... 16bytes ... >
11< Y
46/ ... 16bytes ...
47| KA1, perm, KB
(48 16bytes . T
49 .. 16bytes . -
12< y
50 ... 16bytes ...
L 51| KA1z, perm, KBz
52 <
Y
SBA 157
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Coffee anyone?

a) crack Mifare keys

b) create dump, make transaction, create 2nd dump
c) create difference

d) find monetary value

® - O atrox@atrox-desktop: ~/tuwien/nfc/nfc-tools/mFoc/src

3 File Edit View Search Terminal Help

i .....
B Al

60 60 00 B0 0O 08 00 8 00 0O 80 ...
60 00 80 OE

60 00 80 OE

AB Al A2

88 01 80

61 01 01

ACR122u == TikiTag == Touchatag + libnfc (mfoc)

isecL, JSBA
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Protocol Level Tools

PC/SC

Software Interface
APDU-Commands
Originally for wired smart cards

Packs everything into APDU frames (can be cumbersome)

Read
Write pn53x

RFID
Auth cmd
<:>ﬁ.F’DU C:,_LLITIBﬁ} USB
Layer

IF

‘g Omnikey 5321

PC/SC

Pseudo-APDU
usa> USB

pn53x cmd IF

pnS3x

| " ACR122u

@isec LAB) 2252 L
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More Tools (expensive!

- P - - = = = - m
- R e G an e
O T A S
W BT WL WM TIA N UEL W W uE WO O i.

IAIK DemoTag

Proxmark Il
JTAG (ARM)

JTAG (FPGA)

uss—"

Antenna
connector

i SBA
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n

Chameleon M

~€100 (Kickstarter)

https://github.com/emsec/ChameleonMini/wiki

@isecmn} 0
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/e
On UID safety

/ Memory \_
ol TIRi s S——T

“ . ” (unique) Identification Number>\
« Easy to get “serial number e L e

« Typically 32-64 bit ... sufficient Presence 1bit \
large space, or is it?
— They become predictable, because not randomized

— eg. one stolen/lost card gives away information about
other cards from the same lot

e Shiffable

« Simulateable with custom hardware

» Special UID rewritable cards for various systems
— eg. Chinese Mifare clones
— EM4102

i SBA 162
@ISECLAB) 0 Research




UID-Based Security: TI-LAB

1000 90

100

25

J
~07e0070000133000 70000244effff"

0
UID Range: 1.02*10% Tick: 208168

1000

100

0,99 -

0,98

0.1

§ i LI §
0,97 UID Range: 8.1"10°  Tick: 17362

0,96 10

Probability Density

0,95

0,93
1 10 100 1000
Distance to next UID 0.1

. L . . UID Range: 4000 Tick: 10
Cumulative distribution function
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EM4102 & co.

J

/

= 4

¢
!
©

¥
t e
K

5
n""‘:eéll
u-:l-u-;r.-

' |
o
I |
1

i
Y il
il
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Atmel T5557 T5567 T5551

-— Modulator B POR
Coil 1 rt r it
E . Mode register =
= £38 EREERER Memory
Pl =8l N (330-bit
L EEPROM)
E - Controller
Coil 2 NEE- N .| Input register
- & T
oo @
= Test logic HV generator

i SBA
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Atmel T5557 T5567 T5551

« Basically, an fully programmable signal generator
— Running on 125 khz, powered by carrier
— Different encodings and bit patterns possible

L|1 2 345 6 7 8|010 1112|123 14 1516 17 18 1020|21 22 23 24|25 26 27 28(20 30 31 32
* Very popular o[ +[eJolelololelofo] [ [ [o] [ [T T[T [o] ] oo
M Master Key Data Modulation PSK- E MAX- a _'.5_ z
EM4102 Slmply & | nNote 1), 2) Bit Rate cF |<| |mock (=2 s
E REE 0 0 0 0 0 AFZ | |E &
repeats its ID e 00 s s U
REmz 0 1 0 1 0 AFE g —
0 Unlocked RF40 0 1 A 1 1 Res. §
endleSSIy 1 Locked RFG0 1 0 0 000 0 0O Diect i
RFE4 1 0O A 0000 1 PSKi @
_ Easy to SImU|ate RFAOD 1 1 O 000 1 0 PSK2 o
RFA28 1 1 A 000 1 1 PSK3
. 001 0 0 FSKi
with an T5557 00 1 01 Foe
001 1 0 FSKia
00 1 1 1 FSK2a
01 0 0 0 Manchaster
1 0 0 0 0 Biphase ('50)
1 1 0 0 0 PReserved
1) I Mastar Key = 6 then test modsa write commands g red
2) If Master Key <= & or @ then extanded function mc-d s disabled

i SBA 166
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EM4102 cloning

P T T T

i SBA 167
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Relay Attack

* “tunnel” cryptographic data over large distances
« Works also with unknown or unbroken cryptography
* Hard to combat, partly success with strict timing

. w - termina
: m{ﬁtﬂ PROXY
g / ‘ [ | - -
:.-..:;;* BLBS - ]’D) .
L - 7 q
| RS MOLE ~  Contactless
.—:!r‘;; LT UI“
'(‘GEtact!ess - communication

communication

Payment

isecLAB) SBA http://www.intechopen.com/books/radio-frequency-identification-from-system-to-applications/ 170
0 Research implementation-of-a-countermeasure-to-relay-attacks-for-contactless-hf-systems



Questions?

? Oleg Selajev X
e S @shelajev

The S in the lol stands for Security.

3300 347> COODECEPAE

108 PM - 10 Moy 2016
L UL LE, LA T

L S

¥ 35K

2+ Follow
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esearc
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