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Outline

= Trust in digital archives
— Why do archives need to be trustworthy

= Authenticity
— What does authenticity mean

= Provenance
— How to map the genealogy of digital data

= Metadata for authenticity and provenance

= Security
— How to secure archives and their content
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The Concept of Trust

= Archives store digital objects. They need to be:
— Safe
— Reliable
— Trustworthy
= Trust is a fundamental property of digital archives
— Trust is hard to establish
— Easy to destroy

= How to establish trust?
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Authenticity

)

* http:/iweird.cz/ali-g

= Authenticity: The degree a digital object actually is
what it claims to be.

= Authenticity is judged on the basis of evidence
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Epic Fraud

SCIENTIFIC METHOD - SCIENCE & EXPLORATION

Epic fraud: How to succeed in science
(without doing any)

Envy those who succeed by making up their data? Here's how you can, too!

by John Timmer - July 19 2012, 3:30am CEST

SCIENCE POLICY AND EDUCATION m

Source: http://arstechnica.com/science/2012/07/epic-fraud-how-to-succeed-in-science-without-doing-any/
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Judging Authenticity

= Well established for physical objects.
= Example: Paintings

— Age

— Certificates

— Ownership and Provenance

— Condition

— Known style, hand writing

— Repairs or alterations

— Reference and context

© www.artmarketblog.com
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But still...

NACHRICHTEN

Die Presse.com > Kultur > Kunst

reporter FREIZEIT = SCHAUFENSTER  ABORCLUE  KARRIERE IMMOBILIEN  SERVIC

Politik Wirtschaft Panorama Kuliur Tech Sport Leben Bildung Wissenschaft Gesundheit Recht S

Beltracchi falschte weit mehr Bilder als bisher
bekannt

Wegen 14 gefilschter Gemilde wurde Wolfgang Beltracchi zu sechs Jahren Haft
verurteilt. Nun gab er zu, "ungefahr 50" Bilder gefalscht zu haben.

Der verurteilte Kunstfalscher Wolfgang Beltracchi hat
in einem Interview mit dem Nachrichtenmagazin
"Spiegel” mehr Filschungen eingerdumt als bisher
bekannt. In seinem Leben, so der 61-J3hrige, habe er
Werke von "ungefahr 50" verschiedenen Kinstlern
gefalscht. Die genaue Zahl und wo sich die Bilder
befanden, wolle er aber nicht bekanntgeben.

, Bild vergroBern

Der Falscher hatte mit seinen Falschungen einen der
] senden gréBten Skandale auf dem deutschen Kunstmarkt
ausgeldst und war im Oktober 2011 wegen 14
gefalschter Gemélde von Kiinstlern wie Campendonk,
AAA Textgrobe @ Kommentleren Leger und Ernst zu sechs Jahren Haft verurteil worden.
Er hatte die Sammlungen "Knops" und "Jagers"”
erfunden und daraus angeblich verschollene Originale
MEHR ZUM THEMA: der klassischen Moderne verkaufte

= Drucken

* Merken i vorlesen

Beltracchi sagte, er hatte wegen der groBen Nachfrage
leicht "1000 oder 2000 Stiick™ seiner Falschungen auf
dem Kunstmarkt absetzen kdnnen.

Kéln: Bis zu sechs Jahre Haft fiir
Kunstfélscher

AUS DEM ARCHIV: (Ag.)

Falscher im Blitzlicht: "Nichts zu
verbergen" (03.09.2011)
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The Art of Forgery

Cages:Amseiger

Front Zorich Schweiz International Wirtschaft Borse Sport Kultur Leben Wissen Auto Blogs Panorama Mehr ~

Fllm Fernsehen Bucher Theater Kunst Musik Kiassik Bestenlisten Deadline Bikdstrecken

Der Betriiger, den man mogen muss

Keiner hat die Kunstwelt so schoén aufs Kreuz gelegt wie Meisterfalscher Wolfgang
Beltracchi. Jetzt erzahlen ein Dokumentarfilm und eine Autobiografie, wie virtuos er
dabei vorging.

Dreiechte Beltracchi aus der fiktiven
Sammiung Jager: Gefalschte Gemalde von
Kees van Dongen, Max Ernst und Max
Pechstein (v.1.). Foto: Katja Hoffmann (Laif).

Ein genialer Leger falscher Spuren: Szene aus dem Film Beltracchi— «Die Kunst der Falschungy. Foto:
Senator Film Verleih.

mar-moegen-muss/story/17698688
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= How to assess authenticity?
— Analyze metadata accompanying the digital object

— Examine checksums (fixity)

— Compare to redundant copies

— Investigate the context of the object

— Track provenance (see later...)

— Use signatures and encryption (see later...)
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= Authenticity Protocol

Authenticity Models

— CASPAR Project www.casparpreserves.eu

— Authenticity Protocol (AP) is a workflow that is applied to a set
of digital objects having the same features (e.g. images or

documents)

YWork flow

AuthProtocol

AppliedTa |

AuthStep

M ObjectType

© Mariella Guercio, CASPAR

— The process itself consists of different Authenticity Steps (AS)
that deal with a certain aspect of a digital object

IfS
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http://www.casparpreserves.eu/

Authenticity Steps

= [nterrelated steps to assess authenticity
= Based on:

Reference
Provenance

Fixity

Context
Recommendations

AuthStep

[ Y

BasedlUpon

AuthRecormmend ations

© Mariella Guercio, CASPAR

Law

Standard | | Guideline

BestPractice

Experience

© Mariella Guercio, CASPAR
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= Actors
— Manual actors: human beings

— Automatic actor: software

Authzep
Ferformedbiy
h. 4 banual Actor
Actorlccurrence InstanceCi M ActorType K
Automatic Actor
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AuthProtocolExecution

ExocubionDf

<

AuthstepExecution

Frecutionlf

p AuthProtocol

<

Vidork Flow

pos

Executedily

w

ActorQcoccurence

Inatancef

¥ AuthStep

FerfarmedBy

v

M ActorType
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ActarType
FertormedBiy
AuthProtocolExecution | Allows
Ewaluation
lde ntity Integrity

Evaluation Evaluation

AuthProtocolExecution
Fepoart

P DacumentedBy

AuthStepExecution
Fepart

p DocurmentedBy

AuthProtocolExecution

AuthstepExecution
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H 8

The CASPAR Authenticity Protocol

___|AuthProtocaolExecution | Allows

AuthProtocolExecution

|, DocumentedBy

TriggeredBy

InstanceOf

EventOccurrence

FY

Evaluation Report
Identity Integnty
Ewvaluation Evaluation

AuthStepExecution
Report

| DocumentedBy

AuthProtocolExecution

RelatedTo

ExecutionOf |

EventType

rFY

Workfiow

ExecutedBy

FerformedBy

AuthStepExecution

ExgcutionOf |

AuthProtocal

Workflow

. 4

PerformedBy

InstanceOf

AuthStep

q—

AppliedTo

Docume ntedBy

ObjectType

AuthProtocolHistory

— ReferenceStep

ProvenanceStep

FixityStep

ContextStep

BasedUpon

N

ActorQOccurrence

ActorType

Manual Actor

Automatic Actar

AuthRecornmend ations
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Evidence

= Each AS should be supported by evidence
— Can be technical like checksums
— Non-technical like the reputation of administrators

= Evidence itself needs to be long term compatible
— You can't assess authenticity if you can‘t read the evidence

= Comprehensive descriptions how evidence was
collected are needed
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Summary: Authenticity

= Degree to which an object is what it purports to be
— Needs to be assessed -> Authenticity Protocol
— Needs to be maintained

= Metadata about evidence:
— Technical properties

 Checksums
e Context

— Social properties
* Trust
« Reputation
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Questions?

THIS AUTHENTIC
CHUNK OF THE
DERLIN WALL IS
THE LATEST
ACQUISITION OF
MY MUSEUM.

i 1 Usited Faniars Syndaals, o

HEY'! YOU MUST THINK WE'RE
A COUPLE OF HILLBILLIES.
WE 3AW A HOLE IM YOUR
SIDEWALK TN THAT EXACT
SHAPE .

==k

5 Ackimes

OBVIOUSLY WE APOLOGLZE TO
HAD TOTRADE  THE DOG,

A CHUNK OF FLOSSIE.

OUR SIDEWALE

TO BERLIM S0

WECOUWLD GET

© Dilbert.com
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vergroRern 525x700

Foto: sotheby's

Mit etwa 80 Millionen Dollar beziffern Sotheby's-
Experten ihre Erwartungen fir diese Version des
"Schrei" von 1895.

What Is Provenance?

SOTHEBY'S

Munchs "Schrei” soll 80 Millionen Dollar
bringen
21. Februar 2012 15:05

Eine Version des bekanntesten Werks des norwegischen
Kiinstlers gelangt am 2. Mai zur Versteigerung

Edvard Munchs "Der Schrei" ist das wohl bekannteste Werk
des norwegischen Kiinstlers und gilt als eine der lkonen der
jingeren Kunstgeschichte. Munch variierte das Motiv
zwischen 1893 und 1910 viermal. Drei Versionen befinden
sich in Museumssammilungen, die vierte gelangt, wie
Sotheby's New York am Dienstag in einer Aussendung
bekanntgab, am 2. Mai bei der Impressionist & Modern Art
Auktion zur Versteigerung. Es stammt aus dem Besitz des
norwegischen Geschaftsmannes Petter Olsen und soll laut
Sotheby's-Experten um die 80 Millionen Dollar einspielen.

MEHR ZUM THEMA

OSLO: Ginstig hin & retour: austrian.com
FRANKFURT: ab 44,99€. Jetzt buchen auf fiyniki.com
Werbung

Damit gilt das 1895 gemalte Pastell als Anwarter auf einen
der hochstdotierten Besitzerwechsel der Auktionsgeschichte
(seit Mai 2010: Pablo Picasso, "Nude, Green Leaves and
Bust", 106,48 Millionen Dollar, Christie's). Zuletzt hatte die
1893 ausgefiihrte Variante fiir Aufsehen gesorgt, als sie
zusammen mit einer Madonna im August 2004 aus dem
Munch Museum in Oslo gestohlen wurde und erst zwei Jahre
spater sichergestellt werden konnte.

Aktuell widmet die Schirn Kunsthalle in Frankfurt dem
Bahnbrecher des Expressionismus mit "Edvard Munch. Der
moderne Blick” (bis 13. Mai) eine Ausstellung, die einen
neuen Blick auf sein Schaffen bieten will. (kron,
derStandard.at, 21.2.2012)

|--'-rr—\\_u_al_|| L=

INFORMATICS epi‘g



What Is Provenance?

= Provenance of objects describes:
— Origin
— Lineage and chain of ownership
— Chronology of important events

= Relation to Digital Preservation:

— Provenance documents the history of digital objects

— Digital archives need to collect and maintain provenance
Information
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Provenance

= Metadata describes the complete history of digital
Information
— Includes creators, authors, timestamps,....
— Transactions, modifications, contributions...

= Answers six questions
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= There is no “original” of a digital object like in the
physical world

= Any copy has the exact same attributes
— A copy does not destroy the provenance of a digital object

= Digital objects have to be transformed

— Transformations have to be tracked in the provenance
Information

— Provenance is part of the workflow
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Data Provenance

= Essential for science, governance and commerce

— Whenever evidence for documents and information is needed
= Many applications

— Verification of scientific experiments

— Financial transactions

— Information flows

— Drug trials

= Provenance is a fundamental principle of archiving

=  Secure Provenance: Protecting the Genealogy of Bits, R. Hasan et. al.
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Capturing Provenance

= Complex experiments and business workflows

— Data sources and data flows have to be traced in order to be
used later

— Monitor data leakage, redundancy and efficiency of information
flows

= Benefits of capturing provenance data:
— Security
« Detect anomalies
* Prevent fraud
— Data quality
« Assess quality of stored data assets

« Poor quality will have serious consequences

« Horror example: U.S. bombing of the Chinese embassy in Belgrade 1999
Caused by Outdated map (http://mww.defense.gov/transcripts/transcript.aspx?transcriptid=536)
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H 8

Formalize Knowledge

Provide controlled vocabulary

Specify concepts of a
Domain

Allow to derive knowledge
Used in Semantic Web ...
Can be used to describe
provenane information

A Short Excursion: Ontologies

Wine Ontology
http://www.w3.org/TR/owl-guide.rdf

[Css ]

Food

xsd-nonNegative |
Integer

Cabermet

Restriction

1 | sauvignon
] - e Grape
Gomapezary, -
vintageOf ol Lvm—lm A
o o= md
| Cass ooy
P I : /
\ Interger | “::"19 | | o

madeFromFruit

) Class - Restriction |
WineGrage 7"

‘ r <
Restriction
1 f L
Chass i
Tabel v Restriction |
o L ~
. T S

et
SantaCruz
Vountain
Vineyard
By
“ e L e
Y Thing |
T Gz —
s Qats R [ member
A Rogn | ycunucs [Colfomia|—mmasf SrIaCrZ
\ kiscs Vountains
T e R Regon | Region
"S- \
o M-
Burgundy
| i
| Descriptor S —seomor_ 1 A
/ \ Frafber
| (VAR ! \ Dry
| Restricion \
\, g i |
Restriction |__ | Restriction
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= The Open Provenance Model
— Can be used for digital and physical objects
— Is a reference model
— Defines a core set of inference rules
— Enables interoperability between different systems

= Goals:
— Controlled vocabulary
— Serialization formats
— APIs
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OPM Nodes

= Artifact
— Object (digital or physical)

= Process
— Action or series of actions P
— performed on or caused by artifacts
— Results in new artifacts

= Agent
— Responsible for process execution

© www.openprovenance.org/tutorial/
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OPM Edges

P1

wasTriggeredBy

<

< used(R) P
wasGeneratedBy(R)
P <

wasControlledBy(R)

< P

wasDerivedFrom
<

P2

1£SEFacuLTY OF INFORMATICS P2¢

e 29



wasControlledBy(cook)

wasGeneratedBy(cake)

o
o
=
0]
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wasDerivedFrom

| Agent q wasUsedAt
4{ Artifact

A wasGeneratedAt
wasControlledBy T
used |
wasGeneratedBy
Y
wasPerformedAt time:
L Process TemporalEntity
1 prefix time: http://www.w3.org/2006/time# aST riggered B\/
Object properties implementing OPM ; . i .
‘—’ Ject prop P g wasStartedAt ‘ time:Interval | ‘ time:Instant |
Object properties not as exactly
‘ defined in OPM wasEndedAt
| rdfs:subClassOf relationships with RespectOf

© http://open-biomed.sourceforge.net/opmv/ns.html
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The current definition of the term provenance by the W3C
with reference to data:

— “Provenance ref_ers to the_ sources_of inform_atio_n, such as entities
and processes, involved in producing or delivering an artifact.”

PROV Ontology (PROV-0O) defines the OWL2 Web Ontology
Language encoding of the PROV Data Model

Describes the set of classes, properties, and restrictions that
constitute the PROV Ontology.

The ontology specification provides the foundation to
Implement provenance applications in different domains that
can represent, exchange, and integrate provenance
Information generated in different systems and under
different contexts.
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wasDerivedhom

L)

Entity
wasAttributed®

4
- wasGeneratedBy
& »)
( _ Agent used
4

actedOnBehalfOf
wasAssociatedWit
Activity

i‘ E
sta rtedAtTlny/ \ndedAtTlme
y

waslnformedBy A

xsd:dateTime xsd:dateTime

Source: http://WWW.W3.OI’g/TR/pU|—TY OF INFORMATICS 2



Entity Activity
id WasGeneratedBy id
attributes ; startTime
1 endTime
! Used attributes f
‘I . :WaslnformedBy
1 ! 1
1 ! 1
1 ! 1
1 ! 1
1 ! 1
1 ! 1
1 ! 1
' 0.1 . WaslnvalidatedBy . .
n T T 1
Classes and associations n..1 trigger | . Was5StartedBy . .
within this area belong trigger : . . WasEndedBy , . :
to PROV core ' 1 1 1 1 1
1 1 1 1 1 1
1 1 1 1 1 1
Used . WasGeneratedBy| | WasinvalidatedBy WasInformedBy
id [ | rolid id
attributes 1 | attributes 1 | attributes attributes
1 1
i 1 1
time 1 time
! time !
1
: — : startTime
1 <<primitive=:= .
. Ll . endTime
1 1
: ! ender
1 1
: : starter
WasEndedBy WasStartedBy
id id
attributes attributes

ACULTY OF !INFORMATICS epgg

Source: http://www.w3.org/TR/prov-dnﬁ??ta—model-components




PROV-0O in Protege

prov-0-20130430 (http://www.w3.org/ns/prov-0-20130430) : [/home/stefan/subversion/SBA-repo/DP-Vorlesungsvortrag/DP2014/2014_Authenticity_Provenence/prov-o.owl] - +

*
File Edit View Reasoner Tools Refactor Window Help

<a| 2> | [© prov-0-20130430 (http://www.w3. org/ns/prov-0-20130430) -l
Active Ontology r Entities r Classes r Object Properties r Data Properties rAnnotaﬁun Properties r Individuals r OWLViz r DL Query r OntoGraf r Ontology Differences r SPARQL Query |
r Class hirarchy rC higrarchy (inferred) | r e I/ S |

Hres merardiy BV [HEE Annotations: Entity DEEE

+| o

!' . ﬁ Annotations el

v @ Thing |~ label
- Activity Entity
Agent
© Organization category

@ Person
@ SoftwareAgent

starting-point

* Entity component
© Bundle entities-activities
@ Collection
@ EmptyCollection constraints  [type: anyURI]
@ Plan

— http:/fwww. w3. org/TR/201 3/REC-prov-constraints-201 30430/#prov-dm-constraints-fig

Influence

@ Activitylnfluence definition  [language: en]
@ Communication An entity is a physical, digital, conceptual, or other kind of thing with some fixed aspects; entities may be real or imaginary.
@ Generation
@Invalidation dm  [type: anyURI] | |
@ Agentinfluence bt e aaasae a2 arcUTRIZPAT UREC Arauedm 201 204 200 #t arm.antits =
@ Association

@ Attribution B4 Description: Entity DNEEE
Equivalent Ta il
fividuals by type | i rty hierarchy | Dataty
Object property hierarchy r D ata property hirarchy ‘ SubClass OF

ject propert

SubClass Of (Anonymous Ancestar)

b mtopObjectProperty

Members

Target for Key

Disjoint With

-

No Reasoner set. Select a reasoner from the Reasoner menu [l Show Inferences

1£S FacuLTYy OF 'NFORMATICS P2¢

e 35



= Provenance data should be generated

— Automatically (i.e. log files)
— Machine readable

— In suitable granularity

— Securely
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= Why is provenance data important?

= What are metadata?

= How can provenance be modelled?

= What are the core concepts of OPM and PROV-O?
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n Relation of Authenticity and Provenance

= Provenance can serve as evidence for authenticity
— If the full provenance traces are available, the degree of
authenticity is higher
= Authenticity has to be maintained along the object
lifecycle

— Each event that interacts with the object needs to trigger an
authenticity protocol execution

— Provenance metadata keeps track of this events and the actors
Involved
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Preservation Metadata

= Metadata describes data and events in a precise way
— Needed for authenticity and provenance information

— Collect all metadata an archive needs for supporting digital
preservation processes

= Different Metadata standards exist for various purposes
— Level of granularity
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PREMIS

= Preservation Metadata: Implementation Strategies
(PREMIS)

— Data dictionary

— XML Schema
Y i
Preservation / Descriptive .
Metadata Meisdits \
Detailed info o
on Agerits Repository
' : d Business
Rights, Media -
or Hardware /
R o

Format-specific
\ Technical
Metadata

e Y

© http://www.loc.gov/standards/premis/

\\\
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PREMIS

[ Intellectual Entities } Rights ]
Content that can be described Assertion of rights
= PREMIS data model e P
— Events capture relevant \ / \
. Objects Agents
actlons and map provenan Ce q Discrete units of information } [ Pecple, organizations, }
in digital form, Can be files, or software.
information. R
— Models relationships between \ /
Events
th e O bJ e CtS [ :‘c:l::;{;d\::‘i::ool::na;ﬁecz ]

= Provides OWL ontology e
— Defines clear semantics of the metadata elements
— Reasoning
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= Authenticity and provenance data needs to be protected
from manipulation
— No tampering
— No insertions, updates or deletes
= Provenance data can be sensitive
— Privacy considerations
— Espionage of critical business processes
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Security Requirements

= Confidentiality
— Sensitive data must be protected
— Cryptography
— Policies
= |ntegrity
— Completeness and wholeness in all the significant properties of
a digital object
— Not only on bit-level, but on intellectual form
= Availability
— Data must be available when they are needed
— Information must be protected
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Authenticity

Security Requirements

— Degree to which digital objects are what they seem to be

Non-Repudiation

— The participation of an activity can not be denied

— Events are verifiable
Plausibility

— Ocecurring events to not contradict logical assumptions

|dentity
— Unigqueness
— Distinguishable from other digital objects

IfS
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Information Security Aspects of Authenticity and
Provenance
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= Attackers could try to
— Delete provenance records

« Remove incriminating evidence
— Add fake entries

 Claim authorship of data
 Enhancements” -> Scientific fraud

— Manipulate records and alter history

 Cover tracks
— Hide contributions

* Deny responsibility
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Secure Provenance

= Logging mechanisms
— Provenance data can be collected by logs
— Logs capture relevant events automatically
— Granularity of logs from high level to system calls
= Log architectures
— Sender transmits event notification to relay or collector
— Scalability is important
= Logs have to be auditable
— Event chain has to be reproducible
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Secure Logging

= Log file content is highly sensitive

— Have to be safeguarded against unauthorized access and
manipulation

— Sender and receiver have to agree on a shared cryptographic
protocol

— Signatures ensure integrity
— Encryption hides content from intruders
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= Signature chains
— Ensure fixity by signing all occurred events
— Signatures have to be protected from manipulation

« Only allow new records to the provenance chain
to appended to the end

« Append-only sighatures aggregate signatures
from previous records -> no intermediate records

can be inserted
« Forward-secure signatures
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Signature Chains

Provenance
n Chain

Pub, Provenance

Uid,

Pid,

Host,

IP;

time,

Record

Example
Subfields

Hasan et. al. [2]
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= Preservation and encryption
— Cryptographic methods have to be observed for obsoletion
— What if the keys are lost?
— XML Advanced Electronic Signatures (XAdES )

= Audits

— Frequent audits are necessary
— Auditors are only allowed to read relevant pathways in the

graph
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Secure Storage

= Specialized Provenance Stores
— Provenance Aware Storage System (PASS)
— Provenance Data Store (PDS)

= Write Once Read Many

— Prevents records from being altered or deleted
— Various systems available
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Security Questions

= Why is provenance data a profitable goal for attacks?
= What are the requirements for secure logs?
= What solutions are available?
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Literature and Links

= CASPAR Project
— Www.casparpreserves.eu

— www.casparpreserves.eu/Members/metaware/Events/training/newsletter-
december-2008/training-presentations/michetti-quercio.pdf

= Secure Provenance: Protecting the Genealogy of Bits, R. Hasan et. al.
= The OPM Provenance Model
— Www.openprovenance.org
— http://twiki.ipaw.info/bin/view/OPM/
= Data provenance — the foundation of data quality. P. Buneman, S.
Davidson, University of Edinburgh. Edinburgh, UK
= PROV-O:

—  http://www.w3.org/TR/prov-o/
— http://www.edbt.org/Proceedings/2013-Genova/papers/edbt/a80-missier.pdf
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Thank you for your attention.

sproell@sba-research.org
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