EDF SCHEDULING FOR SHARED
RESOURCES

Most scheduling algorithms are primarily concerned with cpu scheduling. When
Jobs are allowed to access shared resources, the accesses need to be controlled,
as in any concurrent system, through the use of appropriate protocols to ensure
the integrity of the resources despite potential concurrent access. The problem
of accessing shared resources is well known and there is a vast literature that
discusses solutions to this problem (see [8, 9, 17] for a general treatment).
Solutions for the shared resource access problem usually adopt some form of
semaphores [5], critical sections [2], or monitors [6)].

The scheduling of accesses to resources other than the cpu is a particularly
difficult problem in the context of real-time scheduling. In the presence of
shared resources, the complexity of feasibility analysis becomes exponential.
Specifically, the problem of deciding whether a set of periodic tasks is feasibly
schedulable when semaphores are used to enforce mutual exclusion is NP-hard
[11]. The difficulty arises as a result of the inability to preempt a job at ar-
bitrary points. Suppose a job is preempted while it is accessing a resource.
Clearly, the cpu can be taken away from the job and assigned to the preempt-
ing job. However, the same cannot be done for many other resources because

it is quite possible that the resource state reflects partial changes done to it by
the preempted job.

This chapter discusses the details of scheduling tasks which have resource con-
straints in addition to deadlines and periodicity constraints. For pedagogical
reasons, it is assumed that shared resources are implemented by means of criti-
cal sections. To maintain the integrity of a resource, accesses to shared resources
must be serialized. Hence, if a lower priority job is within a critical section and
then a higher priority job tries to enter the same critical section, the higher
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priority job is blocked until the lower priority job leaves the critical section.
In general, any job that needs to enter a critical section to access a resource
must wait until no other job is currently within the critical section, holding the
resource. Otherwise, it proceeds by entering the critical section and holds the
resource. When a job leaves a critical section, the resource associated with the
critical section becomes free and the system can then allocate it to one of the
waiting jobs, if any. The protocol used to choose among waiting jobs depends
on the specific algorithm used for controlling access and on the way in which
priorities are assigned.

This chapter covers both priority driven algorithms as well as planning based
scheduling algorithms. Specifically, Section 6.1 discusses the scheduling prob-
lem introduced by the presence of resources and Section 6.2 presents the specific
issue of priority inversion resulting from the need to preserve resource consis-
tency. Section 6.3 presents the Priority Inheritance Protocol (PIP). Section 6.4
presents the dynamic priority ceiling protocol and 6.5 briefly discuss the stack
resource policy. Resource scheduling in planning mode is the subject of Section
6.6. It is interesting to note that planning mode solutions have the potential
to eliminate explicit locks at runtime by scheduling tasks in such a manner as
to avoid contention.

6.1 THE NATURE OF RESOURCES AND
THE RESULTING SCHEDULING
PROBLEMS

To understand the additional considerations introduced by the presence of re-
sources, let us consider the problem of non-preemptively scheduling a set of
aperiodic tasks with deadlines and resource requirements.

System resources include processors, memory, and shared data structures. In
this book processing resources are referred to simply as cpus (or processors),
and all the other serially reusable resources are referred to as resources.

Consider the following example: There are two processors and two copies of
a resource, each of which is used only in exclusive mode. A set of jobs whose
parameters are listed below is being scheduled using a dynamic priority driven
approach. A job J;’s dynamic priority is denoted by Pr; where, the smaller the
value of Pr;, the higher the priority. Assume that Pr; is given by (d; +6 * erat;)
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Table 6.1 Job parameters for example

Job Jye Jo J3

computation time 9 10 1
resource request | either copy | either copy | both

deadline 9 74 11

where erat; is the earliest resource available time, i.e., the time when the re-
sources needed by J; will be available, given resource needs of jobs in execution
and the number 6 is a weighting factor. This priority assignment function
which extends EDF has good performance characteristics when planning-based
approaches are used with resource constraints. The weighting factor 6 used in
the priority function is chosen purely for the purposes of illustration.

The schedule produced by a greedy priority driven approach is first determined.
When a processor is idle, the highest priority job which does not violate the
resource constraints is assigned to the processor.

Initially, job priorities are Pry = 9, Pry, = 74 and Prz = 11. So J; has the
highest priority and it is scheduled to start at time=0. Then, because one pro-
cessor is still idle, another job that can start at time=0 is found. Recomputing
the priorities of the remaining jobs gives Pro = 74 and Prs = 65. Although J3
has the higher priority, only J5 can start at time=0 and so it is chosen. Finally,
J3 is scheduled to start at time=10 when both copies of the resource are avail-
able. Thus jobs are scheduled according to their priority, but the algorithm is
greedy about keeping the resources fully used.

Now suppose a pure priority-driven approach, one that is not greedy, is used
instead. After J, is scheduled, the remaining job priorities are recomputed and
J3 is chosen to be executed next at time=9, followed by J> at time=10.

Thus, with greed, the higher priority job J; is delayed by one time unit while
without greed, Js is delayed by 10 time units.

The example shows that if the resources are to be better utilized the execution
of higher priority jobs may have to be delayed. This results in a form of priority
inversion since a higher priority job is made to wait for a resource held by a
lower priority job. Since the priority of a job reflects its time constraints and
other characteristics of importance, it is usually desirable in real-time systems
to place more emphasis on priorities than on the underutilization of resources.

R e
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The above discussion assumed that the tasks were non-preemptable. The best
of both worlds can be achieved by adopting preemptive priority-driven schedul-
ing. If this is done, then when J; completes execution, J> could have been
preempted by J3. Unfortunately, the decision to preempt may not be simple.

- There may be jobs which, once preempted, need to be restarted, losing
all the computation up to the point of preemption. For example, in a
communicating job, if a communication is interrupted it may have to be re-
started from the beginning: the communication line represents an exclusive
resource that is required for the complete duration of the job.

- A job that is preempted while reading a shared data structure can resume
from the point of preemption provided the data structure has not been
modified.

- A job that is preempted while modifying a shared data structure may leave
it in an internally inconsistent state; one way to restore consistency is to
wait for the (to be) preempted job to complete before allowing further
use of the resource. An alternative is to rollback the changes made by
the preempted job but, in general it is difficult to keep a record of all
such changes. A rollback can add considerably to the overhead and have
subsequent impact on meeting job deadlines.

Returning to our example, J; uses the resource in exclusive mode. So there are
two possible ways in which priority driven scheduling can proceed, depending
on the nature of the resource.

1. If the resource is like the communication line, J, can be preempted at
time=9 and J3 can begin using it immediately. This is equivalent to not
having started execution of J; at all at time 0, so allowing J, to execute
ahead of its turn by being greedy has not helped. But, if J;’s computation
time is less than or equal to that of J;, greed can be used. In any case,
the execution of J3 is not any further delayed than for pure priority-driven
scheduling.

2. If the resource is a modifiable data structure, J3’s execution is delayed,
either by the need to rollback J5’s changes or to wait for J, to complete
execution. In either case, J; completes later than under pure priority-
driven scheduling.

This suggests that a limited form of greed can be used in which job computation
times and the nature of the resources, as well as their use, are considered when
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making scheduling decisions. The goal is then to ensure as much as possible
that priorities are not violated or to limit the duration of priority inversion.
Before describing protocols that aim to achieve this desire, the priority inversion
problem is discussed in further detail.

6.2 THE PRIORITY INVERSION
PROBLEM

In systems with a preemptive priority driven scheduling mechanism, a high
priority job must be able to preempt a lower priority job as soon as it is ready
for execution. This has been the assumption in the previous chapters. When
shared resources are used, this assumption is no longer valid because if a lower
priority job holds a resource and then a higher priority job tries to hold the
same resource, the higher priority job is blocked until the lower priority job
releases that resource. When such priority inversion occurs, a high priority job
is subjected to unnecessary blocking, since it must wait for the processing of
a lower priority job. This blocking increases its response time and must be
explicitly considered in analyzing the feasibility of a schedule since it violates
the spirit of a priority-driven approach.

Moreover, the blocking time cannot be easily bounded if a specific protocol
is not used. Consider the situation of Figure 6.1. Here the schedule of three
preemptable jobs J;, Jo and Js is depicted when Pr; = d;, i.e., EDF is used.
Here J; and Js use a shared resource, access to which is controlled by a critical
section. At time t = 3, J3 enters the system and begins its execution. At
time ¢t = 5, when J; is in the middle of the critical section, J; enters the
system. Since the deadline of J; is earlier, a preemption occurs and J; starts
its execution. When it needs to enter its critical section at time ¢t = 7, J; finds
that the associated resource is held by J;. Thus, it blocks and releases the
processor. Meanwhile, a third job .J5 enters the system with an earlier deadline
than Js;. As per the EDF algorithm J, gets the processor and executes. At
this point J; must also wait for the execution of a medium priority job. The
presence of many such medium priority jobs can lead to uncontrolled blocking.
In our example Jy completes at time t = 11. Then J3 is allowed to exit its
critical section and at time ¢ = 12 J; can finally resume its execution. But it
is too late and it misses its deadline.

Several solutions have been proposed to deal with the problem of scheduling
tasks accessing shared resources. One approach is to use a simple scheduling
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Figure 6.1 Priority inversion under EDF scheduling.

algorithm, such as one based on priorities, but embellished to control access to
critical sections. Essentially, these embellishments determine when preemption
can take place and who can preempt whom. The Priority Inheritance Protocol
and the Priority Ceiling Protocols were developed for fixed priority systems
[18]. They have been extended for EDF in [19] and in [3], respectively. In
(1] Baker describes the Stack Resource Policy, a protocol suitable both for
static and dynamic priority systems. The priority inheritance protocol, the
dynamic priority ceiling protocol, and the stack resource protocols are described
in Sections 6.3 through 6.5, respectively.

In his thesis [11], Mok proposed the kernelized monitor, in which the proces-
sor is assigned in time quanta of fixed length equal to the size of the largest
critical section. This essentially schedules the resource problem away because it
schedules job executions such that when one job is holding a resource, no other
job can. In a way, jobs do not have to use any special protocol to ensure cor-
rect access to the resources since the way they are scheduled guarantees access
correctness.

However, in a multi-processor system this is insufficient since when one job is in
execution using a resource, another, needing the same resource, could also be
in execution on a different processor. Hence, the multi-processor schedule must
be explicitly constructed so as to exclude, in time, jobs that need the same
resource for mutually exclusive use. This is what is done in the planning-based
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Figure 6.2 Priority inheritance under EDF scheduling.

approaches to scheduling as exemplified by the algorithm ised in the Spring
multi-processor kernel [14]. This algorithm is discussed in Section 6.6.

6.3 THE PRIORITY INHERITANCE
PROTOCOL

The basic idea behind the Priority Inheritance Protocol (PIP) is that when a
job blocks one or more higher priority jobs, it temporarily assumes the highest
priority of the blocked jobs, that is, it inherits a higher priority. When the job
exits its critical section, it resumes the original priority it had when it entered.

For instance, if the three jobs of Figure 6.1 are scheduled in this way the
schedule depicted in Figure 6.2 is obtained. When the highest priority job J
needs to enter its critical section at time ¢ = 7, Js inherits the priority of J;.
That is, within its critical section J3 executes with a priority corresponding to
the deadline of J;, which is the earliest in the system. Consequently, J> cannot
preempt J3, as happened in Figure 6.1. As soon as .J3 exits its critical section
and releases the resource, it resumes its original priority and J; gets both the
resource and the cpu. In this way J; completes at time t = 11, Jo at time
t = 15 and Js at time ¢t = 17. All the completion times being earlier than the
corresponding deadlines, the schedule is feasible.
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6.3.1 Assumptions and Terminology

The analysis presented in this chapter is mainly inspired by the work described
in [18]. Hence, the terminology and the notation are very similar. The difference
is that our interest is in systems with EDF schedulers, while the work in [18]
is applicable to fixed priority systems.

The assumptions are the following. A set of periodic and/or sporadic tasks,
with deadlines less than or equal to their periods, is being scheduled. Similar
to [18], jobs do not suspend themselves. In order to avoid problems of dead-
locked jobs, it is also assumed that critical sections are properly nested and that
resources are accessed by all jobs following the same total order.

A resource is denoted by R;. The j** critical section of the task 7; is denoted by
z;,j- The resource associated with z; ; is denoted by R; ;. z; C z; indicates
that z; ; is entirely contained in z;x. Finally, the computation time of the
critical section z; ; is denoted by ¢; ;.

The assumption that critical sections are properly nested means that 1) given
any pair z;,; and z; , then either z; ; C z;jx, zix C 2;j, or z;j N 2;, = 0, and
2) the order in which the resources associated with the nested critical sections
are freed is the opposite of the order in which they are acquired.

A job J is said to be blocked by the critical section z; ; of job J; s (a job of 7;) if
J waits for J; ; to exit z; ; in order to continue execution, and J; , has a later
deadline than J. Furthermore, .J is said to be blocked due to resource R, if the
critical section z; ; blocks J and R; ; = R.

In the description that follows the concept of preemption levels, originally de-
fined by Baker in [1] is useful. The preemption level of a task 7; is denoted by
m;. The essential property of preemption levels is that a job J; 5 is not allowed
to preempt another job J;; unless m; > 7;. In particular:

(6.3.1.1) if J; » has higher priority than J;; and arrives later, then J; , must have

a higher preemption level than J; ;.

In a system with EDF scheduling, the property just mentioned is satisfied
if decreasing preemption levels are assigned to tasks with increasing relative
deadlines. That is:

> Ty < Dy < Dj.
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Note that if release jitter is considered, then
D Dj
becomes
D;-J; < .Dj -J j
(see Chapter 3).
The reason for distinguishing preemption levels from priorities is that preemp-

tion levels are fixed values that can be used to statically evaluate potential
blocking in dynamic priority driven systems [1].

Finally, even though for simplicity of exposition the access protocols are pre-
sented assuming that all resource accesses occur in a mutually exclusive fashion,
one can envisage extensions to the protocols that can deal with resources that
are used in shared mode as well.

6.3.2 Definition of the Priority Inheritance
Protocol

The Priority Inheritance Protocol for EDF is defined in the following way [19]:

= When a job J; tries to enter a critical section z; ; and the resource R; ;
is already held by a lower priority job J; x, Ji,x waits and Jj inherits the
priority of J; p.

m  The queue of jobs waiting for a resource is ordered by decreasing priority.

m  Priority inheritance is transitive. That is, if a job J3 blocks a job Jo, and
Jo blocks a job Jy, then Js inherits the priority of J1 via Ja.

m At any time, the priority at which a critical section is executed is always
equal to the highest priority of the jobs that are currently blocked on it.

m  When a job exits a critical section it usually resumes the priority it had
when it entered the critical section. The exception occurs when a new
higher priority job is blocked for the critical section that contains the
critical section exited by a job.

s When released, a resource is granted to the highest priority job, if any,
waiting for it.

P
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Figure 6.3 Different relative priorities under EDF scheduling.

In a manner similar to [18], in the analysis of the protocol, two types of blocking
can be identified:

1. direct blocking, which occurs when a higher priority job tries to acquire a
resource already held by a lower priority job.

2. push-through blocking, which occurs when a medium priority job is blocked
by a lower priority job that has inherited a higher priority from a job it
directly blocks.

6.3.3 Properties of the Priority Inheritance
Protocol

There are only a few differences in the properties of the Priority Inheritance
Protocol implemented under a fixed priority scheduling and under EDF schedul-
ing.

In fixed priority systems the analysis is simplified by the fact that the relative
priority of task instances does not change, since it is fixed for all jobs of a task.
However, when an EDF scheduling mechanism is used, this is not true. In fact,
at a certain time the current job of a task may have higher priority than the
current job of a second task, but at a different time in the schedule the situation
may be reversed with two other jobs of the same tasks. This is illustrated in
Figure 6.3. At time t = 5, job .J; ; is released and having the earliest deadline
in the system it preempts J> ;. However, at time ¢t = 11, when the second job
of 7y is released, preemption does not occur, because J; » has a later deadline
than J2,‘1 .
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Even though it appears from the previous observation that when evaluating the
possible worst case blocking for the jobs of any single task, the critical sections
of all other tasks must also be considered, this is not necessary. In fact, looking
at the example of Figure 6.3, even if J; » has a lower priority than Jy,, it
cannot block J; 1, since it cannot run before the completion of J1. That is,
jobs of 71 can be blocked by jobs of 75, but not the other way around which is
a property similar to that found in fixed priority systems. The claim is more
formally stated in the following two lemmas.

Lemma 6.1 A job Jy can be blocked by a lower priority job Ji, only if Jy, is
within a critical section that can block Jy, when Jy is released.

Proof. Suppose that when Jy is released Jy is not within a critical section
which can directly block Jy or can lead to the inheritance of a priority higher
than Jy. Then Jy, can be preempted by Jy and it does not execute again until
Jy completes, that is, it can never block Jy. ]

Lemma 6.2 A job J; p of the task 7; can be blocked by a lower priority job Jj x
of the task 7;, only if 7; has a greater preemption level than 7;, that is, only if
Ty > Tj.

Proof. By Lemma 6.1, J; 5, can be blocked by J; x only if Jj x is within a critical
section when J; , is released. Hence, J; must have been released earlier. By
condition 6.3.1.1, J; », must have a higher preemption level than Jj k. O

Similar to [18], 3;; denotes the set of all critical sections of jobs of 7; that can
block jobs of the task 7;. That is,

Bij = {zjk:mj <m and z; can block J;p}.

Given the assumption that critical sections are properly nested, the set 3; ; is
partially ordered by inclusion. The following concentrates only on the maximal
elements of f3; j, denoted with 3 ;.

It can now be proven that each job of 7; may be blocked at most by one critical
section of 3] i+

Lemma 6.3 A job J; can be blocked by a lower priority job Jj i for at most
the duration of one critical section of 3} ;.
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Proof. By Lemma 6.1 and Lemma 6.2, in order to block Jin, Jjr must be
within a critical section of 3] ; when J; 4 is released. Once J; ;. exits this critical
section it can be preempted by J; », which later cannot be blocked by Jj x again.
O

This property enables the computation of an upper bound on the possible
blocking time experienced by any job in the schedule.

Theorem 6.1 Under PIP and EDF scheduling, each job of a task ; can be
blocked by at most the duration of one critical section in each of B laian
and 7; > ;.

Proof. The theorem follows immediately from Lemma 6.3 and Lemma 6.2.
O

The argument of Lemma 6.3 can be applied to any critical section that can
block a job. Intuitively, any resource accessed by a job can cause at most one
priority inversion, that is, a single blocking. If this claim is expanded, an upper
bound can be found for the number of blockings a single job experiences.

Following the notation of (18], ¢; ;.1 denotes the set of all longest critical sections
of 7; associated with resource Ry which can block 7;’s jobs, either directly or
via push-through blocking. That is,

Gk =1{zin:2zjn € B; and R;, = R:}.

The set of all longest critical sections associated with resource Ry that can
block 7;’s jobs is then:
Ga=U Gis

Wi <™
The goal is to prove that each job of 7; can be blocked by at most one critical
section in ¢ .

Theorem 6.2 A job of 7; can be blocked by at most one critical section in
G ks Jor each resource Ry.

Proof. By Lemma 6.1 and Lemma 6.2, a job J; , can be blocked by a lower
priority job J;, only if 7; < m; and J;, is in the middle of a critical section
of 7 ; when J; j is released. Without loss of generality, let us assume that the

i
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resource associated with the critical section is Ri. Hence Jj, holds Ri. Once
Jj p exits its critical section, Ry is granted to J;, in case of direct blocking, or
to a higher priority job in case of push-through blocking. In either cases, Jin
can no longer be blocked by J; ,, nor by other lower priority jobs with critical
sections associated with Rj. O

Corollary 6.1 Under the priority inheritance protocol and EDF scheduling, if
there are m resources that can block the jobs of a task 7;, each of these jobs can
experience a mazimum blocking time:

m
B; = min z max {¢;,p : 2j,p € B ;} ,Zmax {eip:2ip € G} |- (61)
k=1

<

Proof. It follows immediately from Theorem 6.1 and Theorem 6.2. m

6.3.4 Computation of Blocking Times

The evaluation of equation (6.1) is not as trivial as it might look. The determi-
nation of the sets 3} ; can be done with a relatively simple procedure. However,
the procedure must be carefully designed in order to take the correct critical
sections into account. Once these sets are available, the computation of the
sets (., is straightforward.

The identification of all critical sections in 3} ; is made difficult by the existence
of push-through blocking and transitive mherltance Critical sections that cause
direct blocking are easily identified, while those that can cause push- through
or transitive blocking require a deeper analysis.

Transitive blocking can be caused by nested critical sections. Consider the
example of Figure 6.4. There are three jobs in the schedule, Ji, J» and Js,
respectively, with decreasing preemption levels. J; accesses resource Ry. Ja
accesses two resources in a nested fashion, first Ry, and then R;. Finally, J3
accesses Ry. When the job J; is released at time ¢t = 8, J, already holds R;
and waits for Ry, previously held by J3. At time ¢ = 10, J; tries to hold R; and
it blocks. The priority of J; is then transitively inherited by J3, until it exits
its critical section and releases R, which is immediately granted to J». This
job has inherited the priority of J; through direct blocking, hence it accesses

T
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Figure 6.4 Example of transitive blocking.

Ry, and then completes its outer critical section releasing R, finally available
to J; at time ¢t = 13.

In general, given three tasks 7;, 7 and 7; with preemption levels m; > m > m;,
a job of 7; can be blocked by a job of &, which can be blocked by a job of
7j: this can only happen if 7. has two nested critical sections such that the
outermost critical section can block 7;’s jobs, and on the innermost critical
section 7 can be blocked by 7;. More formally:

Biy 2 {zj,h € ,Bk.j :Rip = Rap and Zkp C 2k g and Zk,q € ,3“5} — ei,k,j-

Note that the critical sections in 0;.k,; are also considered in the determination
of push-through blocking. Thus, they are not further analyzed.

The resource accesses that can cause push-through blocking can be character-
ized by observing that a resource R can cause this kind of blocking to a job J,
only if R is accessed both by a lower priority job and by a job which has inher-
ited or can inherit a priority equal to or higher than that of J. Unfortunately,
this fact is not as useful as it is for fixed priority systems.

Furthermore, the notion of preemption levels is, in this case, not very useful.
A job with high preemption level, in fact, can be subjected to push-through
blocking by two jobs with lower preemption levels, as shown in Figure 6.5.
Here, the job J; has the highest preemption level, however J; has the earliest
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. Critical Section

Figure 6.5 Anomalous push-through blocking.

deadline in the system. Thus, when J, is released it cannot preempt Ji. Ji is

later blocked by J; on the shared resource. This blocking is also experienced
by Jg.

Hence, the set of critical sections of 7; that can block jobs of 7; must include
the critical sections that can also block jobs of any other task in the system.
That is:

Bii 2 {zjn € Br,j : Mk > m;} =i 5.

Note that Vk,8;; C v;;. Hence, B;; only takes into account the critical
sections in v; ;.

Let o; be the set of resources accessed by jobs of 7;. The critical sections of 7;
that can directly block these jobs are those which share resources with 7;. For
each j such that 7; < m;, 8;; can be finally written as:

Bis = {#x: Rijx € o4} Uiy

Given this formulation of the sets j3; ; the algorithm shown in Figure 6.6 can
be used. Without loss of generality, it is assumed that n tasks are ordered with
decreasing preemption levels, that is, 7; > m; for all i > j. The complexity of
the algorithm is O(cn®), where ¢ is the maximum number of critical sections of
each task in the system.
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Algorithm BCS:

Begin
Step 1: Direct blocking.
fori=1ton-1
forj=i+1ton
Bij =A{zjx : Rjx € 0i}
endfor
endfor

Step 2: Transitive and push-through blocking.

forj=2ton
s
fori=1toj-1
Bij = Bi,; U
endfor
endfor
End

Figure 6.6 Algorithm for the computation of blocking critical sections.
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Let us describe the algorithm by means of an example. Assume four tasks,
71, T2, T3 and 74, respectively, ordered with decreasing preemption levels, that
is, with increasing relative deadlines. Assume that 7; accesses resource Rz, T2
accesses resources Rz and Rs, 73 accesses resource Ro and R;, and 74 accesses
resources R; and R3. Assume also that 73 accesses two resources in a nested
fashion, first Ry and then R;. The key aspects of the code of the four tasks is
represented in Table 6.2.

In the first step, the algorithm shown in Figure 6.6 determines the critical
sections that can cause direct blocking;:

Bra=1{z21} Bs={} P14 = {242}
B2z = {231} D24 ={z12}
B34 = {211}

In the second step, the determination of the sets is completed with the addi-
tion of critical sections that can cause transitive blocking and push-through
blocking:
B2 ={z2.} BPr3s={z3.1} Bra= {71,242}
Bos = {231} B24 = {711,212}
B34 = {741,242}

Once the sets 3; ; have been determined, the sets of maximal elements J; ;
and later the sets 7 , of blocking critical sections accessed through the same
resource Rj can be easily determined. The blocking time of each task in the
system is then computed with equation ( 6.1).

An alternative to the algorithm presented in this section is to modify the pro-
cedure described in [12]. The procedure is based on the examination of all
possible blockings of a job, by traversing a tree specifically built for this goal.
The algorithm can find better bounds than those found by the algorithm pre-
sented in this section. However, it has an exponential complexity. In order to
work for systems with EDF scheduling the procedure must be modified sub-
stituting the fixed priorities with the preemption levels of the tasks. The rest
remains unchanged.

In the following, it is assumed that the blocking times have been determined
as described in this section. The blocking time of the jobs of 7; is denoted with
B;.

e e
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7;1 T2 T3 : T4
: acquire (R3) acquire(R;)
acquire(R3) | --- acquire(Ry) | ---
i release(H3) | --- release(R;)
release(R3) | --- acquire(R,;)
acquire(Rs) | --- acquire(R3)
| release(R;) | ---
release(Ry) | release(Ry) | ---
| - , release(R;)

Table 6.2 Structure of accesses to resources.

6.3.5 Feasibility Check

After the identification of the tasks’ blocking times, the feasibility of the system
under PIP must be checked. In the following theorem the tasks are assumed to
be ordered by decreasing preemption levels (by increasing relative deadlines),
that is, m; > 7; for all ¢ < j.

Theorem 6.3 Given a set J of n periodic and/or sporadic tasks, any job
set generated by J is feasibly scheduled under EDF scheduling and Priority
Inheritance Protocol, if

Q

CAh (6.2)

-+

fed
Yi=1 ..n 'Z

=1

C; + B;

L

1

Proof. By induction on i, let us prove that if the first i conditions in (6.2) are
true, then the subset of the first i tasks is feasibly scheduled even if the jobs can
also encounter blockings normally due to jobs of tasks with lower preemption
levels.

For i = 1 the hypothesis is true, since each job of 7, can be blocked at most
for By units of time and it is known that:

C, + B, =

]
D, i
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That is, by the basic theorem relating utilization to feasibility, even if the
computation time of 7 is increased by Bj, feasible schedules result.

Assume now that the hypothesis is true for the first ¢ — 1 conditions, and that
also the i** condition is true. Let J; . be any job in the schedule S of the first
i tasks. Let ¢ be the last point in time not later than r;x, the release time of
J; x, such that from time ¢ up to the completion time fjx of Jj, only jobs
released at t or later and with deadlines less than or equal to djx are executed,
except for some possible critical sections of jobs with lower preemption levels
that can cause blocking. If J (¢, fjx) is the set of such jobs, the completion
time of J; . is:
fj‘,k <t+ Bft, fj,k) + Z Ch,l
Jn a1 €T (t,f5.%)

where B(t, f; ) is the possible blocking time spent in [¢, f; ] executing critical
sections of jobs with lower preemption levels, that is, jobs of tasks 7, with
P> 4.

If in J (¢, f;x) there are no jobs of 7;, then S coincides with the schedule of the
first i — 1 tasks. By induction, this schedule is feasible, that is,

Fin = d; k-

If there are jobs of 7; in J(t, f; 1), the blocking time of 7;’s jobs in B(t, fix)
must be taken into account. The blockings of the first i — 1 tasks’ jobs due
to jobs with preemption level lower than ; are push-through blockings for 7,
hence they are included in B;. If the first ¢ — 1 tasks are scheduled without
blocking and the it* task has blocking B;, a new schedule exists in which Jj
does not complete earlier (note that blockings due to jobs in the same set
J(t, fix) do not affect the completion time of J;x). Since the i*" condition
in (6.2) is true, by the basic theorem relating utilization to feasibility, this new
schedule is feasible. Again

Fie L dj
follows. O

Similar to Chapter 3, the sufficient feasibility conditions can be chfeckefi in
O(n?) time. Hence they are appropriate for use both off-line, at design time,
and on-line, when tasks arrive dynamically.
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6.4 THE DYNAMIC PRIORITY CEILING
PROTOCOL

Priority inversion is not the only problem present in real-time systems with
resources. There is another bad situation, which is not avoided by the Priority
Inheritance Protocol, that can cause a high priority job to experience a large
amount of blocking. This is the so called chained blocking, and happens be-
cause a high priority job is likely to be blocked whenever it wants to enter a
critical section. If the job has several critical sections, it can be blocked for
a considerable amount of time. Sha et. al. introduced the Priority Ceiling
Protocol (PCP) to avoid chained blocking [18]. It works with a Rate Monotonic
scheduler [10]. Chen and Lin [3] have extended the protocol to apply to an
EDF scheduler. Later, the same authors have further extended the protocol in
order to handle multiple-instance resources [4].

The main goal of these protocols is to reduce the occurrence of priority in-
versions beyond the reductions achieved with PIP alone. The key ideas are
to prevent multiple priority inversions by means of early blocking of jobs that
could cause priority inversion, and to minimize as much as possible the length
of the priority inversion by allowing a temporary rise of the priority of the
blocking job, that is, by using priority inheritance.

The early blocking of jobs is realized by dynamically keeping track of the pri-
ority ceiling of each resource, i.e., the priority of the highest priority job that
may hold the resource at that time. When a job tries to hold a resource, the
resource is made available only if the resource is free, and only if the priority of
the job is greater than the current highest priority ceiling in the system. Such
a rule can cause early blockings in the sense that a job can be blocked even if
the resource it wants to access is free. This is not the case with PIP. The main
advantages of early blocking are that it saves unnecessary context switches and
that it affords the possibility of a simple and efficient implementation.

This access rule guarantees that any possible future job with higher priority
is blocked at most once by the job which is currently holding a resource. In-
tuitively, chained blocking is prevented by ensuring that “among all resources
needed by a future job, at most one of them is held by jobs with lower priori-
ties at any time” [18]. This is the key to preventing multiple priority inversions
experienced by a job.

Assuming an EDF priority assignment, the earlier a job’s deadline, the higher
its priority. Following the description given in [3], the PCP has two parts
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which define the priority ceiling of a resource and the handling of requests for
resources:

“Ceiling Protocol. At any time, the priority ceiling of a resource R, C‘(R),
is equal to the original priority of the highest priority job that currently
holds or will hold the resource.

Resource Allocation Protocol. A job J; requesting a resource R is allowed to
access R only if pr; > ¢(Rg), where pr; is the priority of J; and Ry is the
resource with the highest priority ceiling among the resources currently
held by jobs other than J;. Otherwise, .J; waits and the job J; which holds
Ry inherits the priority of J; until it releases Ry.”

The protocol has been shown to have the following properties:

m A job can be blocked at most once before it enters its first critical section.

s It prevents deadlocks.

Of course, the former property is used to evaluate the worst case blocking times
of the jobs. Given this protocol the schedulability formula of Liu and Layland
[10] has been extended by Chen and Lin [3] to obtain the following condition.

Theorem 6.4 (Chen and Lin) A set of n periodic tasks can be scheduled by
EDF using the Dynamic Priority Ceiling Protocol if the following condition is
satisfied:

n
Ci; ;— B; <1,
i=1 i
where C; is the worst case execution time, B; is the worst case blocking length
and T; is the period of the task ;. a

A more precise guarantee test is also possible by considering n subtests, one
for each task, as is done under the static PCP. This test iS not presented here.

Compared to the PIP, the PCP has a higher processor utilization assuming
the same task set, since the blocking time of each task is shorter. However,
it is not suitable for task sets in which both the average number of resources
accessed by a task and the average number of tasks that may access a resource
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are large. PCP can also unnecessarily delay jobs because the conditions it uses
are sufficient, but not necessary. To rectify this, an optimal protocol has been
developed in [13]. It delays jobs only if it helps to avoid potential priority
inversions.

6.5 THE STACK RESOURCE POLICY

In [1], Baker introduced the Stack Resource Policy (SRP) that handles a more
general situation in which multiunit resources, both static and dynamic priority
schemes, and sharing of runtime stacks are all allowed. This section describes
the protocol briefly.

The protocol relies on the following two conditions (1]:

(6.5.1) To prevent deadlocks, a job should not be permitted to start until the
resources currently available are sufficient to meet its maximum require-
ments.

(6.5.2) To prevent multiple priority inversions, a job should not be permitted
to start until the resources currently available are sufficient to meet the
maximum requirement of any single job that might preempt it.

The key idea is that when a job needs a resource which is not available, it is
blocked at the time it attempts to preempt, rather than later, when it actually
may need the shared resource. As with PCP, SRP saves unnecessary context
switches through earlier blocking and makes simple and efficient implementa-
tions possible. SRP derives is name because it can be easily implemented using
a stack.

It should be noted that the basic premise underlying (6.5.1) also motivated the
development of planning based scheduling algorithms (and they were actually
developed before the SRP) in that they too do not schedule a job unless all
the resources needed by it in the worst case are available. However, the details
of how they make use of this requirement are different for the two types of
algorithms.

The SRP uses a notion called the resource ceiling, which can be defined as
the maximum preemption level of all the jobs that may be blocked directly by
the currently available units of a resource. The protocol keeps a system-wide
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ceiling defined as the maximum of the current resource ceilings. A job with the
earliest deadline is allowed to preempt only if its preemption level is greater
than the current system-wide ceiling. This enforces the above conditions (6.5.1)
and (6.5.2).

The preemption test has the effect of imposing priority inheritance (that is, an
executing job that is holding a resource resists preemption as though it inherits
the priority of any jobs that might need that resource). What is noteworthy is

that this effect is accomplished without modifying the original priority of the
job [1].

The SRP has been shown to have properties similar to those of the PCP. That
is, it prevents chained blocking and is deadlock free. Furthermore, assuming
n tasks ordered by decreasing preemption levels, that is, by increasing relative
deadlines, Baker [1] has developed a sufficient condition to check the feasibility
of a task set.

Theorem 6.5 (Baker) A set of n tasks (periodic and sporadic) is schedulable
by EDF scheduling with SRP if

k

— C; By
Yhi=d,.. 50 (E—')-}-——-Sl.

i:lDi Dy

The implementation complexity of the SRP is much lower than that of the
dynamic PCP. In fact, in this case the ceilings are static, and so may be pre-
computed and stored in a table. The current ceiling may be simply kept in a
stack. Furthermore, the acquire and release primitives are simpler because re-
source requests cannot block. They don’t require any blocking test or a context
switch.

A concurrency control protocol similar to SRP has been independently devel-
oped for sporadic task sets [7]. In this paper, a necessary and sufficient schedu-
lability test is derived based on the knowledge of a minimum and maximum
execution time for each critical section. See the referenced paper for details.
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6.6 RESOURCE SCHEDULING IN
PLANNING-BASED SCHEDULERS

Recall that a planning algorithm work by attempting to constructing a schedule
for a set of jobs. It starts with an empty schedule and extends it in steps, one
job at a time, until, if it succeeds, it comes up with a complete feasible schedule.
Here the additional considerations that enter the picture if jobs have resource
constraints are presented.

In the presence of resources, the planning algorithm must compute the earli-
est start time, est;, at which job J; can begin execution after accounting for
resource contention among jobs. Assume that a job can use a resource either
in shared mode or in exclusive mode and holds a requested resource as long
as it executes. It is assumed that jobs are non-preemptive. Given a partial
schedule, then erat; the earliest time at which resource R; is available, in
shared/exclusive modes, can be determined. erats are computed taking into
account the requirement that when a resource is held by a job in exclusive
mode, no other job can be using it in exclusive or shared modes. Consider how
this is accomplished.

When resources are taken into account, several data structures are required
to keep track of the availability of resources. To simplify discussions, the data
structures when the system has one instance of each resource are first presented.
Subsequently, extensions to handle multiple instances are discussed. When only
one instance exists for each resource, the planner maintains two vectors erat®
and erat®, to indicate the earliest resource available times of the r resources in
the system for shared and exclusive modes, respectively:

erat’ = (eratf,erats, ..., erat;) and

erat® = (eratf, erats, ..., eratt)

Here erat{ (or erat?) is the earliest time when resource R; will become available
for shared (or exclusive) usage.

After the partial schedule is extended by one task, the planner updates erat®
and erat® using the task’s start time, computation time and resource require-
ments.
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Here is a simple example to illustrate the computation of new erat® and erat®
values: Assume a system has 5 resources, Ry, Ra, ..., Rs. Let current erat® and
erat® be

erat® = (erati, erat$, erat}, erats, erat) = (5, 25, 10, 5, 10), and
erat® = (erat, erat$, erat§, erat§, eratf) = (5, 25, 10, 10, 15).

Suppose job J; is being selected to extend the partial schedule. Assume C; =
10, 7; = 0, and J; requests R; and Ry for exclusive use and Rs for shared use.
Then the earliest time that J; can start is the earliest available time of the
resources needed by task T. So,

est; = maz(r;,maz;=,_ rerat}) = max(0, MAX (5, 10, 10 )) = 10 and,
J; can start at 10.

The algorithm updates the erat® and erat® vectors as follows:

erat® = (erat,erat}, erat§, erat}, eratf) =(20, 25, 10, 20, 10 ), and
erat® = (erat, erat$, eratf, erats, eratg) =(20, 25, 10, 20, 20 ).

Note that for Rs, both eratf and erat¢ need to be updated. erat;=10 because
task T uses Rj in shared mode and it is therefore possible for some other task
to utilize Rs in parallel, in shared mode. However, erat{=20 because another
task which requires Rj in exclusive mode cannot be permitted to execute in
parallel with T.

Based on the above discussion, it is easy to observe that given a task’s earliest
start time, its finish time can be determined and thus the planner can decide
if a task will finish by its deadline.

Now, the extensions to allow each distinct resource to have multiple instances
are discussed. In this case, a vector no longer suffices to represent the two
erat’s. erat® and erat® have to be matrices so that earliest available time for
every instance of each resource can be represented.
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(erati,,erati,, ..., erat},)
1 e
(erat3,,erats,, ..., erats,,)

erat’ =
(erat},,eraty,, ..., erat},)
and
(eratf,,erat$,, ..., erats,)
(erats,, erats,, ..., erats, )
erat® =

(erat:,,erats,, ..., erat;,)

where n, m and p are the number of instances of resource items 1, 2 and r,
respectively.

Given the representations for erat® and erat® as matrices est; becomes:
2 5 . ; u
est; = maz(r;, Mazj=, ,ming=1. qeratj;)

where u is s when R; is used in shared mode or e when R; is used in exclusive
mode and g is the number of instances of R;.

The additional change when resources are included involves being resource cog-
nizant while assigning priorities to jobs when jobs are being considered to ex-
tend the partial schedule. Two possible priority assignment policies are:

1. Minimum earliest start time first (Min_S): Pr(J;) = est;
2. Min.D + Min_S: Pr(J;) = d+ W, *est;, where W is a weighting constant.

The first policy does not consider tasks’ timing constraints at all but does
take into account resource availability. The second extends EDF to consider
both time and resource constraints. This policy has been shown to result in
good real-time performance [14] measured in terms of the planning algorithm’s
ability to find feasible schedules. In [16], the above planning algorithm has
been extended to deal with tasks that can be parallelized, that is, mapped into
subtasks that are executed concurrently on multiple processors.
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6.7 SUMMARY

A spectrum of possibilities — starting from one that uses a non-preemptive
Job model to one that allows arbitrary preemptions — emerge when several
approaches to ensure the integrity of shared resources are considered.

1. Adopt the non-preemptive job model where a job acquires and holds on to
a resource throughout its execution.

This is the approach taken by the planning based approaches. Jobs are
scheduled in such a way that jobs that need the same resource are scheduled
to exclude each other in time. This way, all blocking that could occur when
jobs execute is avoided.

However, if jobs are of long duration or if a job uses different resources
during different parts of its execution then concurrency can be reduced and
competing jobs can be made to wait for longer durations than is required
for resource consistency. To alleviate this problem, a job is modeled as a
set of precedence related components, with each component having its own
resource requirements. Such jobs can then be scheduled using a planning
based algorithm that can exploit precedence constraints of jobs.

2. Allow a job to be preempted in a controlled fashion: either after it releases
the shared resources it currently holds or only if the preempting job does
not require the resources needed by the preempted job.

This characterizes the approach taken by priority-driven algorithms such
as PIP, PCP, and SRP. Accesses to the resources are controlled in such a
way that the duration of priority inversion is bounded and is as small as
possible. As a result, feasibility checks can be undertaken to make sure
that jobs meet their time constraints in spite of the blocking.

3. Allow a job to be preempted by a higher priority job at any point during
its execution. The resources it currently holds are released after undoing
all the changes done by the preempted job. When the job resumes, it
reexecutes from the beginning.

In this case, the system must somehow be prepared to reinstate the re-
source’s state as it existed when the preempted job began execution. This
adds to the system’s overheads and requires additional mechanisms for en-
suring undoability. Hence, this solution is not preferred except in real-time
transaction systems where such mechanisms are essential [15].

The above list shows that there is no “universal” solution to the problem of
scheduling shared resource access in real-time systems. All of the approaches
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have their place depending on the nature of resources, jobs, and scheduling
overheads that can be considered acceptable.

More experience is necessary in achieving practical realizations of the algo-
rithms described in this chapter. In addition, a comprehensive set of solu-
tions for the real-time scheduling of different types of resources is still being
sought. In particular, good integrated scheduling and resource access policies
that span processors, input/output resources, communication channels, and
other resources need to be developed. The challenge lies in making them sim-
ple enough to implement and yet produce acceptable resource utilization levels.

As a final note, a protocol that shares many features with the Dynamic PIP and
the SRP has been defined by Jeffay for scheduling sporadic tasks that access
shared resources [7]. His model is more restrictive than that adopted by PIP
and SRP. It assumes that a job can access at most one shared resource at any
given time.
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PRECEDENCE CONSTRAINTS
AND SHARED RESOURCES

In many hard real-time systems, due to the strict deadlines that must be met,
communications among jobs are implemented in a completely deterministic
manner. One approach used is to model communication requirements as prece-
dence constraints among jobs, that is, if a job J; has to communicate the result
of its computation to another job J;, the pair (J;, J;) is introduced in a partial
order <, and the jobs are scheduled in such a way that if J; < J; the execution
of J; precedes the execution of Jj.

Good examples of this modeling can be found in the MARS operating system [6,
7], in which the basic concept of a real-time transaction is described exactly in
this way, and in Mok’s kernelized monitor [8], in which a rendez-vous construct
is used to handle similar situations. In both cases, shared resources among
tasks are also considered. However, in the former work the whole schedule
is statically generated, that is, is produced in advance before the system can
run. The schedule is then stored in a table that, at run-time, is consulted by a
dispatcher to actually schedule the jobs without any other computational effort.
In the latter, although dynamic, the schedule is basically non-preemptive, or at
least it can be said that the preemption points are chosen very carefully, since
the processor is assigned in quantums of time of fixed length equal to the size
of the largest critical section. This can often be inefficient.

This chapter describes a simple technique that can handle precedence con-
straints and shared resources for dynamic preemptive systems. Preemptive
systems are generally much more efficient than non-preemptive ones, dynamic
systems are more robust than the static solutions, and finally, the solution also
has a formal basis and associated analytical formulas.




