
Modern Cryptography Dec 6, 2018

Midterm Exam

Lecturer: Krzysztof Pietrzak, TA: Michael Walter

Put your name and student ID (if applicable) on every sheet that you hand in. Leave space in
the top left corner of every sheet to allow for stapling. Any permanent pen is allowed, but text
written in erasable pens (e.g. pencils) will not be considered during grading.

1. (12 points)

True or false

(a) 1/nlog(n) is negligible (in n)

(b) 1/n is negligible

(c) 1/ log(n) is negligible

(d) If f(n) is negligible, then f(n)2 +
√

f(n) is negligible.

(e) If f(n) is negligible, then 2f(n) is negligible.

(f) If f(n) is negligible, then f(n) · nlog(n) is negligible.

2. (10 points)

In the definition of CPA secure encryption, the adversary can choose two messages m0,m1,
and must then guess whether he received an encryption of m0 or m1. He must choose messages
of same length, explain why.

3. (10 points)

Rank from best to worst:

(a) Encrypt-and-authenticate

(b) Encrypt-then-authenticate

(c) Authenticate-then-encrypt

Explain (in one or two sentences) your choice for best and worst.

4. (10 points)

Let h : K×{0, 1}n → {0, 1}n be a pairwise independent permutation. For which values X,Y
are the following statements true (give the maximum value for which the statements are true).
Explain (in one or two sentences) why for your choice of X,Y , the statements are no longer
true for X + 1 and Y + 1, respectively.

(a) MAC(k,m) = hk(m) is a secure X-time MAC (recall that this means the MAC is secure
as long as one authenticates at most X messages).

(b) ENC(k,m) = hk(m) achieves perfect secrecy if the number of encrypted messages is
restricted to be at most Y .
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5. (15 points)

Attacks

(a) Explain why encryption in CBC mode (shown below) is not a CCA secure encryption
scheme (by giving an attack).

(b) Explain why CBC-MAC (as shown below) is not a secure MAC (by giving an attack) if
the message space contains all messages whose length is a multiple of n bits.

(c) Show that a two round Feistel network is not a pseudorandom permutation (no matter
how the two round functions are).

Recall that one round of a Feistel network, instantiated with f : {0, 1}n → {0, 1}n maps
(L,R), L,R ∈ {0, 1}n to (R,L⊕ f(R)).

c← CBC-Enck(m1, . . . ,m`)
• random IV ← {0, 1}n
• c0 := IV
ci := Fk(ci−1 ⊕mi)

• c := 〈IV, c1, . . . , c`〉
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τ ← CBC-MACk(m1, . . . ,m`)
• c0 := 0n

ci := Fk(ci−1 ⊕mi)
τ := c`
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