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About Me
A Mechanical Engineer who made a Journey in Computer Science and Management

Education

= Habilitation (venia docendi) in Industrial Engineering, TU Wien, 2021
= Ph.D. in Computer Science (Summa cum laude), Universitat Siegen, 2014

Areas of Research Interests

= Human-Centered Cyber Physical Production Systems

= Knowledge Management in Industry 4.0: Human- and Machine Factors in
Smart and Learning Factories

= Knowledge-Based Maintenance (Predictive and Prescriptive Maintenance)

= |ndustrial Al — Application of Semantic Modeling, Text Mining and Predictive Data Analytic in
Manufacturing Systems and Production Processes
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Research Group of “Production and Maintenance Management” invites you to join

330.267 — VO: Knowledge Management 4.0 (Bombardier Horsaal)
330.282 - UE: Industrial Data Science (HS 2)
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Fazel Ansari T indystry & "l,h:'!:lpusu y 4 0 B'g IJala Theresa Madreiter Linus Kohl

Head of Research Group Text Analyst Big Data Engineer
fazel.ansari@tuwien.ac.at theresa.madreiter@tuwien.ac.at linus.kohl@tuwien.ac.at

Theoretical, practice-oriented and interactive lecture and exercise sessions!

Summer Semester 2023: Thursdays, 2pm-6pm
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Overview of the Course
Lecture (VO)

330.267 Knowledge Management 4.0

M Related studying programs:
066 482 Mechanical Engineering - Management
066 926 Business Informatics
B 2023 Summer Semester, VO, 2.0 Hours per week, 3.0 Credit points
B Language: English
B Exam:
Type: Written (Combination of open format and multiple choices)
Date & Time: See TISS
Place: Bombardier Horsaal + + HS 2

Courseregistration is compulsory at TISS
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Overview of the Course
Exercise (UE)

330.282 Industrial Data Science

M Related studying programs:
066 482 Mechanical Engineering - Management

066 926 Business Informatics
2023 Summer Semester, VO, 1.0 Hour per week, 2.0 Credit points
Topic: Industrial Data Science (Programming and Modeling with Python & Protégé)
Language: English
Registration is compulsory (Will start on 21.03.2023)
Evaluation: Assignments + Participation

Pre-requisite: 330.267 Knowledge Management 4.0

Participation in team work activities is mandatory
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Overview of the Course
Lecture (VO) and Exercise (UE)
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Date

Place

Topic
07.03 Bombardier Horsaal Introduction tothe course
’ +HS2 What isa CPPS?
Bombardier Horsaal CPPS & Digital TwininIndustry 4.0
14.03 +HS 2 Smart Factory conceptincluding CRISP DM
21.03 Bombardier Horsaal Introduction to Exercise
' +HS2 Exercise 1: Introduction to IDS
Bombardier Horsaal Exercise 2: Advanced IDS
28.03
+ HS 2
Bombardier Horsaal Introduction to Industrial Aland Technical Language
18.04 i
+ HS 2 Processing
Bombardier Horsaal Knowledge Management 4.0: Theories and Foundation
25.04
+HS?2
Bombardier Horsaal Knowledge-Based Maintenance
02.05
+HS?2
Bombardier Horsaal Knowledge Representation (Ontologies/Knowledge Graph +
09.05 .
+HS?2 Industry Project
Expert Talk
Bombardier Horsaal ) ) ) ) ) )
16.05 +HS 2 Exercise Session l1I: Industrial Data Science Project with
CRISP methodology
53,05 Bombardier Horsaal Exercise Session IV: Applied Artificial Intelligence in

+HS 2

Industrial Data Science & Ontology Modelling with Protégé
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ANY TEACHER THAT CAN BE Lecture Materials (Slides, further readings, etc.) will be uploaded at
REPLACED BY A MACHINERE:

SHOULD BE!

Timetables and organizational issues on

WYTP LS /MM FLICKR . CON/PROTOS/ ERICHRARTIN/ 3220895548/
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EXPERT TALK — Dr. Jens Neuhiittler

Topic: Digital Service Transformation of manufacturing companies

Position
* Head of Digital Service Transformation, Fraunhofer-Institut fir Arbeitswirtschaft
und Organisation (IAO) Fsy

» Lecturer Service Design (Kalaidos UAS)
* Lecturer Smart Service Business (DHBW Stuttgart)

Previous positions:
* in 2020 Invited Visiting Researcher, University of Cambridge (UK)
e 2019-2021 Head of Business Innovation Engineering Center, Fraunhofer IAO
e 2016-2019 Project Lead Team “Service Business Innovaiton, Fraunhofer IAO

Areas of Expertise:
e Development of Smart Sevices
e Testing Smart-Service-Quality
* Business Model Innovation

Lecture on: 16.05.2023| 14:00 - 15:30 | Where: Bombardier Horsaal

—

~ Fraunhofer

IAO
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Who you are?
What do you Know about Knowledge Management and CPPS?
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Mechanization, Mass production,
water power, steam assembly line,
power electricity

WHAT IS A CPPS?

Computer and Cyber Physical
automation Systems
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Cyber Physical Systems (CPS)

Basic Definition

* ACPSisan...
— orchestration of computers and physical systems
— integration of computation with physical processes.

e Embedded computers and networks monitor and control the physical processes,
usually with feedback loops where physical processes affect computations and vice
versa.

* As an intellectual challenge, CPS is about the intersection, not the union, of the
physical and the cyber (elements/components).

* It is not sufficient to separately understand the physical components and the
computational components. We must instead understand their interaction.




A Concept Map of CPS

POSSIBLY _
WITH Networkedand/or Distributed

Humansinthe Loop POSSIBLY
WITH

Wireless Sensing and
Actuation

Adaptive and Predictive
FeedbackSystems

Intelligent

RealTime

ARE

Resilience
Privacy
CyberSystems
Malidous Attacks
i REQUIRE
Cyber Physical Systems Q T— e
(CPS) Improved Design Tools Hybrid and Computation
Heterogeneous
THAT ENABLE Mogels Conti.nuous and
HAVE Design Methodology Discete
APPLICATIONS Networking
IN S THAT
Communication SUPPORTS Specification, Interoperability
Modellingand
Consumer Analytics Time Synchronization
Energy Modularity and
Scalabilityand THROUGH Composability
Infrastructure Complexity
Management Synthesis
Health Care - -
A Interfacing with
Manufacturing Validation and Sl Legacysystems
Military Verification Certification
Robotics Simulation
Source: Lee, 2012; Center for Hybrid & Embedded Trans portation Stochastic Models
Software Systems (CHESS), UC Berkeley
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Cyber Physical Systems (CPS)

5C Functions

CONFIGURATION
e Self-configure for resilience (maintain service in the face of faults)
5 ¢ Self-adjust for variation

e Self-optimize for disturbance

COGNITION
¢ Integrated simulation and synthesis
e Remote visualization for human
e Collaborative diagnosis and decision-making

CYBER

e Twin models for components and machines

e Time machine for variation identification and memory
e Clustering for similarity in data-mining

CONVERSION

e Smart analytics for component machine health and
multi-dimensional data correlation

¢ Degradation and performance prediction

CONNECTION

* Plug and play

e Tether-free (Wireless) communication
e Sensor network

Source:J. Lee, B.Bagheri, H.-A. Kao, A Cyber-Physical Systems architecture for Industry 4.0-based manufacturing systems, Manufacturing Letters 3 (2015) 18-23
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Cyber Physical Production Systems (CPPS)
A Point of View
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Industry 4.0’s Driver of Change: Cyber Physical Production Systems (CPPS)

Coalition of Cyber-Physical-Socio Spaces

B According to (Monostori et al., 2016): CPPS consist of autonomous
and cooperative elements as well as sub-systems that are connected
based on the context within and across all levels of production, from
processes through machines up to production and logistics networks.

Physical Space A
1T H / 4
&% Mach-"\mm

—r——1

7 O
44
-

Information
Exchange

B Three main characteristics of CPPS are: Interaction

Learning
Intelligence (smartness), i.e. the elements are able to acquiring Cyber Space
information from their surroundings and act autonomously. Sensing Information Computational
Processing Modelsand

Connectedness, i.e. the ability to set up and use connections to algorithms

the other elements of the work system —incl. human beings — for ?age Information

. . Exchange
cooperation and collaboration, and to the knowledge and Interaction

services available on the Internet. Learni
Socio Space earning

@

Human Interactions
(Experiencing and Learning)

Responsiveness (Resilience, Adaptiveness, Flexibility) towards
internal and external changes and disturbances.

How do we manage human-machine collective knowledge?
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Human-Centered CPPS

Collaboration vs. Assistance Physical Space -
[N
I3 /
e ""“"'“\IIIIII
——

Information
Exchange
Interaction
Learning
Cyber Space
Sensing Information Computational
Processing Models and
algorithms
‘\@/ Information
Exchange
Interaction
Learning

Socio Space

o [
- L

Human Interactions
(Experiencing and Learning)

Human-centered CPPS inherited several features from Open-Socio-Technical Systems “tightly conjoined,
coordinated, and integrated with human and social characteristics”, and aims to deeply interact and collaborate
with human towards achievinga common goal.

Source:F. Ansari, M. Khobreh, U.Seidenberg & W. Sihn, A Problem-Solving Ontology for Human-Centered Cyber Physical Production Systems, CIRP Journal of Manufacturing Science and Technology, Elsevier, Vol. 22C, 2018, pp. 91-106.
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11 Fundamental Challenges of CPS/CPPS

Design and Realization Perspectives

Compositionality i.e. integration of heterogeneous cyber and physical aspects of CPS
Distributed Sensing, Computation and Control

Physical Interfaces and Integration

Human Interfaces and Integration

Extracting Knowledge from heterogeneous data sources (From Data to Knowledge)
Modeling and Analysis of physical and cyber components
Privacy, Trust, Security

Robustness, Adaptation, Reconfiguration

o Lo = el e R

Software
10. Verification, Testing, and Certification
11. Societal Impact
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11 Fundamental Challenges of CPS

Technological & Non-Technological Aspects
Type

Challenges Description .
Technological Non-Tech.

Compositionality

Compositionality problems may cause due to the integration of heterogeneous cyber and physical aspects of CPS v
Distributed Sensing, Key problems include (semi-)real-time collection of adequate information, processing and asserting control in a distributed
Computationand Control [environment. v
Physical Interfacesand
y . An essential feature of CPSisto be able to contact with the physical world using various sensortechnologies.
Integration v
Human Interfacesand  |Another essential feature of CPS is the ability to effectively communicate with various types of end-users in diverse
Integration qualification and competence level through use of human-machine interfaces. v v

Processing raw-data collected in structured, semi-structured and non-structured format as well as various quality and veradty
level, and extracting knowledge for supporting decision-making and learning from each decision instances, require deploying v
smart data analytics and artificial intelligence (Al) techniques, in particular predictive data analytics and deep learning.

Extracting Knowledge from
heterogeneous datasources

Modeling and analysis of
physical and cyber
components

A massive complexity is exhibited through modeling and analysis of heterogeneous physical and cyber components with
different notions of time, across different scales, and integration of the feedback collected from them. v
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11 Fundamental Challenges of CPS

Technological & Non-Technological Aspects

Type

Challenges Description

Technological Non-Tech.

Application of CPS in diverse sectors raises new issues in privacy, trust and security, inter alia, revealing information
from cyber-physical-socio space may require new rules on accessibility and transparency of information, i.e. what
Privacy, Trust, Security information can be hidden.

In addition, new kinds of physical and cyber-physical attacks are possible e.g. in the context of smart and connected
factories, i.e.there isademandto new concepts and tools for cyber-security.

CPS operates in dynamic (production) environments and thus needs to handle uncertain situations and disturbances

Robustness, Adaptation, ) . . . . .
. p without affecting the outcome quality. In addition, CPS should be reconfigurable and adaptive to deal with
Reconfiguration v

(unexpected) faults in both physical and cyber levels.

Development and deployment of CPS require new programming languages, whereas traditional one, which could deal
with complexity of cyber-physical spaces. In addition, CPS requires integrated software solutions to support
performance planning, monitoring and controlling of CPS and dealing with high volume of (real-time) data fellow among] v
sub-systems, systems-of-systems and environment.

Software Technology
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11 Fundamental Challenges of CPS

Technological & Non-Technological Aspects

Type
Challenges Description

Technological Non-Tech.

CPS requires new approaches for verification and testing to check and regulate potential events such
as physical or cyber related fault by comparing with certain standards. For this purpose, a detection,

leaming and reasoning module should be developed to assure correctness of decisions and promotes
Verification, Testing, (Safety)Certification ||earning from former ones.

and guidelines Application of CPS in diverse industrial sectors also requires handling safety certifications, e.g. to

identify hazard sources and the way to deal with them in accordance with health and safety legal
requirementsinthe workplace.

Social aspects of CPS may also affect the design, verifiability, validation, operation, privacy, trust, and
fault tolerance. Especially, developing human-centered CPS confronts several societal, cultural and
ethical resistance to technological change e.g. due to the risks that robots or intelligent systems may v
take overhuman jobs and authoritiesin the workplace.

Societal Impact
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— INDUSTRIE 4.0
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Autor:
Dr-Ing. Fazel Ansari - Technische Universitdt Wien

Die mit dem tibergreifenden Thema Industrie 4.0 verbunde-
ne, technalogische Modernisierung steht in engem Zusam-
menhang mit der schnellen Entwicklung und Anwendung
von Cyber-physical Systems (CPS). Ein CPS ist eine Inte-
gration von computergestitzten Berechnungen mit physi-
kalischen Prozessen, deren Verhalten sowohl von Cyber- als
auch von physischen Teilen des Systems definiert wird™>.
CPS ist eine Art von Systemen, die ,eine enge Integration
zwischen Berechnung, Kommunikation und Kontrolle in ih-
rem Betrieb und Interaktionen mit dem Aufgabenbereich, in
dem sie eingesetzt werden"®, aufweisen (vgl. Abbildung 2)
Der Aufgabenbereich umfasst hierbei nicht nur die physische
Umgebung, die automatisch vom Cyberspace erfasst wer-
den kann, sondern ber(icksichtigt auch die semantische Ver-
knipfung des Cyber-physical-social-Raums *. Der Cyber-
physical-social-Raum ist die Kealition und Vereinigung
des physischen Raums, des Cyberspace und des sozialen
Raums®. Durch die Integration menschlicher Faktoren als
Teil eines Systems ist das Cyber-physical-social System
(CPSS) ,eng mit menschlichen und sozialen Merkmalen ver-
bunden, koordiniert und integriert"#%. Aus Sicht der System-
gestaltung zielt das Human-Centered CPS, als eine Klasse
von Open Saciotechnical Systems®, darauf ab, eng mit

ringerung der Fehlerrate), anstatt nur Dienstleistungen oder
Unterstiitzung zur Ausfihrung ven menschlichen Titigkei-
ten bereitzustellen, die von benutzerzentrierten Systemen
unterstiitzt werden,

Dariiber hinaus entsteht durch die industrielle Anwendung
von CPS ein neuer Typ von Produktionssystemen, die so-
genannten Cyber-physical Production Systems (CPPS), die
in intelligenten Fabriken eingesetzt werden® =, CPPS be-
reichern die Kommunikation innerhalb des Cyber-physical-
social-Raums in der Produktionsumgebung. Ein Beispiel
hierfiir ist etwa eine selbstgesteuerte Hochgeschwindig-
keitsdruckmaschine fir einen Print-on-Demand-Service mit
mehreren Plattformen, Sensoren und Aktuatoren, die eine
schnelle Abschaltung herbeiftihren kann, um bei Papierstau
die Beschidigung des Gerits zu vermeiden® . Eine solche
autonome Betriebsentscheidung kann Ausfalle mit weitrei-
chenden Folgen in der Produktionsanlage verhindern. In
diesem Fall muss sich der zustindige Operator, der mit dem
CPPS interagiert, nicht mehr notwendigenweise mit dem
Initiieren und Uberwachen der Maschine befassen. Statt-
dessen kann sich dieser ,neue Fahigkeiten® zum Verbessern
sowie Anpassen der Maschinenleistung unter verschiede-
nen technischen, Skologischen und skonomischen Anforde-
rungen und Bedingungen aneignen — zB. die Optimierung
der zienz oder des Er hs.
Als Resultat wird ein Wandel der Arbeitsaufgaben ange-
nommen: die Entwicklung von einfacher Inbetristnahme
hin zur umfassenden Entscheidungsgewalt. Die Entstehung
von CPS birgt mehrere technologische und richt-technio-
logische Herausforderungen mit erheblichen, qualitativen

Auswirkungen, welche die Realisierung von Industrie-4.0-
Lisungen direkt oder indirekt beeinflussen konnen. Daher
sollten die Forschungs- und Entwicklungsaktivitaten diese
Aspekte sorgfiltig aus technologischen, wirtschaftiichen,
skologischen und gesellschaftiichen [nichttechnologischen)

dem Menschen zu und
Damit soll ein gemeinsames Ziel erreicht werden (2.B. Ver-

Aspekten

Nireless Sensing

and Actuation

Management

‘alidation and

Forschungs- und Handlungsbedarf im Bereich der Cyber-physical Systems gibt es zu folgenden Themenfeldern:

aptrt nach 34 20.41.82)

konnen auf-
grund der Integration von heterogenen Cyber- und physi-

I und h und deren
Integration: Ein wesentliches Merkmal won CPS ist, mit

kalischen Aspekten von CPS, d.h. bei der

1L und damit auch Sensortech-

von beiden Systemwelten und cyberphysikalischen Sys-
temsystemen (CPSaS), auftreten.

Verteilte Sensorik, Berechnung und Kontrolle: Zu den
Hauptproblemen gehort die (Halb-JEchtzeit-Erfassung ad-
quater Informationen, deren Verarbeitung und Veranke-
rung der Kontrolle in einer verteilten Umgebung.

nologien in Kontakt treten zu konnen. Ein weiteres we-
sentliches Merkmal ist die (kognitive) Fahigkeit, effektiv mit
i 1 Arten von auf verschiedenen
Qualifikati und K durch den Einsatz vor
Mensch-Maschine-Schnittstellen zu kommunizieren.

F. Ansari, Cyber-Physical Systems, Chapter In: Strategy Paper of the Research, Development &
Innovation Expert Group: Priority Research Areas & Measures to Support the Austrian Research
Landscape in the Context of Industry 4.0, The Association Industry 4.0 Austria (Verein Industrie
4.0 Osterreich), 2018, pp.26-28.
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WHY KM IN INDUSTRY 4.0 (KM 4.0)?
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Digitalization and Industry 4.0
Drivers of Change
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Interactive Workshop
Question — Active Participation

(c/, C

o »./

1)  Write your Keywords
2)  Explainyour pointsand the keywords
3)  Discuss with others in the open round

6@ o". & & “o. ®
Bl tea &b 5, SN "se*

AUTOMATION  CONNECTION  CLOUD COMPUTING IOT BIG DATA  SYSTEM INTEGRATION

What is “Knowledge” in Industry 4.0?

Why do we need to manage knowledge in
Industry 4.0?

peg
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Industry 4.0 — A Paradigm Shift in Production and Industrial Management
Transformation to Autonomous Production- What are the Key Challenges?

el Industry 4.0 (4*" Industrial Revolution) ittt
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I Source: loT Analytics, January 2013, Va’!drxmapdDesncKIndudesuppllefsofveftl(al Oruse e. end- nd vibration it g solutions, etc.). Leading lected based on a number of factors including sophistication of relevant product I
I offerings, number of compelling case studies, and size of Industry 4.0 business. It some vendor: missed. To submita company for consideration in the 2020 vendor map, please contact ressarch @iot-analytics com with the company information.
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-
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SWOT Analysis

Technological & Non-Technological Aspects

swengths WSO

* Control decentralized and * Dependency on correct data and
in real-time interpretation
* Adaptive, flexible system *  Vulnerability due to increased complexity
* Condition monitoring *  Major investment for hardware and software

e  Masses of information
- time, costs, quality

Opportunities Threats

* Security issues

e  Match with market conditions — Data theft; Manipulation

*  Shift in economical balance of power «  Dependencies on
— Internet connection/cloud

— Service provider
e  Shift of jobs
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Maturity Assessment — Technological & Non-Technological Aspects
Industry 4.0 Maturity Model

Moderne Informations- und

K ikationstechnologi =
Culture and P e e ~ Fraunhofer
ifi Leadershi AUSTRIA
Company specific P Nutzung von generativer > .
Fertigung (z.B. 3D-Druck) im / O —
/*Maschinenparks

Unternehmen if: /
7y J N\
A §

// N\ \\\

Target State

Technologies

\\ Anpassungsfahigkeit des
Maschinenparks

o®
Products hdards
Nutzung von Auto-ID- Nutzung.mobller
Technologien o e / / Informations- und
‘3\\ \ // /' Kommunikationstechnologien
(2 /o
o \\ /
\\, Nutzung von Sensorik im
Vernetzung von £ Unternehmen zur
Processes Customer Produktionsmaschinen Generierung von Echtzeit-
Daten iiber Betriebszustdnde
Eingebettete Systeme im
Maschinenpark
POte nt | al .- ind in Ihrer Produktion Sensorik-Systeme zur Generie- ~1-5
- ung und Nutzung von Echtzeit-Daten im Einsatz? e e e s
. d elektronische Rechner und Computer (Embed:
Business Model o6 Sftems) in Ihre Produktionsmaschinen integri 1-5
: (M dem Ziel der Digitalisierung und Veri der P et
MaWhinen) o A
Sind \& Produktionsmaschin x"Unternehmens in
Emplovee Strate der La |bststandig mpe\ ler zu kommunizieren ‘ ‘1“;55 .
ploy gy 7| bzw. Inf en auschen? e Oooonoo
(M2M-Komi ation)
Werden in lhrer Produktion Auto-ID-Technoloaien (7B -
Identificatio Application of Technical Implementation of
position control
0 F?enatz?;séf;ls:r:':slzer:;c;icsiz;%e RS e ] Implementation of assistance system
C% a system and selection of system P Y
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Q&A?

B Any question so far?

B Next Lecture: 14.03.2023

B Question of the next Day: v
B Why we should manage knowledge in 14.0?

B What is a Digital Twin?

— TECHNISCHE INSTITUTE OF
I l, UNIVERSITAT MANAGEMENT SCIENCE
© Research Group of Production & Maintenance Management 30 WIEN fiepearch Graup of Producton and

WI E N 2 University of Technology
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