
© Research Group of Production & Maintenance Management 1

Bild: TU Wien | Matthias Heisler, goemb.at

Knowledge Management 4.0 VO
Priv.-Doz. Dr.-Ing. Fazel Ansari

March 7, 2023



© Research Group of Production & Maintenance Management 2

OVERVIEW OF THE COURSE
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Education

▪ Habilitation (venia docendi) in Industrial Engineering, TU Wien, 2021
▪ Ph.D. in Computer Science (Summa cum laude), Universität Siegen, 2014

Areas of Research Interests

▪ Human-Centered Cyber Physical Production Systems
▪ Knowledge Management in Industry 4.0: Human- and Machine Factors in 

Smart and Learning Factories
▪ Knowledge-Based Maintenance (Predictive and Prescriptive Maintenance)
▪ Industrial AI – Application of Semantic Modeling, Text Mining and Predictive Data Analytic in 

Manufacturing Systems and Production Processes

About Me
A Mechanical Engineer who made a Journey in Computer Science and Management



© Research Group of Production & Maintenance Management 4

330.267 – VO: Knowledge Management 4.0 (Bombardier Hörsaal)

330.282 – UE: Industrial Data Science (HS 2)

Gain Insight Into to the Topics of:

Summer Semester 2023: Thursdays, 2pm-6pm

Theoretical, practice-oriented and interactive lecture and exercise sessions!

Research Group of “Production and Maintenance Management” invites you to join 

Dipl.-Ing. 
Theresa Madreiter
Text Analyst
theresa.madreiter@tuwien.ac.at

Dipl.-Ing. 
Linus Kohl
Big Data Engineer
linus.kohl@tuwien.ac.at

Priv.-Doz. Dr.-Ing. 
Fazel Ansari
Head of Research Group
fazel.ansari@tuwien.ac.at
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Overview of the Course 
Lecture (VO)

330.267 Knowledge Management 4.0

◼ Related studying programs: 

◼ 066 482 Mechanical Engineering - Management   

◼ 066 926 Business Informatics

◼ 2023 Summer Semester, VO, 2.0 Hours per week, 3.0 Credit points 

◼ Language: English 

◼ Exam: 

◼ Type: Written (Combination of open format and multiple choices)

◼ Date & Time: See TISS

◼ Place: Bombardier Hörsaal + + HS 2

◼ Course registration is compulsory at TISS 
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Overview of the Course 
Exercise (UE)

◼ Related studying programs: 

◼ 066 482 Mechanical Engineering - Management   

◼ 066 926 Business Informatics

◼ 2023 Summer Semester, VO, 1.0 Hour per week, 2.0 Credit points 

◼ Topic: Industrial Data Science (Programming and Modeling with Python & Protégé)

◼ Language: English 

◼ Registration is compulsory (Will start on 21.03.2023) 

◼ Evaluation: Assignments + Participation

◼ Pre-requisite: 330.267 Knowledge Management 4.0

◼ Participation in team work activities is mandatory

330.282 Industrial Data Science
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Overview of the Course 
Lecture (VO) and Exercise (UE) 

Date Place
Topic

07.03
Bombardier Hörsaal 

+ HS 2
• Introduction to the course 
• What is a CPPS?

14.03
Bombardier Hörsaal 

+ HS 2

• CPPS & Digital Twin in Industry 4.0
• Smart Factory concept including CRISP DM

21.03
Bombardier Hörsaal

+ HS 2
• Introduction to Exercise
• Exercise 1: Introduction to IDS

28.03
Bombardier Hörsaal

+ HS 2
• Exercise 2: Advanced IDS

18.04
Bombardier Hörsaal

+ HS 2
• Introduction to Industrial AI and Technical Language 

Processing

25.04
Bombardier Hörsaal 

+ HS 2
• Knowledge Management 4.0: Theories and Foundation

02.05
Bombardier Hörsaal

+ HS 2
• Knowledge-Based Maintenance

09.05
Bombardier Hörsaal

+ HS 2
• Knowledge Representation (Ontologies/Knowledge Graph + 

Industry Project

16.05
Bombardier Hörsaal 

+ HS 2

• Expert Talk

• Exercise Session III:  Industrial Data Science Project with 

CRISP methodology

23.05
Bombardier Hörsaal 

+ HS 2

• Exercise Session IV: Applied Artificial Intelligence in 
Industrial Data Science & Ontology Modelling with Protégé
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Lecture Materials (Slides, further readings, etc.) will be uploaded at

Timetables and organizational issues on
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EXPERT TALK – Dr. Jens Neuhüttler 
Topic: Digital Service Transformation of manufacturing companies

Position
• Head of Digital Service Transformation, Fraunhofer-Institut für Arbeitswirtschaft 

und Organisation (IAO)
• Lecturer Service Design (Kalaidos UAS)
• Lecturer Smart Service Business (DHBW Stuttgart)

Previous positions: 
• in 2020 Invited Visiting Researcher, University of Cambridge (UK)
• 2019-2021 Head of Business Innovation Engineering Center, Fraunhofer IAO
• 2016-2019 Project Lead Team “Service Business Innovaiton, Fraunhofer IAO

Areas of Expertise: 
• Development of Smart Sevices
• Testing Smart-Service-Quality
• Business Model Innovation

Lecture on: 16.05.2023| 14:00 - 15:30 | Where: Bombardier Hörsaal
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Who you are? 
What do you Know about Knowledge Management and CPPS? 
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WHAT IS A CPPS?
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Cyber Physical Systems (CPS)
Basic Definition

• A CPS is an … 

– orchestration of computers and physical systems

– integration of computation with physical processes. 

• Embedded computers and networks monitor and control the physical processes, 
usually with feedback loops where physical processes affect computations and vice 
versa. 

• As an intellectual challenge, CPS is about the intersection, not the union, of the 
physical and the cyber (elements/components). 

• It is not sufficient to separately understand the physical components and the 
computational components. We must instead understand their interaction. 

(Lee and Seshia,2015)
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Source: Lee, 2012; Center for Hybrid &Embedded
Software Systems (CHESS), UC Berkeley
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CONFIGURATION
• Self-configure for resilience (maintain service in the face of faults)
• Self-adjust for variation

• Self-optimize for disturbance 
5

COGNITION
• Integrated simulation and synthesis 

• Remote visualization for human 

• Collaborative diagnosis and decision-making

4

CYBER
• Twin models for components and machines
• Time machine for variation identification and memory

• Clustering for similarity in data-mining

3

CONVERSION
• Smart analytics for component machine health and 

multi-dimensional data correlation

• Degradation and performance prediction

2 

CONNECTION
• Plug and play
• Tether-free (Wireless) communication

•  Sensor network

1

Source: J. Lee, B. Bagheri, H.-A. Kao, A Cyber-Physical Systems architecture for Industry 4.0-based manufacturing systems, Manufacturing Letters 3 (2015) 18–23 

Cyber Physical Systems (CPS)
5C Functions 
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Cyber Physical Production Systems (CPPS)
A Point of View 
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Industry 4.0’s Driver of Change: Cyber Physical Production Systems (CPPS)
Coalition of Cyber-Physical-Socio Spaces

◼ According to (Monostori et al., 2016): CPPS consist of autonomous 
and cooperative elements as well as sub-systems that are connected 
based on the context within and across all levels of production, from 
processes through machines up to production and logistics networks. 

◼ Three main characteristics of CPPS are:

◼ Intelligence (smartness), i.e. the elements are able to acquiring 
information from their surroundings and act autonomously.

◼ Connectedness, i.e. the ability to set up and use connections to 
the other elements of the work system –incl. human beings – for 
cooperation and collaboration, and to the knowledge and 
services available on the Internet.

◼ Responsiveness (Resilience, Adaptiveness, Flexibility) towards 
internal and external changes and disturbances.

Monostori, L., Kádár, B., Bauernhansl, T., Kondoh, S., Kumara, S., Reinhart, G., Sauer, O., Schuh, G., Sihn, W., Ueda, K., 2016, Cyber-physical systems in manufacturing, CIRP Annals-Manufacturing Technology, 65/2: 621–641.

Ansari, F., Khobreh, M., Seidenberg, U., & Sihn, W., 2018, A Problem-Solving Ontology for Human- Centered Cyber Physical Production Systems, CIRP Journal of Manufacturing Science and Technology, 22, pp. 91-106.

Human Interactions 
(Experiencing and Learning)

Socio Space

Information 
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Interaction 
Learning

Information 
Exchange
Interaction 
Learning

Information 
Processing

Computational 
Models and 
algorithms

Cyber Space

Storages

Machine 
1 … n

Physical Space

Sensing

How do we manage human-machine collective knowledge?
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Human-Centered CPPS
Collaboration vs. Assistance

Source: F. Ansari, M. Khobreh, U. Seidenberg & W. Sihn, A Problem-Solving Ontology for Human-Centered Cyber Physical Production Systems, CIRP Journal of Manufacturing Science and Technology, Elsevier, Vol. 22C, 2018, pp. 91-106.

Human-centered CPPS inherited several features from Open-Socio-Technical Systems “tightly conjoined, 
coordinated, and integrated with human and social characteristics”, and aims to deeply interact and collaborate 
with human towards achieving a common goal.  
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11 Fundamental Challenges of CPS/CPPS
Design and Realization Perspectives

1. Compositionality i.e. integration of heterogeneous cyber and physical aspects of CPS

2. Distributed Sensing, Computation and Control

3. Physical Interfaces and Integration

4. Human Interfaces and Integration

5. Extracting Knowledge from heterogeneous data sources (From Data to Knowledge)

6. Modeling and Analysis of physical and cyber components

7. Privacy, Trust, Security

8. Robustness, Adaptation, Reconfiguration

9. Software

10. Verification, Testing, and Certification

11. Societal Impact

Adopted from: (CPS Summit, 2008), (Lee and Seshia,2015), (Ansari & Seidenberg, 2016), (Seidenberg & Ansari, 2017)
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11 Fundamental Challenges of CPS
Technological & Non-Technological Aspects

Challenges Description
Type

Technological Non-Tech.

Compositionality
Compositionality problems may cause due to the integration of heterogeneous cyber and physical aspects of CPS

✓

Distributed Sensing, 

Computation and Control

Key problems include (semi-)real-time collection of adequate information, processing and asserting control in a distributed 

environment. ✓

Physical Interfaces and 

Integration
An essential feature of CPS is to be able to contact with the physical world using various sensor technologies. 

✓

Human Interfaces and 

Integration

Another essential feature of CPS is the ability to effectively communicate with various types of end-users in diverse 

qualification and competence level through use of human-machine interfaces.  ✓ ✓

Extracting Knowledge from 

heterogeneous data sources

Processing raw-data collected in structured, semi-structured and non-structured format as well as various quality and veracity 

level, and extracting knowledge for supporting decision-making and learning from each decision instances, require deploying 

smart data analytics and artificial intelligence (AI) techniques, in particular predictive data analytics and deep learning.  
✓

Modeling and analysis of 

physical and cyber 

components

A massive complexity is exhibited through modeling and analysis of heterogeneous physical and cyber components with 

different notions of time, across different scales, and integration of the feedback collected from them.  ✓

Adopted from: (CPS Summit, 2008), (Lee and Seshia,2015), (Ansari & Seidenberg, 2016), (Seidenberg & Ansari, 2017)
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11 Fundamental Challenges of CPS
Technological & Non-Technological Aspects

Challenges Description

Type

Technological Non-Tech.

Privacy, Trust, Security

Application of CPS in diverse sectors raises new issues in privacy, trust and security, inter alia, revealing information 

from cyber-physical-socio space may require new rules on accessibility and transparency of information, i.e. what 

information can be hidden. 

In addition, new kinds of physical and cyber-physical attacks are possible e.g. in the context of smart and connected 

factories, i.e. there is a demand to new concepts and tools for cyber-security.

✓ ✓

Robustness, Adaptation, 

Reconfiguration

CPS operates in dynamic (production) environments and thus needs to handle uncertain situations and disturbances 

without affecting the outcome quality. In addition, CPS should be reconfigurable and adaptive to deal with 

(unexpected) faults in both physical and cyber levels. 
✓

Software Technology

Development and deployment of CPS require new programming languages, whereas traditional one, which could deal 

with complexity of cyber-physical spaces. In addition, CPS requires integrated software solutions to support 

performance planning, monitoring and controlling of CPS and dealing with high volume of (real-time) data fellow among 

sub-systems, systems-of-systems and environment.  

✓

Adopted from: (CPS Summit, 2008), (Lee and Seshia,2015), (Ansari & Seidenberg, 2016), (Seidenberg & Ansari, 2017)
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11 Fundamental Challenges of CPS
Technological & Non-Technological Aspects

Challenges Description
Type

Technological Non-Tech.

Verification, Testing, (Safety)Certification 

and guidelines

CPS requires new approaches for verification and testing to check and regulate potential events such 

as physical or cyber related fault by comparing with certain standards. For this purpose, a detection, 

learning and reasoning module should be developed to assure correctness of decisions and promotes 

learning from former ones. 

Application of CPS in diverse industrial sectors also requires handling safety certifications, e.g. to 

identify hazard sources and the way to deal with them in accordance with health and safety legal 

requirements in the workplace. 

✓ ✓

Societal Impact

Social aspects of CPS may also affect the design, verifiability, validation, operation, privacy, trust, and 

fault tolerance. Especially, developing human-centered CPS confronts several societal, cultural and 

ethical resistance to technological change e.g. due to the risks that robots or intelligent systems may 

take over human jobs and authorities in the workplace. 
✓

Adopted from: (CPS Summit, 2008), (Lee and Seshia,2015), (Ansari & Seidenberg, 2016), (Seidenberg & Ansari, 2017)
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F. Ansari, Cyber-Physical Systems, Chapter In: Strategy Paper of the Research, Development & 
Innovation Expert Group: Priority Research Areas & Measures to Support the Austrian Research 
Landscape in the Context of Industry 4.0, The Association Industry 4.0 Austria (Verein Industrie 
4.0 Österreich), 2018, pp.26-28. 
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WHY KM IN INDUSTRY 4.0 (KM 4.0)? 
– ORIENTATION 
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Digitalization and Industry 4.0
Drivers of Change 

So u rc e: https://www.youtube.com/watch?v=F06gB7mJX98
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Interactive Workshop 
Question – Active Participation

What is “Knowledge” in Industry 4.0?

Why do we need to manage knowledge in 
Industry 4.0?

1) Write your Keywords
2) Explain your points and the keywords 
3) Discuss with others in the open round
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Industry 4.0 (4th Industrial Revolution)

Industry 4.0 – A Paradigm Shift in Production and Industrial Management
Transformation to Autonomous Production- What are the Key Challenges? 

2013 Tomorrow

Digitalization Smart Connectivity Automation IntelligentizationIntegration

?

Challenges:

◼ Standardization and reference architecture

◼ Digital and Technological Maturity and 
Readiness

◼ Managing complex cyber physical 
(production) systems

◼ Efficient utilization of physical, human and 
data resources

◼ A comprehensive broadband infrastructure 
for industry (Low-Power Wide-Area Networks 
(LPWANs), 5G, etc.)

◼ Work organization and design

◼ Safety, data privacy and cybersecurity

◼ Regulatory framework

◼ Training and continuing professional 
development (Skilling, upskilling, re-skilling)

◼ Environmental protection and sustainability

◼ Digital Business Models 

◼ Circular and Sharing Economy

Intelligentization can be approached 

from various angles, in particular 

organizational, individual and 

technological point of view.

Objective: Modern technologies are embedded into products, industrial processes and 
systems in all stages of industrial value chain to drive industrial enterprises forward and 
disrupt the entire value chain, i.e. to become more faster, resilient, efficient, smart and 
human/customer-centric. The ultimate goal is to discover new business opportunities and 
models. 
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SWOT Analysis
Technological & Non-Technological Aspects 

• Control decentralized and
in real-time

• Adaptive, flexible system

• Condition monitoring

• Masses of information

→ time, costs, quality

• Dependency on correct data and
interpretation

• Vulnerability due to increased complexity

• Major investment for hardware and software

• Match with market conditions

• Innovative business models

• Shift in economical balance of power 

• Security issues

– Data theft; Manipulation

– Lack of privacy protection

• Dependencies on

– Internet connection/cloud

– Service provider

• Shift of jobs

Strengths Weaknesses

Opportunities Threats
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Current State

Company specific

Target State

Culture and
Leadership

Strategy

Customer

Products

Processes

Employee

Technologies

Potential

Business Model

Standards

R
o

ad
m

ap

Requirements specification 
and selection of system

Identification and Application of 
Sensor

Technical Implementation of 
pos ition control

Outlook: Automatisation of trimming process

Analysis Service Process & 
Requirements or assistance 

system
Implementation of assistance system

Maturity Assessment – Technological & Non-Technological Aspects
Industry 4.0 Maturity Model
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Q&A?

◼ Any question so far? 

◼ Next Lecture: 14.03.2023

◼ Question of the next Day: 

◼ Why we should manage knowledge in I4.0?

◼ What is a Digital Twin?
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Priv.-Doz. Dr.-Ing. Fazel Ansari 

Head of Research Group 
Production and Maintenance Management
Institute of Management Science, TU Wien

Head of Strategic Projects 
Fraunhofer Austria Research GmbH

Tel.: +43 (0) 676 888 616 - 14
Email: fazel.ansari@tuwien.ac.at | fazel.ansari@fraunhofer.at 

Technology for People!
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