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DO NOT OPEN the exam until instructed to do so. Read all the instructions first.
After you have opened the exam booklet, it is your obligation to check whether it is complete. The

exam booklet must contain 10 pages.

e The exam is closed-book, closed-notes. No auxiliary means are allowed. At your desk, you may
only have writing utensils, beverages, food, ID cards, and an English dictionary. Bags and jackets
have to be left at the walls of the lecture room, mobile phones and computers need to be switched

off.
e The exam takes 90 minutes. You can get at most 50 points. The number of points you can get for
an exercise thus gives you a hint about how much time you should spend on that exercise. You

can count 1 minute per point and then you have 40 minutes left to check your answers again.

e Write legibly and be concise. It is in your best interest that we understand your answers. You
will be graded not only on the correctness of your answer, but also on the clarity with which you

express it.

Use an unerasable pen for filling in your answers.

If you need to go to the bathroom during the exam, please turn in your exam booklet. Only one

[ ]
person may go to the bathroom at a time.
e Good luck!
Problem | 1 | 2 | 3 | 4 | Total
Score
Points 16 | 10 | 12 | 12 50

Problem 1 (Multiple Choice) is missing due to legal reasons.
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Problem 2: Bidirectional payment channels (10 p

contract (e.g., state channel

two users. Assume that Alice (with
ecn two use

e ‘ment ¢ s betw nnel using this
in Ethereum) to handle bidirectional pavment channe ened a payment cha

. L . © already op . r is. thev have
key' pair sk 4.pk 1) and Bob (with key pair sk phir) e vorrespondingly. phatls, Loy have
smart contract and both Alice and Bob have locked o 4 and | llu‘vv called the operation openthann
collaborated 1o create an initial state stnitial (shown below) and ha
on mmput stnstral.

Etate sinitial ¢

balanceAlice = F oy

balanceBok = R ‘
S1gnatureAlice = o, o4 = Sign(sk . balanceAlice || balanceBob)
SignatureBob = v, @ = Sign(sky. balanceAlice || balanceBob)

}

tDefxnxtion ©f off -chain state
Struct state {

balanceAlice
balanceBob
Sigonaturedlice
SignatureBob

}

#Global variables
coinsLockedAlice = 0
coinsLockedBob = 0
channelOpen = False
timeout = 31/01/2019

def openChannel(state):
if channelOpen ==

1t Verify(pk,,. state, state.signatureAlice) == False OR Verify(pky,
state, state.signatureBob) == False then abort ()

coinsLockedAlice = state.balanceAlice

coinsLockedBob = state.balanceBob

channeleen = True

True then abort ()

def closeChannel(state):
if channelOpen == False then abort ()

if Veﬁﬁ(pkA, state, state.signatureAlice) == False OR Véﬁﬂ(pkB,

sState, state.signatureBob) == False then abort ()
if (state.balanceAli I=

ce + state.balanceBob) (coinsLockedAlice+ coinsLockedBob) then
abort() // 1= denotes “"not equal™"
if expired(timeout) = True then

send (Alice, coinsLockedAlice)

send (Bob, coinsLockedBob)
else then

send (Alice, state.balanceAlice)
send (Bob, State.balanceBob)
channelOpen = False

Exercises

all her 4 coins before the channel’s timeout expires. For this, you should describe the following:
(a) The state that Alice has to send to Bob so that Bob accepts it as valid off-chain f:hannel
update. You must specify the value of each state’s field and how Alice can calculate it.

(b) The state that Alice uses to get all her z 4 coins back before the channel’s .timeout expires.
You must specify the value of each state’s field and how Alice can calculate it

2. (6 points)Propose a fix to solve this attack. To this end, you should describe:

(a) What modifications are required in the code of the smart contract

(b) Explain how the proposed modifications prevents the above attack

1Please note that the pseudocode does not follow the syntax of Solidity.
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Problem 3: Execution paradigms & transa A
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e it il the transaction finally i
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Consider the lifetime of a transaction as the set of entiti : o 14
such transaction between the moment in which the client creates tlon par
in the blockchain. In the lecture, we have seen two different execu n) and ezecu te-
a transaction, namely, order-evecute paradigm (e.g., as used in Bitco s (Cy and
used in Hyperledger Fabric). ) cpioo, clients (L1 &
> For :,ll:ls prob:em, :asume )a,n architecture composed of the following entli:;:;a :;::1 C, has 10 co%nS
C2), two peers/miners (P, and P,) and one ordering service (O1). Further ass e ¢ Oz has 0 coins
and wants to send a transaction tx; that sends all 10 coins to Ca. Further 9‘5;}1 {ly. assume that both
and he wants to submit a transaction tzz that sends 10 coins back to C1. Fina y,block contains only
clients send their transactions simultaneously at time to. Further assume that every

a single transaction.

date (e.g.;

Exercises

1. (2 points) Fill the time diagram below specifying one of the possible lifetirr{es of both tranleiait.lon;
tz; and tz, in each execution paradigm. For simplicity, assume that there is no la.ten-cy, tha IS}:‘
entity E,; sends the transaction at time ¢; it arrives to the next entity E2 at the n.ext time t;41. for
example, in both execution paradigms, the first steps in the lifecycle of tz1 consists of Cy cre.atmg
the transaction (£o) and then sending the transaction to one of the peers (e.g., P1) at t1. Thl':-‘, has
been shown already in the time diagram. Use the symbol B to denote the time slot .a,t which a
block is published by a peer. Note that there can be idle times in a transaction lifetime (e.g., a

peer does not create a block immediately).

to t1 to ‘ i3 t4 ts te t7 143 to ‘*l
Order-execute oy, | C | Py
th C. 2
Execute-order- | tz; | C; P |
validate txo | Co

2. (2 points) Describe what is the final balance (i.e., number of coins) owned by each client at the
end of your suggested transaction lifetimes for order-erecute paradigm. Argue why is the case.

‘3. (2 points) Describe what is the final balance (i.e., number of coins) owned by each client at the
end of your suggested transaction lifetimes for ezecute-order-validate paradigm. Argue why is the

case.
4. (6 points) Although it does not exist in current blockchain technologies, for this exercise assume

that there exists a function random() that returns a number chosen uniformly at random. Further
assume a transaction tz* that calls the function foo shown below and answer the following questions:

(a) Assume the order-ezecute paradigm. Explain what is the problem if tz* is added to the
blockchain.

(b) Assume the ezecute-order-validate paradigm. Would the same problem exist? Argument your
answer.

def foo() {
r := random() //random returns a number chosen uniformly at random

if r mod 2 == Q0 then
send (Alice, 1 coin)
else then
send (Bob, 1 coin)

}
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Problem 4: S&P in payment-cha.nnel networks (12 kP i) n
. n r .
networks use the hash tnm«:r:Sch :l(;’. TILC is used to

As seen in the lecture, current paymnent~channel n
particular, we denote by HTLC(Alice, Bob, z,y, t) 8 HTLC betwear path of opened paym?nt t?}lll'al:::nels

i . paym two users © i interest for this type
bufhdmhmance. e\‘;/t: l?:mﬁ s‘:l‘l)dled the security and privacy “i’:::;; ;‘;f il:t::itively defined as
:fI networks. In particular, relationship anonymity (one of the privacy no

follows:
j f the form
Relationship Anonymity: Given two simultaneous successful payment operations of the
{mmt(mth = (c(-’d ) Clup,ug)r s Cltip—1,%n)? Cun,
with j € [1,n], then corrupted intermediate

, if there exists at least one honest intermediate user u; ‘ " o ham 1/2,
rs cannot determine the pair (s, ;) for a given payment; with probability bette /

assume that there exists a zero-knowledge proo.f 7ZK-

of H(x+T) is the same as the preimage

detail:

r), value = v}ielo,1]

ZK-HTLC: For the purpose of this problem, :
HTLC (H(z), H(z+r)) that intuitively proves that the pre-image - mor
of H(z) only offset by a value r (here H denotes a hash function). In a bit more

e Public values: H(z), H(z+ 1), r

e Private value: x

® Statement: Let a be the pre-image of H(z). Let b be the pre-image of H (z+7). Then, 3x |b—a=r.

(Hint: You require ZK-HTLC only for ezercise 4)

Exercises:
1. {2 points) Describe how HTLC is used in a multi-hop payment between sender s, receiver r
connected through a path of opened payment channels of the form s — u; — ug — ug — r, where
u3, U2 and ug are three intermediate users. For that, you should describe:

o The inputs of the HTLC contract at each payment channel
o How the users controlling each payment channel can get those inputs
e In which order the different HTLC contracts are applied to successfully perform the multi-hop

payment
Please, note that you should consider both, the lock and unlock phases for the multi-hop payment.

(2 points) Assume that the adversary controls u; and us. Describe how the wormhole attack
works. In particular, you should describe:

(a) The inputs of the HTLC contract at each payment channel, how the users controlling each
payment channel can get those inputs and in which order the different HTLC contracts are

applied to perform the attack. You can refer to youf answer in exercise 1 for repeated steps.
(b) What is the economic benefit of the adversary doing this attack
(c) Why the victim user does not realize that is under attack
(2 points) Assume that the adversary controls u; and u3. Describe an attack against relationship
anonymity. In particular, you should describe:

(a) The inputs of the HTLC contract at each payment channel, how the users controlling each
payment channel can get those inputs and in which order the different HTLC contracts are

applied to perform the attack. You can refer to your answer in exercise 1 for repeated steps
(b) What is the probability of the adversary to determine the pair (si, ;) for a given payment,.

Argument your answer.



4. (6 points) D‘-ascribe how to use ZK—HTLQ In conjunction with HTLC to secure a payment between
sender s, oo C(?ml.eCted through a single intermediary u (i.e., in a path of the form s = u —
r). You should describe:

(a) The inputs of the HTLC contract at each payment channel

(b) How the users controlling each payment channel can get those inputs

(c¢) In whicht order the different HTLC contracts are applied to successfully perform the multi-hop
paymen

Additionally, intuitively argue why this construction leads to multi-hop payments that achieve the
relationship anonymity property.



