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Instructions for the report
(framed throughout the document):

For the evaluation of the exercise, students must deliver
a report with answers to the questions and tasks proposed
in this document. Questions are suggested in the framed
parts after the [rep-...] key. The following ID information
should appear in the report heading:

Team number, Studienkennzahl,
Members’ names, Matrikelnummer

The report must be submitted to the tutor by the
time/date announced during the lab Introduction. Please,
use the TUWel platform for submitting the complete re-
port. Additionally, keep your working directory clean
and ordered as it might be reviewed by tutors dur-
ing the evaluation of your lab exercises. Your work-
ing directory is named /home/teamX/, where "X"
should be replaced by your group number. You will
find all the files that you need for your exercises in
/home/teamX/working_directory.

Introduction

This document introduces students to the analysis of net-
work traffic for monitoring and security purposes. It consists of
four parts:

• In Exercise 1, we study common mechanisms used to
gather information, prepare and perform network attacks.
The goal of this exercise is to understand how attackers
build strategies and prepare their infiltration and attacks
by exploiting information sources and protocol peculiari-
ties.

• In Exercise 2, we present the most habitual ways of prepar-
ing captured network data for the analysis. The goal of
the exercise is to learn how to preprocess data and extract
features from raw captures (pcaps) to obtain structured
packet instances, flows, and aggregated flow information.

• In Exercise 3, we work with darkspace time series, which
have been generated from darkspace preprocessed aggre-
gated flows. The goal of this exercise is to get familiar
with the basics of time series analysis for the specific case
of network traffic data and to obtain impressions about
the types of illegitimate traffic that pollute the Internet.

• In Exercise 4, we analyze traffic flows belonging to real
data belonging to an Internet backbone network. The goal
of this exercise is to learn the basics of flow analysis and
be able to identify and interpret traffic profiles.

Requirements

Desktop PCs at the Telecommunications Net-
work Security Lab are provided with all the necessary
equipment that you need for the exercises. In the
/home/teamX/working directory folder you will
find specific data and meta-data files for your team number.
You will use the following tools and software: tcpdump, Wire-
shark, tshark, Whois Lookup, Netcraft toolbar, NSLookup,
tgn, nmap, hydra, Go-Flows, MATLAB and RapidMiner.

Knowledge about communication networks and, in particu-
lar, the Internet Protocol (IP) is also necessary. Students should
be familiar with the concept of IP addresses and port numbers
and should know about IP header and transport header fields.

1 Passive information gathering

As a general rule, network attackers do not act blindly, but
cautiously. Before launching an attack, hackers first gather in-
formation to identify vulnerabilities and explore the best way to
exploit them. This pre-attack phase is known as information
gathering. Passive information gathering (aka passive recon-
naissance) consists on collecting valuable information about the
aimed target by only using publicly available resources. Passive
information gathering is an art, meaning that methods are vari-
ate and creative, highly depending on the experience, taste and
personality of the attackers. For instance, hackers can use tele-
phone numbers and call system users to persuade or convince
them to reveal sensitive information for accessing the aimed
system, either obtain the geographical location of targeted ma-
chines in order to physically infiltrate (for example, after trick-
ing the cleaning service staff). Network security experts usually
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underestimate social engineering strategies, but remember that
the human component is usually the weakest link in the security
chain.

In this section, you will take the role of an attacker and
perform some information gathering on targeted companies.
We will give you some illustrative examples of how to obtain
information and introduce some tools, but keep in mind that
there are way more options.

1.1 Whois Lookups

WHOIS is a protocol commonly used for querying databases
that store registered information of Internet resources. For ex-
ample, given a domain or IP address, you can check the ISP,
the hosting provider or contact details. There are diverse web-
sites from which you can perform “whois lookups”, but it is
also possible the perform searches from a linux terminal (whois
must be installed in your machine):

Listing 1: Enter a Whois query from the command line interface.

1 > whois <domain_name>

Open the file teamX exercise info.txt. After
the key [Ex1.S1] you will find the domain name of a com-
pany/institution that you should investigate in the follow-
ing exercises about passive information gathering.
[rep-1] Write in the report (if found) the emails, phone
numbers and Internet addresses of the registrant and reg-
istrar of your domain name. The web version might offer
more information in some cases.

The registrant is the company that contracted the domain,
whereas the registrar is an organization that manages the reser-
vation of Internet domain names. For instance, an attacker
might use this information to hijack a domain and redirect it to
a deceitful server. To this end, the administrative email address
is a backdoor to get access to the control panel that links the
domain name with the server where the website files are hosted.

[rep-2] Answer briefly the following questions with your
own words: (a) What is ICANN? (b) What is IANA and
(c) what are their functions? [rep-3] Do you think
that whois is useful for the defender side (i.e., somebody
in charge of the network security)? If so, how? Give an
example.

1.2 Netcraft

Netcraft is a web-based tool that allows easy lookup of infor-
mation about servers hosting particular websites. With Netcraft
we can obtain relevant information about a target, for instance:
which operating system it uses, in which webserver it runs, the
IP address, hosting providers and more. As an example, an
intruder might combine whois and Netcraft to find the range
of IP addresses related to a company or institution, therefore
obtaining potential aimed addresses for the future vulnerability
scanning and attacks.

Go to http://searchdns.netcraft.com/ and
search information related to your assigned domain name.
[rep-4] Write in the report: (a) the IP address of the web-
server, (b) the hosting country and (c) the subnet range
of the domain. You might want to check again the output
of the whois search.

1.3 NSLookup

The last tool we will use is NSLookup (Name Server
Lookup). This command-line tool can retrieve other address
types of a domain by accessing the DNS entries. To this end,
the user must next set the desired type before they can enter
the domain name into the command-line.

Use NSlookup to get information about the mail servers
related to your domain name.
[rep-5] Write in the report: (a) the syntax used for the
NSLookup query, (b) the list of mail server addresses.
[rep-6] Answer the following question: (a) Are the web-
server and the email servers hosted by the same company?
(b) Does it make sense then to consider webservers as po-
tential vectors for penetration attacks?

Finally, as commented before, there are many ad-
ditional ways to perform passive information gather-
ing. We refer the interested student to The Pene-
tration Testing Execution Standard for further methods
(http://www.pentest-standard.org), also have a
look on the the multiple possibilities provided by Google and
other options, e.g., https://pentest-tools.com.

2 Profiling Host Activity

Once attackers have obtained some relevant information
about potential targets, they perform active information gath-
ering or, directly, they start their attacks. These active move-
ments leave traces on the network that expose the sources;
therefore, attacks (and attackers) can be detected and tracked
down by security experts. Malwares or automated attacks show
also similar behavioral profiles.

Since most of the Internet data exchange is based on TCP,
it is worth examining again the fundamentals of TCP commu-
nications and how attackers exploit them.

2.1 The TCP three-way-handshake

Every TCP/IP connection between a local host and a server
starts with a TCP three-way-handshake. It consists of three
fixed steps that must be accomplished before any actual com-
munication begins. The TCP three-way-handshake can be sum-
marized as follows:

1. The client sends a SYN packet (i.e., TCP packet with SYN
flag set) to a server to ask if a specific port is open.

2. If the port is open, the server returns a SYN/ACK (i.e.,
TCP packet with SYN flag and ACK flag set) to the client.
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Figure 1: Possible answers to the first SYN packet of the
TCP three-way-handshake. A) Open port, B) Closed port, C)
Dropped message, D) Blocked message with ICMP reply.

3. Finally, the client acknowledges the SYN/ACK with an
ACK packet and the TCP connection is established.

By understanding the three-way-handshake, diverse types of
attacks and scanning activities can be detected. Let us take a
look at the possible answers that a server can give after receiv-
ing the first SYN-packet of the three-way-handshake sent by a
host.

A) If the destination port is open a TCP SYN/ACK will be
returned.

B) If the destination port is closed (i.e. there is no service
attending to this port) a TCP RST or RST/ACK will be
returned.

C) If a router/firewall drops the packet, there will be no an-
swer.

D) Instead of dropping, a router/firewall can also answer with
an ICMP message informing that the destination is un-
reachable.

A router/firewall blocks the communication according to its
security policies (cases C and D). Dropping (C) or blocking and
replying with ICMP messages (D) are different options to react
in response to undesired connections.

2.2 Port probing and scanning

Attackers usually scan the network and probe hosts and ports
looking for vulnerabilities. Now we will take the role of an
attacker and check the status of a host by analyzing its answers.

Open the file teamX exercise info.txt. After
the key [Ex1.S2] you will find a target IP and three TCP
ports. Do the following steps and answer the questions in
your report (shortly but accurately).

1. Open Wireshark and get ready to capture the traffic.
In order to do that, click on the ”List the available
capture interfaces...” button. In the newly opened
panel select the interface called ”veth0”. ”Start” al-
lows you to obtain data arriving to your machine. Save
the resulting pcap (it is required later) in your working
directory with the name synscan.pcap.

2. [rep-7] Write your IP address into the report (the IP
address of you which is in the same network as the
target IP). How did you find it?

3. Send TCP-SYN packets to the desired ports by using
tgn. Use the command in Listing 2, which sends a
simple TCP/IP SYN packet to a specific destination
IP and port.

Listing 2: Command for sending a TCP/IP SYN packet to a
chosen destination IP and port

1 tgn "ip(dst = XXX.XXX.XXX.XXX) /tcp(dst =
XXX, syn)"

4. [rep-8] Filter by TCP port in Wireshark to only view
your SYN probing results. Can you explain what is
happening in each case according to the four situa-
tions introduced above (A, B, C, D)? Explain your
observed results in the report.

5. [rep-9] Imagine using Wireshark for checking all the
traffic passing through an intermediate routing device.
Do you think that you could easily detect hosts per-
forming horizontal scanning? And vertical scanning?
Do you consider Wireshark as a suitable tool for an-
alyzing large amounts of network traffic data? Argue
your answers.

3 Brute Force Attacks

For this last exercise, we take the role of an attacker again.
Imagine that you infiltrated in the network of a large company.
Now you want to (illicitly) get access to the internal web portal
of the company. You have got a list of usernames, but you
do not know the passwords. However, you have a list with
commonly used passwords that you can use.

[rep-10] You know that you’re connected to the com-
pany’s network over the network interface veth0. The
company has assigned you an IP address in its network.
Write down the network size and the network address in
the report. We do not ask for your IP address but the
network address. Hint: The most common notation for
the network address and size is X.X.X.X/Y .

3



Exercise 1: Live Capturing Network Security 1 (SS 2019)

In the next part of the exercise you are going to use nmap
https://nmap.org/, which is a program for scanning IP
networks.

[rep-11] Use Wireshark to capture traffic on veth0.
Now you can look for hosts in the network you are con-
nected to. Use nmap to scan the entire network for alive
hosts (horizontal scan). Start the scan using nmap. To
speed things up disable scanning ports and experiment with
the parallelism options of nmap. Have a look at the nmap
manual for further information. You can open it using the
man command. Write down the number of hosts you found
(excluding your own IP address). Save the traffic that you
captured with Wireshark as nmap1 team XX.pcap (cap-
ture only IP traffic with your IP address as source or des-
tination).
Hint: If it takes significantly longer than one minute to
scan the network, you’re probably doing something wrong.

[rep-12] Use Wireshark to capture traffic on veth0.
After getting to know which hosts are alive, the next step
is to find the host on which the internal web portal is
hosted. For this, perform a port scan with nmap on
the previously found hosts (vertical scan) and write down
the IP address and port on which the web server is run-
ning. Save the traffic that you captured with Wireshark as
nmap2 team XX.pcap (capture only IP traffic with your
IP address as source or destination).

After finding the host which runs the website you can visit
the website in your browser by simply typing the IP address
with the port that you found. You’ll see that there’s a web
portal where you have to log in. Fortunately you have the
file teamX usernames.txt. It contains the list of all user
names at the company. In the file teamX passwords.txt
you find a list of commonly used passwords which you can try
out to log in. However, manually entering every possible com-
bination of user name and password takes a lot of time. For
this purpose you can use hydra. It is a program that can au-
tomatically try user names and passwords to log into platforms.
For more information type man hydra in the terminal to open
the manual.

[rep-13] Hydra supports a large range of services.
For example, it supports finding passwords for databases,
e-mail servers as well as websites. First, you have
to figure out, which service is the appropriate one.
Since you want to attack a website and you must
use one of the http[s] services. However, there are
many different options: http[s]-head|get|post,
http[s]-get|post-form, http-proxy,
http-proxy-urlenum. Open the website in your
browser, right click on it and inspect the HTML code. A
closer look at the login form will reveal which service you
have to use. Write down the complete service name in
the report.

After having found the correct service, you can see more de-
tailed information by typing hydra -U <service name>.

After you’ve become familiar with it, proceed to the next exer-
cise.

[rep-14] Use Wireshark to capture traffic on veth0.
Use hydra to test the username/password combinations
using the service you’ve found before and try to log into
the web service.
Hint: Hydra allows you to pass it a file with user names
and a file with passwords. Additionally, to speed up the
process look at options to increase the number of parallel
attempts.
Once you found a correct combination, log in with your
browser and get the secret code and write it down in the
report. Save the traffic that you captured with Wireshark
as hydra team XX.pcap (save only IP traffic with your
IP address as source or destination).
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