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• You should be alone and keep your camera switched on during the exam.

• Part B of the exam takes 90 minutes. You can get at most 30 points. The number of points you can
get for an exercise thus gives you a hint about how much time you should spend on that exercise.

• Write legibly and be concise. It is in your best interest that we understand your answers. You
will be graded not only on the correctness of your answer, but also on the clarity with which you
express it.

• When finished, the solution should be uploaded back in TUWEL in the form of a pdf as well. You
can use dedicated apps (e.g., MS Office Lens), print and scan, or whichever solution you find more
convenient.

• Good luck!
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Problem 1: Confidential Transactions (10 points)
In the lecture, you learned that confidential transactions can be constructed from commitment schemes.
A commitment scheme com = (C, V ) is a pair of (polynomial time) algorithms, where C denotes the
commitment function and V denotes the verification function. A secure commitment scheme should
satisfy two properties:

1. Hiding: The commitment reveals nothing about the commitment message m. More concretely,
given two commitments c = C(m) and c′ = C(m′), the attacker should not be able to learn
whether c is a commitment to m or m′ (and analogously for c′).

2. Binding: It is infeasible for the committer to output a commitment c that can be later opened
to two different messages m,m′. More precisely, the attacker should not be able to output a
commitment c, such that C(m) = c = C(m′) and V (c,m) = V (c,m′) = 1 for m 6= m′.

For this exercise we assume simplified confidential transactions of the following form:

t = 〈[i1 : C(x1), i2 : C(x2), . . . , im : C(xm)], [o1 : C(y1), o2 : C(y2), . . . , on : C(yn)]〉

A confidential transaction consists of a list of inputs (the first component of the transaction) and a list
of outputs (the second component of the transaction). Input identifiers are denoted with i1, i2, . . . , im
and output identifiers o1, o2, . . . , on, respectively. The corresponding input values are denoted with
x1, x2, . . . , xm and the output values with y1, y2, . . . , yn. We assume that the commitment function C of
the underlying commitment scheme com satisfies the following homomorphic property:

C(a) + C(b) = C(a+ b) for all natural numbers a and b

For checking the validity of a confidential transaction, it should hold that input and output values sum
up to the same value in total. To ensure this, the following check is performed:

m∑
i=1

C(xi) =

n∑
i=j

C(yj) (1)

Confidential transactions have two goals:

1. Hiding the transaction values: For an attacker when seeing a transaction t and t′ it should not
learn anything about its input and output values

2. Validity of the transaction: By performing the check described in 1, it shall be ensured that inputs
and outputs sum up to the same value (

∑m
i=1 xi =

∑n
i=j yj).

Whether those goals are met or not, heavily depends on the properties of com.

Exercises

1. (5 points) Assume that com is not hiding. Then, answer the following questions:

(a) Which goal of the confidential transaction it breaks? Explain intuitively why.

(b) Show how an attacker breaking the hiding property, can tell two transactions with different
values apart.

2. (5 points) Assume that com is not binding. Then, answer the following questions:

(a) Which goal of the confidential transaction it breaks? Explain intuitively why.

(b) Give a transaction such that the check in 1 verifies, but that the sum of the input and output
values are not equal.
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Problem 2: Payment Splitting (20 points)
As seen in the lecture, current payment-channel networks use hash-time lock contracts (HTLC). In par-
ticular, we denote by HTLC(Alice,Bob, v, y, t) a HTLC between Alice and Bob, where v is the payment
value, y = H(x) is the hash value, and t is the timeout. This essentially means that Alice pays Bob v
coins iff Bob shows some x, such that H(x) = y before timeout t expires. We have seen that HTLC is
used to build single-path multi-hop payments between two users connected through a straight path of
opened payment channels with enough capacity.

However, a common problem in payment-channel networks is that when a sender Ps wants to pay v
coins to a receiver Pr, there is no single path between Ps and Pr with capacity at least v. One way to
overcome this problem is to split the payment in n parts, and send n partial payments with a value vi
over n different parts, where i ∈ [1, n], such that the total amount is

∑n
i vi = v. Though, in such a

setting we want to ensure receiver atomicity (a security notion), which is intuitively defined as follows:

Receiver Atomicity: The transaction should either succeed or fail in entirety. Naturally, this implies
that the receiver should not be able to settle any of the partial payments, until all of them have arrived.

First Construction: In Fig. 1 we show a naive construction of payment splitting. Here, A wants to
pay 10 coins to D, but the two available paths (via B and via C) do not have enough balance on their
own. Therefore, A sends 4 coins via B and 6 coins via C (we omit fees for this exercise). Then, A sets
up the two payments using HTLCs with the same condition y := H(rD), where rD is a random secret
chosen by D.

A

B

C

D
HTLC(

A,B, 4, y, t1
)

HTLC(A,C, 6, y, t2)

HTLC(B,D, 4, y, t1 − 1)

HTLC(
C,D, 6, y, t2

− 1)

Figure 1: Example of payment splitting.

In this construction, receiver atomicity does not hold if the receiver D is malicious. Since D knows the
secret rD, D could settle only one partial payment, regardless of whether or not the second one has
reached D. This breaks our receiver atomicity notion.

Additive Secret Sharing: A secret sharing scheme allows a dealer that holds a secret s to share it
among a set of n parties P1, . . . , Pn by giving to each party Pi a share si. Any t parties should be able
to reconstruct the secret by revealing to each other their shares, but no coalition of fewer than t parties
should get any information about s from their collective shares. We refer to such a sharing mechanism
as a (t, n)-threshold secret-sharing scheme.

Consider a simple additive secret sharing for the case t = n, assuming s ∈ {0, 1}` (i.e., the secret is a
bitstring). The dealer chooses uniform bitstrings s1, . . . , sn−1 ∈ {0, 1}`, and sets sn = s ⊕

(⊕n−1
i=1 si

)
,

where ⊕ denotes the bitwise XOR operation, and si denotes the share of the party Pi. We denote this
procedure as Share, and define it as (s1, . . . , sn) ← Share(s, n). Clearly, by construction we have that⊕n

i=1 si = s, which we denote by Reconstruct, and define it as s ← Reconstruct(s1, . . . , sn). Putting it
all together, we can define an additive secret sharing scheme as a pair SS = (Share,Reconstruct).

Encryption Scheme: A public key encryption scheme allows to encrypt and decrypt messages in
an asymmetric fashion, and consists of three algorithms PKE = (KeyGen,Enc,Dec). We use KeyGen
to generate a keypair with a public key pk and a private key sk. In this exercise, you do not need to
generate keypairs, instead we assume that every party P has already generated a keypair (pkP , skP ) and
the public key is available to all other parties. Encrypting a message m (i.e., a bitstring m ∈ {0, 1}∗)
under some public key pk can be done as c ← Encpk(m), which results in a ciphertext c. To decrypt
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the ciphertext c that encrypts some message m, we perform m = Decsk(c) using the secret key sk that
corresponds to the public key pk that was used to encrypt the message.

Exercises

1. (5 points) Consider the first construction shown above. However, this time the sender and the
receiver are honest and instead the intermediaries are potentially malicious. Does receiver atomicity
hold in this setting? If yes, argue why. If not, show an attack against it.

2. (15 points) Focus again on the initial setting, i.e., where the sender and the intermediaries are
honest and only the receiver is potentially malicious. Construct a payment splitting protocol
that achieves receiver atomicity in this setting. (Hint: Use HTLC, additive secret sharing and
encryption.)

Explain in detail, how your protocol works, what messages are exchanged in which order and
motivate why your construction achieves receiver anonymity. Additionally, illustrate your protocol
similar to Fig. 1 where the sender A splits a payment to D in two parts, via the intermediaries B
and C, respectively.
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