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Definition Ethics as a discipline is the philosophical and systematic 
study of morality. 

What are fundamental moral questions? 

• What is good life?  

• What world do we want to live in?  

• What people do we want to be?  

• How do we treat each other?  

How to do the right thing? 



Virtu
e Ethics

Deontology

Consequentialism









Better World



»I was just the technician«



Research Ethics
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Why it matters 
Nuremberg



1. Required is the voluntary, well-informed, understanding consent of the human subject in a full legal capacity. 
2. The experiment should aim at positive results for society that cannot be procured in some other way. 
3. It should be based on previous knowledge (like, an expectation derived from animal experiments) that justifies 

the experiment. 
4. The experiment should be set up in a way that avoids unnecessary physical and mental suffering and injuries. 
5. It should not be conducted when there is any reason to believe that it implies a risk of death or disabling injury. 
6. The risks of the experiment should be in proportion to (that is, not exceed) the expected humanitarian benefits. 
7. Preparations and facilities must be provided that adequately protect the subjects against the experiment’s risks. 
8. The staff who conduct or take part in the experiment must be fully trained and scientifically qualified. 
9. The human subjects must be free to immediately quit the experiment at any point when they feel physically or 

mentally unable to go on. 
10. Likewise, the medical staff must stop the experiment at any point when they observe that continuation would 

be dangerous.



Why it matters 
Facebook







Principles • Make a judgement weighing up the potential scientific 
insights versus the potential risk for harm 

• Ensure that participation is voluntary and create 
possibilities for withdrawal  

• Facilitate informed consent, i.e., make sure participants 
know what they engage in 

• Consider and protect personal rights 

• Create an atmosphere of trust



https://www.nhmrc.gov.au/guidelines-publications/e72

Ethical Conduct 
Australian 
Government 
Statement

Research merit and integrity 
Justice  
Beneficence 
Respect



Going into the field Permission & access to the site 

• Who are gatekeepers? 

• What are the political implications? 

• What is the impact of me being there?
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Going into the field Decisions regarding the fieldwork 

• Timing: when busy/quiet periods, work cycles 

• Space: where eg what locations, where in a location 

• Duration: how long for, when will be enough? 

• People: who to spend time with?
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Going into the field Gaining acceptance, trust 

• How can I ensure confidentiality? 

• Do people understand why I am here? 

• Clarify roles 

• Manage expectations 

• Gain explicit permission for any recording
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Ethics Approval In most places you need to apply for ethics approval before 
any research with human subjects. This is required by many 
funding agencies, or universities and ensures best practice 
with regard to ethical considerations. It provides an 
important safeguard for the reputation of the University 
and yourself.  
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IGW Ethics

https://igw.tuwien.ac.at/ethics/


Consent • Who you are 

• What you are doing and why 

• What you asking of the participant 

• How you will collect data (notes, video, audio, logs  etc) 

• How you will handle the data 

• Non-disclosure, anonymity, use of images, storage of 
data, etc 

• Rights of participant - stop at any time without reason 

• Explicit consent for images/video as 

• Contact details – you and some non-involved other 



Thinking about risks Physical  
Psychological 
Financial 
Relationship / Social 



Thinking about 
rewards

Monetary 
Material 
Social 
Tokens 
Food 



Thinking about what 
participants get out 
of it

Beyond the reward: 

• (Design-, Tech-, Social-…) Skills 

• Altruistic Satisfaction 

• Connections with other, networking opportunity 

• Recognition with their community 



Have an exit strategy 
Say Goodbye

Thinking about 
leaving



Good practice • Be proactive and attentive 

• Explicitly check in with people that they are ok 

• Offer them the opportunity to stop etc. 

• Be aware of your position of power 

• Be respectful of working environment & of others 
incidental to the research 

• Don’t tick off ethics and never think about it again



Special cases 
Public space

»Sociologists may conduct research in public places or use 
publicly available information about individuals (e.g., 
naturalistic observations in public places, analysis of 
public records, or archival research) without obtaining 
consent. If, under such circumstances, sociologists have 
any doubt whatsoever about the need for informed consent, 
they consult with institutional review boards or, in the 
absence of such boards, with another authoritative body 
with expertise on the ethics of research before proceeding 
with such research. « 
http://www.asanet.org/about/ethics.cfm   

http://www.asanet.org/about/ethics.cfm


Special cases 
Vulnerable People

Children, older people, disabled people, mentally ill … 

Structural & systemic »violence« 

• Participants are coerced into giving consent 

• Participants cannot decide for themselves 

• Participation might exacerbate their vulnerability



Teilnahmeerklärung 
Eltern 

Name:    ____________________________________________ 

Name des Kindes:  ____________________________________________ 

Wir laden Sie und Ihr Kind ein, an dem Forschungsprojekt “OutsideTheBox” teilzunehmen und gemeinsam neue 
Technologien zu gestalten. Wir wollen Sie umfassend über das Projekt informieren, bevor Sie sich entscheiden mit 
Ihrem Kind teilzunehmen: 

• Haben Sie das Informationsblatt für Eltern gelesen? 
• Hatten Sie Gelegenheit Fragen zum Projekt zu stellen?  

Die Teilnahme an dem Projekt ist kostenlos und freiwillig und Sie können jederzeit die Teilnahme ohne Angabe 
von Gründen beenden; entweder per email, telefonisch oder mündlich.  

Ihre Privatsphäre ist uns wichtig. Im Rahmen des Projektes werden Audio- und Videoaufzeichnungen, Fotografien 
und Notizen erstellt, die unsere Zusammenarbeit dokumentieren und zu Forschungszwecken ausgewertet werden. 
Mit der Teilnahme erklären Sie sich generell damit einverstanden, dass wir solche Aufzeichnungen erstellen. Alle 
gesammelten Daten und Aufzeichnungen werden für Publikationszwecke vollständig anonymisiert, enthalten also 
keine Hinweise auf persönliche Daten, die Sie oder Ihr Kind identifizieren könnten. 

In jedem einzelnen Fall, in denen Daten publiziert werden, die persönliche Informationen enthalten (z.B. Fotos 
für Zeitungsartikel in denen Ihr Kind erkennbar ist), wird Ihr Einverständnis vorab eingeholt und sie können sich von 
Fall zu Fall entscheiden. 

Das Wohlergehen Ihres Kindes steht an oberster Stelle. Ihr Kind soll an der Mitarbeit Spass haben und positive 
Erfahrungen im Umgang mit Technologie machen. Sollten Sie oder irgendjemand im Umfeld Ihres Kindes Bedenken 
diesbezüglich haben, bitten wir Sie, umgehend mit uns Kontakt aufzunehmen, um darauf reagieren zu können.  

  

Datum und Unterschrift:

Page !  of !1 1 http://outsidethebox.at
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Special cases 
Online Research



Production,+presentation,+
performance
• Texts&(e.g.,&authored&texts,&

naturally&occurring&discourse,&
interview&transcripts)

• Images&(presented&or&
produced&by&user&or&
captured&by&researcher)

• Video&(presented&or&
produced&by&user&or&
captured&by&researcher)

• Audio&(presented&or&
produced&by&user&or&
captured&by&researcher)

• User&motions&and&
movements&(any&and&all&
activities&produced&or&
presented&by&user&and/or&
captured&by&researcher)

• Configurations&or&
personalization&of&devices

Interactions,+behaviors,+
transactions+
• Hyperlinks
• Comments&or&

Recommendations
• File&or&Information&

Sharing&(file&or&snippet)
• Forwarding&/Replying
• Interpersonal&

Interactions,&
conversations

• Networks&(e.g.,&maps&
visualizing&
communication&flow&or&
strength&of&relations&
between&persons)

Locations+and+movements
• Physical&locations&(GPS)
• Physical&movements
• Surfing&behaviors

Archived+information+
• Demographic&information
• Bookmark&collections
• Discussion&archives
• Data&banks
• Transaction&logs
• Clickstream&data
• Trace&data

Direct+communication+
(formal&or&informal&
interviews&via&realNtime&
or&asynchronous&text,&
audio,&or&visual)

Special+Interest+Forums
(emailN or&webNbased&
conversations&and&
archives,&e.g.,&threaded&
discussion&forums,&
chatrooms)&

Social+Networking
(e.g.,&LinkedIn,&google+,&
Facebook,&Myspace,&
Flickr,&FourSquare)&

Personal+
spaces/blogs
(e.g.,&homepages,&
blogs,&youtube,&and&
all&forms&of&
multimedia&
presentation)&

AvatarAbased+social+
spaces+,+virtual+worlds,+
and+online+gaming+
spaces
(e.g.,&Second&Life,&SIMs,&
MUDS/MOOS,&
MPORPG)&

Commercial+Web+
Services
(e.g.,&Google,&AOL,&
Yahoo,&Bing,&MSN,&
SurveyMonkey,&Cloud&
Storage)

Databanks/
Repositories+

Where&is&the&data&stored?&How&long&will&the&data&exist&in&the&repository?
What&consent&is&needed&for&subsequent&data&use?
Does&the&remixing/mashing&of&data&enable&identification&of&individual&or&group&identities&or&enable&
any&additional&risks&to&participants?
In&the&case&of&shared&data,&what&conditions&were&placed&on&data&use&by&the&original&researcher,&if&
any?&Regardless&of&conditions,&what&ethical&responsibilities&may&require&consideration&by&later&users?
What&mechanisms&are&in&place&to&ensure&appropriate&data&provenance&and&ownership?
How&will&images/audio&be&effectively&anonymized?&

Could&analysis,&publication,&redistribution,&or&dissemination&of&content&harm&the&subject&in&any&way?
If&the&content&of&a&subject’s&communication&were&to&become&known&beyond&the&confines&of&the&
venue&being&studied&would&harm&likely&result?
Does&the&author/participant&consider&personal&network&of&connections&sensitive&information?
Does&author/participant&consider&the&presentation&of&information&or&venue&to&be&private&or&public?
Do&the&terms&of&service&conflict&with&ethical&principles?
Is&the&author/subject&a&minor?

How&do&the&terms&of&service&articulate&privacy&of&content&and/or&how&it&is&shared&with&3rd&parties?
Does&the&author/participant&consider&personal&network&of&connections&sensitive&information?
How&is&profile&or&location&information&used&or&stored&by&researcher?
Does&author/participant&understand&and&agree&to&interaction&that&may&be&used&for&research&
purposes?
Does&research&purpose&and&design&balance&possible&conflicts&between&participant&and&researcher&
perceptions&of&public/private&and&sensitive/nonsensitive?
Does&the&dissemination&of&findings&protect&confidentiality?&Is&the&data&easily&searchable&and&
retrievable?
If&the&content&of&a&subject’s&communication&was&ever&linked&to&the&person,&would&harm&likely&result?

How&do&terms&of&service&(TOS)&articulate&privacy&of&content&and/or&how&it&is&shared&with&3rd&parties?
Regardless&of&TOS,&what&are&community&or&individual&norms&and/or&expectations&for&privacy?&
Does&the&author/subject&consider&personal&network&of&connections&sensitive&information?
Is&the&data&easily&searchable&and&retrievable?&If&the&content&of&a&subject’s&communication&were&to&
become&known&beyond&the&confines&of&the&venue&being&studied&– would&harm&likely&result?
Is&the&conversation&thread&or&forum&perceived&as&public&or&private&by&the&author(s)/subject(s)?
How&is&profile,&location,&or&other&personally&identifying&information&used&or&stored&by&researcher?&Is&
the&data&easily&searchable&and&retrievable?&
How&is&informed&consent&or&protection&of&privacy&achieved?&How&are&vulnerable&persons&identified&
and&protected?
If&nonNactive&archives&are&used,&how&is&vulnerability&or&harm&defined&and&how&are&potential&or&actual&
subjects&protected?&

Should&these&virtual&worlds&be&considered&“public”?&What&constitutes&“privacy”&in&such&places?&
Should&avatars&be&considered&as&persons&and&afforded&the&same&protections&as&human&subjects?&
Will&the&process&of&requesting&consent&itself&cause&harm?&How&and&when&should&consent&be&sought?&
What&requires&consent?
To&what&extent&do&users&perceive&their&interactions&and&communication&to&be&private&in&these&
spaces?
How&do&Terms&of&Service&specify&researcher&presence,&anonymity&of&users,&and&
privacy/confidentiality?
To&what&extent&and&in&what&ways&could&research&activities&interfere&with&or&compromise&a&user’s&play&
or&outcomes&in&the&game?&How&should&researchers&juggle&their&own&multiple&roles?
Could&data&be&used&to&identify&a&user’s&physical&location&and&other&sensitive&demographic&
information?&

How&is&protection&of&autonomy&of&participant/author&achieved&through&informed&consent&or&
protection&of&vulnerable&persons?&How&can&researcher&ensure&that&author/participant&understands&
and&agrees&that&content&or&interaction&may&be&used&for&research&purposes?
Is&the&communication&archived&or&easily&searchable&and&retrievable?&Is&the&data&subject&to&open&data&
laws&or&regulations?&How&long&does&the&third&party&provider&or&ISP&preserve&the&data&and&where?
Could&privacy&be&achieved&through&anonymization&of&email&content&and/or&header&information?&

What&are&the&participant/author’s&expectations&of&privacy?&Is&the&data&easily&searchable&and&
retrievable?&Is&the&data&subject&to&open&data&laws&or&regulations?&Does&the&service’s&privacy&policy&
contradict&ethical&principles?
What&measures&safeguard&data&at&the&site&of&data&collection?&How&long&will&the&data&be&stored&on&the&
servers?&Does&this&contradict&the&time&frame&indicated&by&the&researcher&or&institutional&policies?&
What&happens&to&the&data&after&the&researcher&completes&work&on&the&service?&How&are&the&data&
destroyed?
How&will&crossNborder&data&be&handled&if&IP&addresses&are&considered&by&one&country&to&fall&under&
privacy&regulations?&

Types+of+Venues/ContextsTypes+of+Data+collected Commonly+asked+questions+about+ethical+practice

This&chart&provides&a&useful&starting&point&for&internet&researchers&to&consider&ethics.&Convergence&of&technologies&and&capacities&
continues&to&break&down&the&strict&boundaries&between&these&categories.&While&not&intended&to&provide&answers,&it&promotes&
consideration&of&a&range&of&issues&and&questions&that&may&become&relevant&in&the&course&of&any&internet&related&research.

Created&by&Annette&Markham&as&Appendix&1,&AOIR&Guidelines:&
Ethical&Decision&Making&and&Internet&Research&Ethics:&2012.&
Original&document&located&at&http://aoir.org/ethics/
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Production,+presentation,+
performance
• Texts&(e.g.,&authored&texts,&

naturally&occurring&discourse,&
interview&transcripts)

• Images&(presented&or&
produced&by&user&or&
captured&by&researcher)

• Video&(presented&or&
produced&by&user&or&
captured&by&researcher)

• Audio&(presented&or&
produced&by&user&or&
captured&by&researcher)

• User&motions&and&
movements&(any&and&all&
activities&produced&or&
presented&by&user&and/or&
captured&by&researcher)

• Configurations&or&
personalization&of&devices

Interactions,+behaviors,+
transactions+
• Hyperlinks
• Comments&or&

Recommendations
• File&or&Information&

Sharing&(file&or&snippet)
• Forwarding&/Replying
• Interpersonal&

Interactions,&
conversations

• Networks&(e.g.,&maps&
visualizing&
communication&flow&or&
strength&of&relations&
between&persons)

Locations+and+movements
• Physical&locations&(GPS)
• Physical&movements
• Surfing&behaviors

Archived+information+
• Demographic&information
• Bookmark&collections
• Discussion&archives
• Data&banks
• Transaction&logs
• Clickstream&data
• Trace&data

Direct+communication+
(formal&or&informal&
interviews&via&realNtime&
or&asynchronous&text,&
audio,&or&visual)

Special+Interest+Forums
(emailN or&webNbased&
conversations&and&
archives,&e.g.,&threaded&
discussion&forums,&
chatrooms)&

Social+Networking
(e.g.,&LinkedIn,&google+,&
Facebook,&Myspace,&
Flickr,&FourSquare)&

Personal+
spaces/blogs
(e.g.,&homepages,&
blogs,&youtube,&and&
all&forms&of&
multimedia&
presentation)&

AvatarAbased+social+
spaces+,+virtual+worlds,+
and+online+gaming+
spaces
(e.g.,&Second&Life,&SIMs,&
MUDS/MOOS,&
MPORPG)&

Commercial+Web+
Services
(e.g.,&Google,&AOL,&
Yahoo,&Bing,&MSN,&
SurveyMonkey,&Cloud&
Storage)

Databanks/
Repositories+

Where&is&the&data&stored?&How&long&will&the&data&exist&in&the&repository?
What&consent&is&needed&for&subsequent&data&use?
Does&the&remixing/mashing&of&data&enable&identification&of&individual&or&group&identities&or&enable&
any&additional&risks&to&participants?
In&the&case&of&shared&data,&what&conditions&were&placed&on&data&use&by&the&original&researcher,&if&
any?&Regardless&of&conditions,&what&ethical&responsibilities&may&require&consideration&by&later&users?
What&mechanisms&are&in&place&to&ensure&appropriate&data&provenance&and&ownership?
How&will&images/audio&be&effectively&anonymized?&

Could&analysis,&publication,&redistribution,&or&dissemination&of&content&harm&the&subject&in&any&way?
If&the&content&of&a&subject’s&communication&were&to&become&known&beyond&the&confines&of&the&
venue&being&studied&would&harm&likely&result?
Does&the&author/participant&consider&personal&network&of&connections&sensitive&information?
Does&author/participant&consider&the&presentation&of&information&or&venue&to&be&private&or&public?
Do&the&terms&of&service&conflict&with&ethical&principles?
Is&the&author/subject&a&minor?

How&do&the&terms&of&service&articulate&privacy&of&content&and/or&how&it&is&shared&with&3rd&parties?
Does&the&author/participant&consider&personal&network&of&connections&sensitive&information?
How&is&profile&or&location&information&used&or&stored&by&researcher?
Does&author/participant&understand&and&agree&to&interaction&that&may&be&used&for&research&
purposes?
Does&research&purpose&and&design&balance&possible&conflicts&between&participant&and&researcher&
perceptions&of&public/private&and&sensitive/nonsensitive?
Does&the&dissemination&of&findings&protect&confidentiality?&Is&the&data&easily&searchable&and&
retrievable?
If&the&content&of&a&subject’s&communication&was&ever&linked&to&the&person,&would&harm&likely&result?

How&do&terms&of&service&(TOS)&articulate&privacy&of&content&and/or&how&it&is&shared&with&3rd&parties?
Regardless&of&TOS,&what&are&community&or&individual&norms&and/or&expectations&for&privacy?&
Does&the&author/subject&consider&personal&network&of&connections&sensitive&information?
Is&the&data&easily&searchable&and&retrievable?&If&the&content&of&a&subject’s&communication&were&to&
become&known&beyond&the&confines&of&the&venue&being&studied&– would&harm&likely&result?
Is&the&conversation&thread&or&forum&perceived&as&public&or&private&by&the&author(s)/subject(s)?
How&is&profile,&location,&or&other&personally&identifying&information&used&or&stored&by&researcher?&Is&
the&data&easily&searchable&and&retrievable?&
How&is&informed&consent&or&protection&of&privacy&achieved?&How&are&vulnerable&persons&identified&
and&protected?
If&nonNactive&archives&are&used,&how&is&vulnerability&or&harm&defined&and&how&are&potential&or&actual&
subjects&protected?&

Should&these&virtual&worlds&be&considered&“public”?&What&constitutes&“privacy”&in&such&places?&
Should&avatars&be&considered&as&persons&and&afforded&the&same&protections&as&human&subjects?&
Will&the&process&of&requesting&consent&itself&cause&harm?&How&and&when&should&consent&be&sought?&
What&requires&consent?
To&what&extent&do&users&perceive&their&interactions&and&communication&to&be&private&in&these&
spaces?
How&do&Terms&of&Service&specify&researcher&presence,&anonymity&of&users,&and&
privacy/confidentiality?
To&what&extent&and&in&what&ways&could&research&activities&interfere&with&or&compromise&a&user’s&play&
or&outcomes&in&the&game?&How&should&researchers&juggle&their&own&multiple&roles?
Could&data&be&used&to&identify&a&user’s&physical&location&and&other&sensitive&demographic&
information?&

How&is&protection&of&autonomy&of&participant/author&achieved&through&informed&consent&or&
protection&of&vulnerable&persons?&How&can&researcher&ensure&that&author/participant&understands&
and&agrees&that&content&or&interaction&may&be&used&for&research&purposes?
Is&the&communication&archived&or&easily&searchable&and&retrievable?&Is&the&data&subject&to&open&data&
laws&or&regulations?&How&long&does&the&third&party&provider&or&ISP&preserve&the&data&and&where?
Could&privacy&be&achieved&through&anonymization&of&email&content&and/or&header&information?&

What&are&the&participant/author’s&expectations&of&privacy?&Is&the&data&easily&searchable&and&
retrievable?&Is&the&data&subject&to&open&data&laws&or&regulations?&Does&the&service’s&privacy&policy&
contradict&ethical&principles?
What&measures&safeguard&data&at&the&site&of&data&collection?&How&long&will&the&data&be&stored&on&the&
servers?&Does&this&contradict&the&time&frame&indicated&by&the&researcher&or&institutional&policies?&
What&happens&to&the&data&after&the&researcher&completes&work&on&the&service?&How&are&the&data&
destroyed?
How&will&crossNborder&data&be&handled&if&IP&addresses&are&considered&by&one&country&to&fall&under&
privacy&regulations?&
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