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SNMP

imple Network Mlanagement “rotocol

— for all systems in the network
easy code - reduced functionality
easy extendable datamodel

main-application: Fault Management

Designed in the early 1990 - Lifetime up to 1995 until OSI-Mng. is available




Entities of SNMP

Management Information (MIB)

Managed Node (Agent)

Management Station (NMS)

Management Protocol (SNMP)




SNMP Basic Design (1)

Management Application




SNMP Basic Design (2)
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SNMP Basic Design (3)

Management Application x Management Application




Proxy Agent

Management Application

Proxy Agent




Dual Role Entity

Management Application

m Management Application




SNMP Structure

Presentation/Visualisation

Management Application
Protocol Stack / Interface

Managed Object
Managed Object

Protocol Stack / Interface
Instrumentation

Resource




Types of Instrumentation




anagement Information Sase

SMI - Structur of Information - Definition of the Syntax
SMI v1: RFC1155 SMI v2: RFC2578

MIB - Management Information Base - Definition of the Data-Types

Collection of Modules - Standard Modules and Enterprise Modules
MIB-Il: RFC1213, RMON: RFC1757, RMON II: RFC2021, SMON: RFC2613

SNMP - Protocol for exchanging the instances of the Information

SNMPv1: RFC1157, SNMPv2: RFC1901..., SNMPv3: RFC2571...
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Protocol Data Units SNMP v1

1.3.6.1.2.1.1.4.0 get request
M 1-3-6-1-2-1.1.4.0
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get response

get next request
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UDP - Ports

get request

get response

get next request

get response

set request

get response

trap




SNMP Protocol Stack

FTP TELNET TFTP

TCP

IP

ETHERNET




MIB-Il RFC 1213

System 6 TCP
Interface 7 UDP

Address Translation 8 EGB

IP (9 CMOT)

10 Transmission

11 SNMP




Systems Group .1.3.6.1.2.1.1

sysDescr
sysObject ID
sysUpTime
sysContact
sysName
sysLocation

sysServices




Interface Group .1.3.6.1.2.1.2

ifNumber
ifindex

ifDescr

ifType

ifMtu

ifSpeed
ifPhysAddress
ifAdminStatus
ifOperStatus
ifLastChange

IfinOctets
ifinUcastPkts
ifinNUcastPkts
ifinDiscards
ifinErrors

ifiInUnknownProtos

ifOutOctets
ifOutUcastPkts
ifOutNucastPkts
ifOutDiscards
ifOutErrors
ifOutQLen




Inband Management

Management Application

User Network




Outband Management

Management Application
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Agent Agent Agent




Management Platforms

Graphical
Presentation

Data Event Handler Additional Action

Base

Discover Detect Monitoring MIB Variable
Process Trap and Compare to Threshold

SNMP Interface
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