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QVR

Conclurion

usesh by Sah'c&{e\oi(i tyQacle-

inlespieded, o pleabiolols [ popaiionad ey

Peoof sy is in compleke , b Can e entaules! (=l) bt ot erived +

Freool Sy is onsi%neol i

Pra Pr =R

)

redocio  ad alosidom -

Py PrR Q+R

CQJ:&Q\Q%S: =

Axioms (iafi«wca wilboyt pre,mf.&seo)
vsed  in

Peono  QF lwl VYTQL('C

arwufs

(ﬂo {eews Rual are in xope of guanhﬁ'ers wn ke repbacgd!)

1P

B T o

wu't be enbmileed (A) ok SHeived (“)

dle&Uc\-ion W rem .

conclusion

» For instance, for arbitrary formulas P, Q, R:

——P P [P Q PAQ PAQ P

P =P PAQ P QAP  PvVQ
PVvQ —-PVR P& Q Q P=@ Q=P
QVR & P& Q
PR
—_—
'P-J;Q
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C\naplef T Homre_ LOFC'

-~ sofmhﬁj reefon  about  oSserbions lwl.dilj o Proguoam ([n%/\mﬂ inhrpw_mh'onl mwm'r\%)

Haare '“T_(Dxfd'. inlhm of  endoms

0uc efaumaut  Precoudifiou- dalemeut ~ Posbeondidon  {P] C {Q}
Trauglole program to TOL 2 reovon i 'P(x.,.--)/\ Clxoye 3y -) = Qg )

— not  shongeat posible ovkcome

DASIC RwLes

“Yip ' pude : Conditon holds  ofleswards W

“assxsma&' Pl @ (revesseot: Stockicg il Post Gondlion — What munt e sakisfied) {Q[e/x]jx ==E{ Q}

R shley sonedbing diwt cotcome = Jame Wing for € 0 P/Q = Q wit holol

Dot bind R worickles in #e expreamon Gehd i on vaiabl & guoutiied.
“composln rute : Witk Fuo  hoare. riples ano\ Trecondklion friple A = Postcondltion Hple 2 '(;::;e_) lose  Hogelte

“condbenad " ruls : ohly  lnar execubion, rensoning  aloour lorandes  inolivioluolly ; P,0 mut e perket makd!
replace precodlifons | e ofter precon is Shoegy

weolsm Fﬁwndn‘hfnn) shengtliey, post condlition
“Consepuemce * ruly: Q)\ubining ToL wik. Hoore Skmblgmﬂ Pﬂ’--cmdiwon /wwlw P&"ax\dilfm

Q>Q  lgicol seas e ® Q' oredy

alwows reQui §
U yludle |afs ' rde : Stdlevent oloesn'l g PP holds w\rwaluﬁ' loop (fodolive invosiaut)

Wik all wles we cou ypulorkico@y  &od L valwer (exapt inducive invariquts)

C.homlﬂ\%e tl::'nol He indockive  invasiant

/\“exaw\&n, Sheam  xx — 0:94:00 {P} G {O} 7 {Q} G {R}
Zhdck" ﬁ‘"wbﬂ common  dlivisor {P[E/X]} x:=E {P} {P} C1 ; C2 {R}
3rd ex: foclids aﬂforilﬂm prool oy CQSP-SFUV {BA P} Ci {Q} {-BAP} C {Q}

{P} if Bthen C; else C, {Q}

P—P {P}C{Q} Q—Q
{P}c{a}

not ')OSSlbl(‘_ o OA\'OmGlQ -Fndua a [81? worauk { } { }
s : PAB} C{P
“rrepies iobion do Bedl ik {P} while Bdo C {-~B A P} loops
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C\f\apkt §: Banded 9(0&6( Chedur\g

havd. Lo 6\[1\1&9-81'19_ invariank — igrore. em yrestrick do oltwr cules (qet wol of loop) reploce (oops wib ITE
T bog g‘.m“ns nob P“"’&“S prgramim  comeck. (Revpomse. dime £ Limiked memory  ressoorce)

skﬂ‘l%w Hion SYWLQ,.,[;;(_ execokton (mtm- Han  one palkt et Y same Hiod)

fPrg;!im\& Tmmgxme,r S‘hon%p,,‘\' F.-uﬁmk, Queve — Pealconoliton  holds (wmlum Tost eondiion ~ holds) 38"‘*— Lo
%%gb¥ post - enolitdon : (mo quankifier neecled ?) = new voriable memorieing  Listey
YP% S,LMHQ'} 2 SP(SPMH'P) =>Ql doesn't  have {0 Wid a?kr (anb7 ﬁ.rold mfuu)
—_—
holds
can't VU{, gai ol of ?uahﬁﬁ'cr
=4 > Sople Huaory o
(e P) & 8 (= e [Z]) 4 P L s e (o s
- ‘FO‘ GSsi%v\mm‘ Sp (x:i=e Ax=el=])A ’x_']
ofel .
. for asserkon Sp aucrL(R)l'P) = PaR reshicing fea  stdes & aserlion  if P/R incomisker = 5p & folie
(no reeidble Stale)

- for ke;eukaﬂ eecation  SP (s}ml',“ Stmt, l?) o g (S'l-ml-,_, SP(5M1~“P))

me tpig ite olosen! hold

. }
\for condiHonals .SF(I-‘F B fhen ( ebe C ,?) gk SP(C,,BAP) VSP(CzlﬂéA?> ikrprt o sef ol slely reachable
(vnipn of set- of stales)

pol  wise unwino!fns > mel X (omor wooldl gov n  wik palles ™)
(eops : 't easily compok shongesh  poskeondibion (= rendelos st of sholes > jndickie inveriaut ) = woul(d proof "vn‘n& dncomect
walin o
S PR )/
=> only ol wila .@‘Xe.ol fumber of (oo ilerlien
£ ?E“g;QL stale stfgmmeu_l- Poran

onwined [;oq; bodien and merg n'nob'm'duuma_

¥oL

Unwindia% oxertipn:  provids  bourd n N\ it Pa1B is seb> EmMer
Guupie  Lhenges) Pt conelifion

CBMC - Tulorial boondls- chiecte | mon  deferminthe (relom wlis = orloitary) vy lling  codol  hopren

Non Cﬂ?)lxwﬁl\is\\'c. . oo, POMAD are edwd "G%\- hwornentht mﬂb ;,.J-{o-a und- let. ,Paruwe(?us non d«i}

roudomntrs, . Cerhain ‘aro\aa\oili\-({ p:r 2al, r:aU’z\ —"(lﬂm,h'o-\ Shbs - mof-‘lﬂﬂiﬂb F.:wbmo ?or Drvﬂk"qc a7;€mm)
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C\napler 9. JAT- Solvers

sbliicg toatwenn  aporlons £ Logic (detn'binj beviouc )
SAT -
Voxlean sabifyauilily (antol podan =15 exprasion sohifyalls 3 is it dne)  “exisleuce of assignmest”
o contains  Ulcads (voriabls) and  closes (Omdud"ons ot (iterols)
O NP cowplale  (reduclion o SAT)

{'l'm o we SAT i l@riF’c.aHOn proca»? “Are e inhiad wolver Yot vidlde 400 SPG.Ch
L;UnSAT'- Roe ate No  wlves

Softwoe bonded motlel dodig: Bg opreas in fink n sk n Seps o bomla N 2 reguied properly in fomula A
(F n= A sAT A is pot violeled £ no bus;,[)

(if =K & sAr = Bog
Tot oote geaerobion for it oncaknale C' ik C i (Comct) is SAT = [ofh
T&hﬂg n 50?"%2 encode i looologm ﬁ)ﬂmlﬂ & bh‘lC Fﬂf L"%- c"“J‘"@

borduore s funeiondly cavedt| epuvalowce & Yot case g

= il r ick
Neprittmic  agpects of AT Douse = possiblily for - conf

Noive : (ml case) '{ry ewsy Pl e}choho.k'ou (Dc ’lorgnm & DI'Sh‘f\a)va}'y)
no\' naive: CNF ((Dn\)u'd‘\w- M[ Tom-)
Hranform Yo CNF (convenient  set Wh\io«) — e douwe i sdeser conteinig Ubols

Tsei“n ‘i’mv\s@nmro.kbn Toper SUb 'p:r‘muba “ new uon'ahk, Dowses mPhﬂn@ relobony loehwesn  new wor + o vu-)

( 0 lor as iapt
DPLL aloorilm : scord oleonilluw for  SAT o .
let rec DPLL(A) =
let (A, L) = unit-propagation(A) in get Sl"ﬁ\’[‘f(‘dkm"“z
km[mh COIE"’@II' [1o] \'D; SimpU Luause, if A'=0 then if B similer fomda is sy cec S s
P F)%Q ' lmP g" return L rexobed fomudor fve e s SAT assiguwent
else if 0 € A’ then (Qu tek is Wr-‘y)
. . . return unsat
uUnit propaaﬂhm : élmph& .F'ormvlors else )
let a be some literal in A’ in p¢ oA uh-m—"-
O let Lr = DPLL(A'2) in @2 W algorlann willt %

. \ . g (Lt sioke)
. if Ly # unsat then
notion  Qouwne. Garing: seord. bele wll. e olporilen, roren o
else
Fleycy\" borll\'raddf\g let Lp = DPLL(A|-a) in o wight 3ol of tex

if Lf # unsat then
return LpULU{-a} sAT
else
return unsat
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smt .. sobiskiokilly modolo Moonts  (TOLt new Yheoriey - epualily lopic, vninlrpreked  frekow , Uneor  ariltmebe
eguobilion [inegualibien  posslbie  preclicales  posibk | finckion  possible . voriohes con ke wore Hhan  inkgus
Theories
equolily logic: reason abwk  SAT wibiet Gnowing e domain (= dont e for cotpat)
eqwﬂdy logic  with mi*tr‘wiea’ ,gad-ions: voxidoles afe  voriauls
Uneor arifhmelic - arilbmekic {nkrpelabions = orihls ar  nombes
quoral orlbmebic.  fomdars | Soumres -
bt veclors: it in C replaced wilk bilo

qwuh‘ﬁtexs-. V,l,a.k. SAT s abar exskaciol Quauh'ﬁ'ets

exawple: osserbions  will smt

int n = input(); . . b
int x = input(); P"”% with lDOP nvor 1an
® precondikon (before (cop) inplies 129 invariqut
int m = n; invorigut Loldls &fo& loop
int y = x;
int z = 0; @ R .
loop Horakion
assume(n >= 0); — copy Og invoriaud Jkl/( Thckian
/* loop invariant: B fm soliskis Lwr IW;MM“S [QJP coudikon wor»  drve
m* x ==z +n *xy */ ® it holds for A llxador i “O%incbomefyfor[ﬂmol&mg

while (n > 0) {

if (n % 2) { ) . .
, z += y; brm\tfﬁ-\'ﬂ%- *ermmlug kecoue W s oodkn% smlb> h/ ey S\e(:
yo*= 25
n /= 2;
}
assert (z == m * x); awtomaic Wl«\& npesidels s problemalic

not pcsS(b(l. in AT be of Jficed bil size ) iie no  precision \cl‘rd — recson  oloovt ari!&weh'cl ose  Specifics

f code ras on  fixed size =00 werificakion for qereral aribimelic

exawp e o  smr (cvided  Absiackton  Rifivemen b)
Spuriows kehavior:  milht ot iofioke  execution (eools o Sporiovs Palﬂs

Abstraction refinement CE feasible: bug
using SMT -

CE spurious:
sounterexample
P refined abstraction
Model Checking ~ |-—22"ect

46054



simpe decision proceduer Yo we to reaon About form. las
equalily logic : lp%«mp tnneckives  aboms, fems | olomain
how +o  SAT
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2y odd  Cashains

3 coddt  SAT vl merg(ng ((‘P— R art hwo e,euivaﬂwf oty wilh 0%l vthwn onsab)

equalily togic with uninlerprebed  fonckions  loggcal - onneckives | aboms, deems | olomain

o Proggowms Witk d.iﬁu-e.& domaing  Ore Q,Quivo.ﬂ.uml'

USinB olher axioms (be&au — o gt ‘o“ﬁ%”l')
bele. Teducing o eguality opic  (itplace fockions oy vovieten, caphue  feckiinal conuileucy

Aril&mv)«(c_ Govssian  elimiookion 2 SAT .[lo.- Lormilas! (Sorm:“mba a‘mrfu willh  lrancd & loaml)

Sommo.mf

SAT is osful for idlegurs £ smal)  aumlars
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Oud lor  dubovaed, wiicaln | nlanshiag dpjes ( pogmm io b formaa) ’%"f@%%ﬁﬁ% "
way do deocrile  prgans sysbie o mellemalicol Wuings in  ondr Y0 reston abot JRuom!

Dis?&m( pogews  as %m?\l\b (-LQAL more  +raes Lo moe  loranches')

Noded C&m&ing 0 o avhhel

(s _ducsighon]

GoAL: Sygenedoxcriphon o ek
Gredon e Lnighe e sobishion property

u:iP(u. Swcue e.npwaQ e

Hodel (Qacier \npok: Grighe  Shoue

> R=( sholen  inkial sices, Hrausiton rebaibn, alonc popoxitn , lokeing)

L)) molQm.ma\‘ica& Prddn_m \ he d@Q shdwes

D) con'\FIIUnS o Lur(‘falu. shuclue ¢ stele E_k[a(.oa:on

Hedel (Qodiw npok: Speciostions

Dencstoe  dosired popertes  ©f  Leipke S e e (dmriPe \°‘°Perkl of ompotedion trea —7 (omp Hrea lopic)

VesficoMon  Process :
@® moddig phase:  medd  ysom wilh compiler - Sl ede (simbakon) ~ fomaliee propery to be checdad (in temp. lepic)
@ roming pPhase: M1 podil Qede  t0 Qo validiyy
) auslipis phase:  sabished® =~ e next aradsze  covler og, Wfint muﬁﬂ{&m‘ﬂu]fmruk, , repeat ®

OUT_ OF _ MEMORY : Reshee modkl | +ry again



Kriphe Stroclores (Sk{b\mh doscriplion — how prograw s evaLvrra,)

rep-em\ o&{mmic behavior oP oo qul!m- (\ﬂbbﬁﬂl‘* 4ramsition Sﬁbw’ (ohboeled 5mr>k)

fe b M= (5,5, R, AP, L)

S ... faile ek of stoles

So .. intHol Shde : So€ S

R .. drmikion Rugekim: RESxs wilh Vs3¢: (55)eR
AP .. set of alomic propositens

L ... Labed : sobset of alomec proposibins  L: S —2A7

repesenitd a5 graph (node.s = readiale_  Syslew stoles | w%b)= sleke  fronsitias)

in e node: sgb o alomic [Dm‘:o&il{ms Lye 27 it hdd on seS

Poll: infiile sepueme of stoks =S 51 Sl e} for PO (si,s,-HGR)

Tale s .8, 53,5 WO 5s 8y,
it is posbe o conshuct infinie  palt  dhrovgh Ueiphe Shct.

Modds of  dynamic  Syslers

Ige=4 k= AG

C {ae CNT C (RQ A

btar&ir\% s possive’

T"""'P“‘Q (Pg\'c: How do expen  (estein gopukg,T

— exlension »  proporticoad lopic + O\X’Xﬁb" reforing do \ehowiox of Syshs  owme e

Models contoin SeveroQ stoles

fomion can e dne|fome in wdain Sk ( dymawic adéen of i)

moddls = leciphe Shuckos [ Hramsibion sysins
properies = formedars  {n bmpenal  Lopic
Corecdines
L, Coau e speufed: CRSL m&d\ﬁw

Liveness

(no ceadleder  per olefibitix)
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CDM‘U\"RO“ /“% CTL

Doo>  CT Prom demporald Gpc  mak C from  Uripka Sruckee

CTL": (ompuiskonod Trea lopic (invenled alir CTL)
Mr@ done (E?b: (re“e,ekblk/ Qm“ﬁrq)

Pl

g Sudr o nfule dree (voot < Tnitiad shde)

Kripke structure,
models system

: \‘/_. ( /51\\
) @)

|

CRED

o

A1l If pe AP, thenpisa CTL* formula.

A2 If ¢ isaCTL* formula, then ~¢, Ap,E@, X ¢,Fp,and G ¢ are CTL*

formulas.

€ g & wbihay OLT fomula ) Ag, Eq
ey e sk fornudas w]q/\tg[cfvtf ar skle foondos

A3 If ¢ and ¢ are CTL* formulas, then ¢ A, ¢ Vap,and ¢ Urp are CTL*

formulas.

Scm anch:

F modeling reldion i indhebivedy oves s fotmoln  Shrockue

Hsky holds ot s
Mk g hdds of ™

Pom- Quan\;?{us and Wfﬂoﬂ q:em_los ot in peirs

B1 If p € AP,thenpisa CTL formula.

B2 If g isa CTL formula, then =, AX ¢, EX ¢, AF ¢, EF ¢, AG ¢, and EG ¢

are CTL formulas.

B3 If ¢ and v are CTL formulas, then ¢ A, ¢ V4, E[p Up], and Alp U]

are CTL formulas.

13&sing (.0% on st EXEG, eV
AXyp =-EX-p
EF ¢ = E[TrueU ¢]
AGy =-EF-¢
-~ AFp =-EG-p

Alp U] = ~E[~ U(~p A )] A~EG )

(5) M,s = EXp

(6) M;s =EGy

Stake  formies

(1) M;skEp

(2) M,s= -y

(3) M;skE 1V,
(4) M,sk= @1 Ay
(5) M,s = Ev)

{30 A A

(6) M,s|= A

0

PQLQA I:onvnul/as

Mo
M, =)
9) MrmEyY,VY,

(7

(

(

(10) M, =21 A,
(

(

(

)

8)
)

11) M, 7t = X1

12) M, 7t = Fa

13)

(14) M, 7 = 91U,

& there exists a state t such that R(s, t) and
M.tk

& there exists a path r starting at s such that
foralli=O,M, ' |= ¢

(7) M,s|=E[p1Ugp,] < thereexists apath m starting at s and there

existsak > Osuch thatM, 7* = ¢, and
forall0<j < kM, = ¢

This definitions together with the following definition of |~ over M are
equivalent to to the semantics derived from CTL*.
(8) My & forallseSp,Msk

A A A A

[ayid
Q"‘“He‘.m only albovt  browdiy A (=V) / A‘: & E (3) /Ecq
‘k**fofml opesdos fomporsl  evolukion Xq :oext Hime g "F&{ : evenlolly | in e Rlue G‘e : alumqslak.oboty ? Ug ¢ bty
Mﬂﬂ'ﬁmlﬂs
AGEF  AG.. on al pollc comeMuip haals foreiwrs aliays holots
Fo.. infinl
a oy ofitn Slale \(’,r,wh. . inkipend  owr Skaley
(bodean  proposition, demp
forndo wikts  polls quanifies
mw\ (ormu(A'. ;n'ﬂtpbek-d ouer FQ’(&J;
&Ihhx : ig ge AV = slale formotlon

stak  formule

p € L(s),forpe AP Qo NS
M,slE ¢ g - ‘bedlA
M,sEpiorM,sk= @,

M,sE prand M, s = ¢,

there is a path 7 starting at state s such that

M
for every path 7 starting at state s we have

My

sis the first state on path tand M, s = ¢
M, 7 &

M EYiorM w1y,

M, tEYqandM, T =y,

Mt =y

there exists a k > O such that M, 7t |= )
foralli>0,M, i =1

there exists a k > O such that M, 7% |= 4,
andforall0 <j< kM, =1,



AC_rLf 4 Ackion an«‘n\\’m Y lD?'r_ Ml'g +iore. (‘?C (repM Qoqu_\qﬂ',,p
Jdo(o?ic of OL | whee only A% s oMowed as Pn‘& QU&U\FF’O&H@W

A ACTLY Joomdes ae in NNF
Syhtoux :
J e p e AP, Hen p onol §F are ACTLY formulas
o (£ ¢ s an  ACTL” lomwle | {&en A'vf,lelef(GH{ e ACTL 'ﬁ"’m‘ns'
o) & 4 and Qe A-crl,*ge,mm S ¢ Ay /‘PV‘t’ /‘PO‘{’ are Acrc¥ P""V‘”'”s

A-CTL Syntex: (ACT'L =L + I’CTL‘)

e pc AP, ten p avd § awe ASTL fomudes
o (B g IS an ALY lorvule | {2 A-qu |AF\PIAGIL{ are  ACTL #nmbus.
o) (& ¢ and ¢ aw ACTL M fomwdas , Waae @ AW [@vy [ A [_‘.PO(()IQPC AL Pomules

LTL: Unear Time logc < Gear Yo (gpic (;‘m%h nivecsal pall  quantifies)
Synlex:
It peAP lean pis o LTLfomule, Seonkics :  Gwireol flom CTLT
Fpis anlTl romu’/nlfh,. qlx?'ﬂ, IQ.‘, ae LTL Fomdas

MEg = HEAq
Be ad § ae UL formtdes; ha 49/ 9vp [ pUs aue LTL formbas

“p is true now”

“@ istruein the neXt state”
M, =X —>(:)—> —>( > —( —( —

“¢ will be true in the Future”
M,t=Fo —( —( —( — —>@—> —>

“¢ will be Globally true in the future”

mrese  @—@—@—0—0—-0—0—

“¢ will hold true Until ¢y becomes true”

Moty @—@—@—@— OO0

The  moolel Checling  ProwleM :

L B | el a lbriphe shebue opnd a propecty {n temporol (opic, | waet do P @l Slala s
so st N S ':(e !

|
o bt to sle o Frola(em’ Dede  whele  inital sldles ot o subsek sf. e Ssleles fo0t SQL.'S@( feds  formala "

SO(-IA{On B

Theorem : R time wwplexily of CTL modal Duachiingis Uraor in L. size. of @a. Specifcakion and iow 4eaisikon s Slews

erfiemlion: based o syslemekicodty oualyeing Hrougion sqshun

LrRmh'w_: dafermined by aomir of Skelen -
exporentioR  growie

'?wamw\ ﬁmf’\‘ l‘apw\(ﬂcm inhade many slotes (N")
afo: sypooli modlal d&nd?u&
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Cha‘)\er L1 Symbolic  Modlel &,p_ccdog

rifiglion ‘vr syw dwones  cicasts

Wrighe S to lopie  formule

0) Q krawsiHons Slﬂrh'y wik So
R(a,b, e k') = (arb A 2 AB) v (a/l\o AT ALYV (BAabarala B

— pre(f) 3db'. R(a,b,d,b') N f(d.b)
9) EK “"‘lb) g r[alb\ i e {s: ae LCS) A ‘01 L(s).} (R(a, b, false, false) A f(false, false)) v

stales a, b, false, true) A f(false, true)) v

(R(
f.(,,";:!:ﬁ\;lt:’n\ Pn(ﬁ (n(b)) =34 . 'R(q‘bl a.'l B A ,“Q'I(o\) /7 Egga b, true, false) A f(true, false)) v

R Sl a, b, true, true) A f(true, true))

shales
H‘s EEX f(,al\p)
s=pel®) i oy ip M sk Exflab)

let rec fixed-point (f) =
if pre(f) <> f then
f

g) Comdne o frmole ongt sk SAT (\ms fo stop ~frxed point i rm:&m\) else

fixed-point (pre(f)V f)

= Efency raded il OBOD:

SMV Tool  Symieckic Mookt Veifeer
AAAAAAAA

(n“w chorockwrivtics Foirness conshaink : 'I'n.ze, mfuukplf O?LQM
S doxriphon of (g)synchronoos Syt
assign = new sl vourialde | invoriant
difine: macro  lobinition | Simple expewions | with BED
> modulri sied | iergchial  dosesiphon

modube ; instoubialed Biobl dorriphons, modils maio | SCOPhY, passed. oy refrewee  ComtBin foirasr and specs
indlividn?  fnde  shele mounoen

&{ncﬂrmow\ com porition :  pasaliet
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