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Lecture 5.03.20

Chapter 1 : A bug 's life

What is a bug ? A flau in a system that resulls in unintended behaviour

Minds of Bugs

arithmetic bug overflow
,
division by 0 , precision / conversion errors

Logic bug infinite Loops , off - by - one

resource bug null pointer deref , uninitialised variables
, wrong data type . . .

multi - threading bugs deeddlak , liuelochfstoruation , race condition
, atomicityviohetion

Syntax (semantic bugs wrong operators Isemonhis

inkrheüng bug incorrect API wage,/protocol implementation Ihondeling . . .

Performance ltiming bugs Computational compkxity ,
random memory access

teamwork.mg/derebpememtbugswpy&pasteerros , Wrong source code
, . . .

Populär Bugs

Bohrbug - simple The bug
" eudues

"

through a Snowball system .

Heisenberg - isntt there 1) programmes makes faule faul. _mislahe in coding

Schrödinbug - olisappiers 2) Janet vescells in einer Error - incorrect stehe

Mendehbug - ehaotic 3) error resulls in system failure Failure -

devietionfron
desireel
behavior

Focus your
altention on

→ careful programming (Use Comments)

2) semaulics & syntax Programmier , compiler , CPU reed to apree on semantic

3) titting testuases (not induclire !)
↳
Standards offen in Bodens Naur Form

4) use ehssertion statements

5) Kiss ueep it simple and Stupid

parallel programming bads to Cross - compiling !

eg: MISRA Standard



Lecture 10.03.20

Chapter 2 : Assertions
Definition : not executud

, just tells programmes what to hold

Content : one (are more) relations as eeualities.ineqalih.es , .. . evaluate to True or false
,
no side effects

don't guarantee correctnes

How
do
we

proof
Partia Specification (no Complete programm desorption) invariantes

?

Assertions with sideeffeds - bad ideen Design by contract

→ pre condition
doesnt

preolpostconditeon represeut contract nochIncrement : essertfttvalue)
no Postconditioa hotels

Allocation : assertlp-fhar-tgmakocf5.si?eof(charD) Galler esheblishes precondition
no double cheung

Function well : assertffwrile (Str , 1 , sizeoflstr) , fp) )
allee guarantees post - condition

History variables : no side effect on contre flow / data How

Only use assertiom if you can amtrak whetho they hold or not .

Java : Illegal ArgumentExeption ,
NellPointer Exeption , Illegal StateExeption Go thrones chaux! )

Gt : domain error
,
invalid argument , bngth error

,
out of range

allow

Pre condition-f→ post condition
Strength" precondition : feiner staus

Weiden postcondition : more states

Invariant assertion : express ident of programmen

÷: ::*:::::::::: . . . . :::::::
not useful for conarrentprognaus

Inaktive Invariant assertion :

°
n is number of Coop iteration

° hotels in euery Loop iteration

• if it hotels for one
,
it hdds for all



Stream 21.03.19

Chapter 3 : Testing
"
Beware of bug in the above code

,
I have only proud it correct

,
not fried it .

"

→ Proof are never 100% fod proof ! ( confidence by Testing again and again . . )

Empirie Falsifiaetion :

→
needs to be put to test !

Trink of hypothese's as falsifyabk ! (otherwise it is useless → just wnfirm theory )

eg : All swans are while → no also black swans (good theory )

proofs rely an abstraction and assumption (eg test with IN → bitfactors believe different ! )

not falsifyabk specs :
" Software shall be fast

"
→

very subjective (bad specs)

assertions arefalsifyabk through counterexample (good specs )
HOW llrify ? → inverse confidence

Systematic Testing specify the expeched output ! ( input + expected output is needed )

eg Triangle Testing (eauilakral , isosceles ,
seidene ) → Blackbox testing

Testing .
.
.

analyse subset
,
GOAL : Bugfinding (Person implementiert Person testing ! )

What is Testing : intent to find errors
,
no proof of correctness ! test cases :(scenarios ) : in & out

who should fest : impu.ci/yfesngduri.gwriting,,debugy,biased,d testsuit.co/,eaionoffest
What to lest for : expeded ,

valid behavioral not expected inputs eg to high temperatur test run : execution of lest case

Where to Wan for bugs : heuristic (more bugs in some area)
,
sedions that orange offen , high wmpkxity (cyclomaticwmpkxity)

When to shop : Coverage Criteria never 100% done

Validation vs Verifikation : Are we buildings the right system ? vs Are we buihding -the system right ?

Waterford model to r - model

-



Unit Testing : coole at code

formal : error checkliste ( interface errors
,
110 errors

, lomporisions , Gntroll flow bugs , oritmetic bugs . . . )

lightweight : pair programming
Libraries !

Dunning test cases : fun overnight ) manually , tod assistance
,
automated

White box testing → Loon into it
,
come up

with testueses

black box testing → triangle

-

eeuiualeuce partitioning : many inputs are going to rescue in some output

1) Identity eeuivaleuce classes ( valid & invalid) → cover as many as possible

-

not always coresponding
2) Define test cases

eg : Passward rotes

→ boundary testing :

- pich boundary nahes (elements diese to boundaries of @quiraleuce chess)

-

writingtestcases : use essertiors (but if 1 fails → everything ehe not execuled )

eg : floating point eg : passwords

eg:
Balanced Binary Search Free (Ak - Tra)

signature : Heft haight - right heightl > 1

equivalence classes : derivig by elements etc (not dlways invahid classes !) , rotating trees ,
. . .

boundary testing : Concrete examples

Random Testing: inferior , hard to genervte walid input ,
finds simple bugs quichly !

Important
:

specify your testaases

enumercale Covered eeuivalence classes

Cover Output equivalence classes

equivcdleuce chasses can overLap



Stream : 26.03.19

Critical systems → high redundancy Process oriented

Chapter 4 : Coverage Criteria
test invalideqviuabuce dasses individuelle !

abstraktion from testing ,
social construct ( no Criterion that -there are no more bugs)

blackboxtesting: ecceptance testing , system testing → automaten : gcov ( contains coverage info )

Coverage Criteria : Whitebox testing
What is enough ? : Not every input can be covered !

Visit au possible states ? → too
many sij.IT?eacomgo!Yea:rs!eivesfüreinander→ abstraction of the programm heap : Memory that can be allocalud

→ common criteria on what sufficieutly tested means ( wnfidence & certification ) → neuer Code at made and thinh of lest cases !

" achieving coverage is not
a good itself (not Wok for testaeses with highest coverage ! )

• ) general criteria : contrdflow (structure of Programm) , dezafeow (when are assigumeutsto variables achallyused), mutation . . .

① CONTROLFLOW

a) Patch Coverage : Palle can be seeu as aeuivaeeuce chess → Loops unt be teskd by palle ( n Iteration → 2" paths )

b) Statement Coverage : every statement at least once (overlap of eqüvalence chasses) → stop after 1 testcase (not ex all outcomes ! )

↳ branch coverage : very brauch > Statement cowofe litten ehe → bietet

} not always the some ! → definition of
'

brauch
'

d) decision courage : every boden decision (all decision Covered without testing)

Battle of definitions:-
"

decision
"

'

branch
' /

a)
"

ex pression with sideeffeds
"

a) onettwo statements sekcled for execution
b) boolean expressive

b) execule each outcome
,

→ unconditional brauches (goto) , - '

'

- [
fall throughs (switch , boah) - I

function calls branch coverage > desicion Coverage (if decision = bodeans only )

desicion courage > branch coverage ( if branch doesn't in duale unconditionaljumps)

no boollehns
^

e) Condition coverage : exercise very sub - expressionlatom / condition - out come $ decision coverage

f) Condition (decision Garage : still not all brauchen exeatud

hyydified
g) AC/DC : every Condition outcome most affect the decision outcome independently

h) multiple conditional Coverage : over all possible combination s

eg :

§ every point is visited

ö

¥ every conditiondl Statement tahes all possible outcomes

¥ ÷: :: ::: :*: :*:::
"

::::: . . .
e.very non- anstaut condition in a bodean expressive has to effect outcomes independent



② DATAFLOW

Wahres propagete through : definition → use → def - use chain

assign value → Value is read → new value assigned etc

- flow into bodeen expressives in conditional statements (p - use (x) ) while I )

i = ixt

- flow into variables used to olefine other valens (c - uselxs )
→
Set of all potential predicale wahres that are

reach able (def influence the use)

- notation defcx) ; p - uselx) ; c- uselx) ; dpull , x ) ; den( lit )
↳ × is ✓seid to compuk neu nahe in assignment statement

- def - clear : no loop ikreles twice

Criteria : For each def of x and for every LE deflx)
,
the test suit traversen

.

Wenn

all defs : all definitions are used (dpuk.edu den ( l , x ))

Computationalcases : all comp uses affeded by each def are exewtud I E denk, x
) ( i

| "" "" " " " """" """ " "" " " """ " ' "" ""

" "" "
" """ "" "

I
all c uses / some p user : all dels & affect camp then there camps are exeated dealt , x ) & dculhx) # 0 ⇒ dpulhx)

only predicates are used !
all pures ) some c uses : all dels & affect desicions then there des are exewtud dpa (4) & dpa (l , x ) # 0 ⇒ dealt , x )

÷ : ::÷ ::: :: ::.. . .
→ Data flow criteria show dependencies between variables

→ Set all pairs can be aprox by static analysis

allways give reason why den/ . . . can
' t be achieued

③ MUTATION TESTING

test testsuit through built in bugs (aha prg Mutation)

each mutant should be Caught by a testweise

Obst.

weak- mutation testing : repvires triggernd faule → error equivalent mutant :( Modification in prograuu

Strong - mutation testing : requires programm failure doesn't lange it ) , Based on hypothesis

Fuzzing : Muheting the input data (cheung the robustere) fault injection



Stream von 28.03.19

Chapter 5 : Test Lese Generation

testing is a manual process → can we automat that ?

derive results from Implementation not from specification !

neuer generale exclusively from the programm

derive test cases from a model (more abstract Level
,
not necessarily exeoutebu

,
easier to understand)

more abstract that c ICH . . .

Gmmon modelling Languages : UML ( Structure & architecture) ,
0cL ( expressiven with prelpost conditions) , Matlablsimdinh ( Automotive industry )

Abstract with UML

derive abstract testaeses

feasability : concrete lesteo.se?

no prahlt out come?

Des

Coverage goarantee not give !

less abstract with Simulink : 1

Saturation wls of unnecessory teures Computer -
\ tn-tn, -1

Buffer
alles coole generation

derive expected output is possible

→ used for prototyping

Never ever

- extra lest cases from the implementation (at least a specification )

-

apply testcases from a model to generated code

- het coverage criteria desire your test aese generation

fest aese generation

Model - based - testing : decoupk TÖG from specification
most general mecfgenisn

Inputs that can make the system crash : buffer oveflows , division by zero ,
invalid pointer Heraeus , assertion violetions



assertion vioketion :

expressive erobertes to false (dephds on wahres
, heaps . . . )

Fail an Assertion : find suiteble
,
reachebk state

satisfyable : an valvation exists that makes it true

vnsatisfyable : no valuation exists that makes it true

no assignment makes it

decision procedere aka SMT (Satisfiebility Modulo Theory Lisp

→ Witness for satisfiability ( if it work )

2- 3 - SMT Programm Crash course :

what we can do :

• variable nad to be dechereal and typed (variable are constfnullaray functions)

bit vector implementation eg pi , eg
i

° Add assertions over dechared variables

• check satisfiebility
" Sat

" / negate assertion→ find proprauustete that is reahabk

• ask for a model

Symbolic execution
symbolic vorher : placeholder

^) perform symbolic peter execution concrete uabves : real wahres we know from bitvectors . . .

2) ask smt sauer et any essertion if violahed

Kunming programm
→ Symbolic valens → ask SMT sauer if predictiou is satisfied

→ with conditions :
all conditions most be satisfied

Reach abiüty free ( feasabk & infeasabk brauches )

Scaleebility 1) conslraint saving

2) Peter explosion → the deeper we explore , the Large it gets
→ Solution : Search heuristics

BFS : explorer all paths with k
,
before going to htt ⇒ Short pöths .

DFS : follow the path to the end (& backten)⇒ Memory effizient

(Best -First Search ) Coverage based : dose to www.ed instruction
,
davor really visiled new Ones path

Random Selection : higher probability to short patent so starvation)
-

KLEE Select Combination of BFS
,
DFS

,
. . .

Always possible : Eliminale redundant paths ! , menge paths ( bounded model cheching ) Too§§
TCG also used to check Contract / Oracle (ineffizient es specs , optimized as implementation)



Stream von 02.04.19 .

(Chapter 5. 1) Exampks for Bugs , Assertions , . . .

Heartbkad bug : length neuer chechad

Assertions as formal spec : wrile a failing assertion - can
' t use assertion as Oracle!

Euclid 's Algorithmen : ggf

Data Flow Based coverage Metrics → Sometimes not 100% coverage (set testing goals)

If you don't frust testing -

proue the programm wrrect

with assertions ( in concvrrent ennionment problemalically )

with invariantes

Byte swapping trick (using XOR instand of 3rd helpd variable

Strengthen precondition

Assertions & Conarrency : Lochs are used to prevent simultan eouslwnar.eu/aaess to Critical regions

→ Dead tales can be spec . using assertions (happening bc acquired in wrong oder

make assertion fail when there is a deadhoch ! ( realise with flags)



Stream von 09.04.2019

Chapter 6 : Propositional and First Oder logic (Formal Languages)
Now we are going to use formal kaguoges to speüfy semantic

ii÷:. ÷:*:::c: ÷:
"

•[in ] = b. litt] Not defined ! undefined = compiler - dependeut

First - Oder - Logic (FOL . Prädikatenlogik )

① Propositional logic

Syntax : generales everything inductively , formulars can be built rearsively from syntax ,
can be parsed reausively , Specs the Structure

-formula : = formula n formular | formula v formula | formular ⇒ formula I formula ⇒ formula Informant (formula ) ) atom

atom : = identifier ) anstaut

anstaut : = true Ifahe

identifier E {P, Q ,
R

,
- . .}

Semantic : identifier the formulars , Interpretations assign truth variables to IdentifierDOIjgfggemetanguaanegegehg.vnPropositions → 22
"

possible Operators to specify

Also Inaktive Definition of Semantic (Base case & induction step)

Satisfiability : Is satisfiabk if there exisls an interpretation which models the formula

Validity : If all possible interpretation nahe the formular true. F is Valid if IF is unsatisfiabk .(
NP Complete Problem , SAT Sowas . . .

Aquivalent : alle interpretations are ex. the some models : mapping from variables to wahres

enteeils : model is subset of other model

eeeuisatisfiable :
work if formulars are complete different PAQ and Ra (R⇐ (Ps Q))

good data structure to represent this ?

c.) Propositional Logic -

_
Canonicity : getting it back to 0/1

-

-
-

Wortes for

÷::::::\:*:
→:::÷:::::::::

- BDDS
•) Bodman Gratis functional completeness :

Boden Structure is complete if all boo

" Bass "!:,:;!::;:µ ,
v ) & (n

,
n ) & ( NAND) & (NOK)



with BDDS : If you have two formulars
,
wmbine those through Shannon fix#41034 (XNFEXHI)

Variable oder matters ! (Size can expand from linear to expl) ⇒ haristics pick oraler)

with Normal Farms : nnf : negation can only show up next to atom

PL

Chf : every junction contains clause of negeted or not segelnd f\
SAT

CNF→ Assertion
Tseitin Encoding : austrat satisfiably - equivalent formular

with Bitvedors : fresh PL variable for every single bit variable calcubetinag through circuits

D; . zi unsignad

-2
" - ^ dn.it?Idi2isigned

↳b → number is even todd

Bestrichenes for pvp Logic : sufficient to made bit - vector operations

② FIRST ORDER LOGIC

Syntax

formula := formula n formular | formula v formula / formular ⇒ formula I formula ⇐ formula Informant (formula ) )

predicalellerm, . . . , Ierm) ) term Herm t variable . formula 17 variable
.
formular

term : = variable konstant I function ( term , . . - Item)

togical symbols : V. 3,1 ,
v
,
⇒
,
⇐

,
1 * entirely depends of

interpretation !
variables Unique identifier , logical symbols -

function Unique identifier , fixed arity (Stellenwert) non logical symbols
*

predicabs Unique identifier, fixed arity (Stellenwert) non logical symbols

constans Unique identifier
,
non logical symbols

By itsdf FOL has only very lose conslrainls about it's interpretation

Semantic

dekrmined by models

•) Pich domain in which we interpret (orbilrary non empty domain )

• ) cantt determine truth unters all variables one quantified

Satisfiability : If there exisb a model such that the model makes formula true Fis valid if not t is unsatisfiabk
.

↳ Proof by wnlrodiction !

vodidity : If for all possible interpretations it hdds that the interpretations Lale domains) make the formula true
.



Substitution :

Replace variable Items : Save if renaming variable (no terms that are in scope of quantifiers can be repheced !)

Define Formular scheme d side conditions

Interne Ruhr Resolution :

Pv Q e.PVR → PPanic -
pPQVR→ P

Corclusion

used by satisfyabilitychecken

interpreded as pheahohders ( praepositional rotes

Proof system is in complete ,
it can be entailed H ) but not derivedt

Proof system is unsigned ,
it vault be eutailed H) but derived (t )

PTQ PtsQredudio ad absurdum : -

IP

PTQ
deduction theorem :

PVQ PTR QTR
case analysis :-

R

Axioms ( infames without penisses)

used in arrays

Peano oirithmetic
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Chapter 7 : Hoare Logic

→ formales reason about assertioss holding a programm (logiaal interpretation / meaning)

Haare - Floyd : Systems of axioms

ist Prewuditiou - Statement - Postcondition {P} C {Q}

traushak program to FOL & reason ist Pfxo , . .
. ) ^ ( (Xo , . . . , Xs .. . ) ⇒ Qlxy , y , . . . )

\

→ not stronger possible outcome

BASIC DNLES

-

µ"

Skip rule : Condition hotels afterwards {P } skip {P}
-

"

eessignment
'

Rule : (reversed: Starling with Post Condition - what most be setisfied ) {QEIX]} × : = E {Q}

Q stehen something about outcome - Sanne this for Ein PIQ ⇒ Q will hold !

Don't bind the variables in the expressiv ! Garefub if one variable is quautified .

patch
"

composition
"

rule : With two hoare triple and Preandilion triple 1 = Postwndition triple 2 ,
( Menge, Hase togethu

" conditional
"
rule : only Linear execution

, reasoning about brandes individueller ; P ,
Q most be perfect match !

replace precoditions ,
be other precon is stronger

weahen pracondition / strengthen post condition
"

conseeueuce
"
rule : Combining FOL with Hoare strengeren pre

- condition / weihen post- condition

Q → Q
'

bgical weaher then Q Q
'

character

always reeuirez
" while loops

"
rule : Statement doesn't ehage P ,

P hdds throughout Loop (inductive invariant )

With all rdes we can syutaxtiually find the uaeues (exapt indvdive invariantes)

Challenge : Find the inductiue invariant

1stexample Stream x x - 0:51:00

[
"dex : gredest common divisor

3rd ex : Euclids alporithm proof by casesplit

not possible to automat findig a Loop variant

→reeuies intuition to find it loops
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Chapter 8 : Bounded Model Checking

hand to synthesize invariant → ignore them ,
restrict to other rohes (get riot of Loops) re place Loops with ITE

For bug finding not proofing programm wrreet
. (Response time & limited memory ressource)

Stronger than Symbolic execution (more than one path at the some time)

iguae LoopsPredicak Transformers : Stronger predicale queue - Post condition hotels ( weaken Post condition → holds)

Stranges post - condition : (no quantifier neaded ? ) → new variable nemorizing history

EP} stmtfoi} E spfstmt, P ) ⇒ Q
' doesn't have to hold after (only for old value)

- t
hdds statement

can
't vlly get rid of quantifier

strengst postcondition ~ → simple theory yes

µ → arrays no ( desiciou procedure)

- . . for assignmeut sp (x :-c ,
P ) ¥ 2x '

. # = e. [¥] ) n PL)

.
. . for asserlion sp (assert (R), P)

⇒ PAR restricting the states desertion if PIR inconsislent ⇒ sp is false
(no reachable State)

. .
. for sequentiell execution sp ( stmts ; stmtz ,

P ) Et sp (stmtz , splstmtn ,
P ))

N N

paar precondition

merpig itedosent hold
I d

. . . for conditionals sp ( if B then G ehe Cz
,
P) Et sp (G ,

B^D) vspfcz , s Bip) interpret as set of states reachabk

(Union of set of states)

path wise unwinding → meh (formular would grow n
,
with peters e

" ! )

Loops : van't easilywmpukstrongestpostwnditionf-reaha.ba set of states → inductire invariant ) ⇒ would proof turing incorrect

(nalting problem)
⇒ only deal with fixed humber of Loop iteration

I single static assignneut form

unwind Loop bodies and menge individuelles

FOL

/ \
if Pn -IB is sat → errorOnwinding ossertion : provide band n

} {stmt } §}
wmpuk strenges post condition

(BMC - Tutorial bonds - check
,
non delerministic Gehirn value = arbitrary) everything could happen

non dehrministic : all paths are badend → fest harness : calls function under Test , parameters non det)

randomness : Certain probability for lach palh → (function shhs : modeling function for operativen systems)
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Chapter 9 : SAT- Sdvers

switching between algorithmus & Logic (describing behaviour)

SAT :

a) bodean satisfyability (central problem → Is expansion satisfyable E is it true) " exisleuce of assignmeut
"

some SAT examples :

•) unfaires liberales (variables) and clausen (conjunctions of lilerals) Laub) ^ ä 15 not SAT

(au 5) v (ä ^5 ) SAT (b-- false)

" "

÷ !! !!!!.sn?..:!.i-tineins.nseeuenceaua
- one

"

Are there initial makes that violale the spec
" ldvtilnlävitärelilavblileucvblncnlbri) ilavbrc) not SAT

↳ unSAT : there are Do wahres

Software bounded Model checbig : Bug appears in first n steps -> n Steps in formula N & reguied property in formula A
( if N → A is SAT

= A is not viokeled ¥ no bugs !)

( if CNFA) is SAT ⇒ BUG

Test case generation for circuit : concatenahe C
'

with C
,
if (Ic' ) is SAT ⇒ fault

Testing in software : encade in bodman formula & bmc for bug findig

hardware : functionalles wrrectfeeuivabuce & test aase gen

Clause = possibility for conflict
Algorithmus aspects of SAT

Naive :(warst case) try every possible exploration (De Morgan & Distribution)

not naive : CNF (lonjundive Normal Form)

[
transform to CNF ( connenient set representation) → each Cause is sunset containing citerah

>

Tseitin transformation : per sub formula ( 1 new variable
,
claus.es aaptwing relations between new art org ver )

arb to f ⇒ f-⇒ Laib) in CNF (Fra) n Hb) n (ävbvf)

DPLL algorithmen : Search algorithmen for SAT

bodean anstaut propagation : simplify ahausen

Unit propagation : simplyfy formulars

motion of clause hearing: search beller with the abporilhm
↳ prevent bacutneching

(Erfüllbarkeitproblem für Formeln in KNF nach Bacutroching)
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Chapter 10 : SMT Sdvers

-

Smt
.. . satisfiability modulo theorien (Fat new theorien : equality Logic , uninkrpreted functions

,
linear arithmetic

egualitieslineeualities possible ) predicales possible
,
function possible ) variables can be more than inkgers

Theorie

equality logic : reason about SAT without knowing the domain f- don't are for Output)

equality logic with uniterpreded functions : variables are variante

linear arithmelic : arithmetik interpretations ⇒ variables are numbers

general arithmetic: formulars , spuares . . .

bit vectors : int in C replaceed will bis

quautifiers : H
,
]

,
etc SAT is about exisknciol quautifiers

example : assertions with smt

proof with loop invariantes

iii.
| branding

terminals because n is getting snakes by emery Step

automatic generativ invariantes is problematic

not possible in SAT be of fixed bit size
,
if no precision fixed → reason about arilhmetic

,
use specific

if coole runs on fixed size → no verification for general arithmetic

example of SMT (Guided Abstraction Refinement)

Spurius behaviour : mitgeht get infinite execution Eads to spurious paths



simple decision procederes to use to reason about formlos

equality Logic : logical wnnectives
,
atoms

,
terms

,
domain

1.VII term variable ist, real . . .

wnstaut

how to SAT

1) rephece Constans by variables

2) add constnainls

3) Auch SAT with verging (if there are two eevivaleut variables with a #b vehrncnsat)

with parameters

prediode function

equality Logic with uninkrprehed functions logical connectives
,
atoms

,
terms

,
domain

1.VII term variable ist, real . . .

wnstaut

two
programms with different domains are eguivalent

using other axioms (behdol - can get bigger !)

Wetter : reducing to equality Logic (rephace function by variables
, capture functional wnsisteucy

Arithmetik Gausgian elimination ± SAT for formlos ! (sometimes simpler with brauch & bound)

Summary

::::::::::::...
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Chapter 11 : Model Cheching
What is my problem? How do I wat to save it ?

Dead for dutometeed uerificatios
,
Mathematical agent (eg programm is just a formula) ,

describe algorithmus that
can apply toobjets

way to describe
progams , systems as mathematical heeings in oraler to reason about them !

Display prognams as graphs ( the more trees the more brauches!)

Model Checbing in a rwtshele

ts- Klamath
GOAL : Systemdesorption as input

↳mpiw | manuelleschec.us whether leoiphe drucken sdisfies PNPERIY

w- Temporalien
Model Property
abstraction of system, \ ¢
graph modellbasiert
/ \

↳
NO e- Centerexample

Yet
out of memory

,

TimeoutModel Checker Input : hriphe structure

•) M-_( states ,
initial states

,
transition relation

,
atomic proposition , habeling )

✓ " Lines between highlight certain
which

verlies incoming verlies property about aptoompicsition
edge States

nolds in which state
without
prev.

Steele

•> mathematical problem ,
no data structures

a) •mpiling in leriphe structure : stete explosion

Model Checker Input : Specification

Descoibe desired properties of kriphe Structure (descripeproperty of compilation free → Gmptreeelogic)

Verifikation Process :

① modelling phase : model system with compiler - sanity check (simulation) - formalizeproperly to be deckend (in temp . logic)

② running Phase : ron model Lecker to check validity

③ analysis phase : satisfied ? → Check next : analyze counter eg , Kline madelfdesignlpropertg , repeat ①

OUT
-
OF
- MEMORY : Reden Model

, try again



Krieg (System desorption - how program is evdving)

represent dynamic behavior of the system (hebbebd transition system / kebbebd graph)

live tupk M = (S ,
So

,
R

,
AP

, 2) finding states that are lobend with the

proposition

s . . . finite set of states

so
.
. .
initial state : SoES

R
. . .

transition Relation : RE Sxs with Its Is' : (s
,
5)ER (no deadCodes per definition)

AD
. . .
Set of atomic proposition

L - . . Label : subset of atomic proposition L :S → ZAP

represented as graph ( nodes = reachabce system States
, edges- state Transition)

in each node : set of atomic proposition Us) E ZAP that hold on SES

Rath : infinite sequence of states F- So
,
se , . . . sah that for i - O (si , Si, ER ) Ti elendes the suffix of it Storting et si

Pater Sy
,
Sz ,

S
} , Sy IT

?
=

S3 , Sy ,
. . .

it is possible to austrat infinite path through Kriphe street
.

Models of dynamic Systems
① Sig --1 ② Sig --1 ③ Sig --1 ④Sig --1

} ach=D ach=D ach=D ach=D

¥:: :: ¥::
①Üz

„za, | i . . " RQ :O ' RQ :O ' RQ! ' RQ :L

CNTTT

£4

branding is possible?

eg: very complicakoh very fast

Do I reach green Label ? yes

Do I real real Label? no

temporales ?

→ extension : propositional Logic + Operators refering to behaviour of system over time

Models contain several states

formula> can be true) habe in certain States ( dynamic Motion of truth)

models = kriphe structures (transition systems

properties = formulars in temporal Logic
Correctness↳

can be specified : CRSL
- {rgegghqyabiüty

Linsen



Kriphe Structure into infinite free (root = initial state)

Compilation Trees CTL

Does CT from temporal Logic match CT from Kripke Structure ?

CTL
*
: Computational Free Logic (inverted aller CTL)

Branding time cogic lrepeatedh Eutin)

Pater euantifiers Does a certain path start at this state ? only about brandig A (=p ) / Ap & E ft) / Eu

temporal Operators temporal evolution : Xy : next time y Fy : eventuelle
,
in the feiere Gy : always , globaky 904 9 until Y

eg for CTL* formulars
AGEF restart : always (AG ) possible to restart the system

AG EF AG
_ .. on QK Paks some Thin hohds forever always hohds

:::ü::: " ¥::p:::: : "EFC started n > reader ) : (E) it is possible to E) reach a state in the future ( started nnready ) when system has started and is not ready formula with path quhntifier
A- (GF enabled → GE executed ) infinity of ten

per formula : Interpreten over paths

Syntax : if q e
AP → state formula

if q is arbihary CTL
" formula , Ay , Ey state formula

ify , y are state formales nyifyny / yvy are stehe formlos

state formula

Semantic :

F modeling relation is induetirely over the formula structure

Misty hdds at s

M.IT/=YhddsatFPathformuhespathpuantifiersand temporal Operators ocar in pairs



ACTL# :
Action Gmputetiontree logic Branding time Logic ( repeatedly eueutifyiy)

Sublogic of CTL
,
when only

"

A
"

is allowed as path quantitativer

All ACTÜ formlos are in NNF

Syntax :

e) If p E AP ,
then p andp-aneAcTLHformuhes@IifyisanACTL-formuhe.theuAq

, Xy , Fy , Gy are
ACTL" formelles .

•) If y and y are ACTL
* formales , then 9^4/44 / 404 are ACTL# formlos

ACTL Syntax : (ACTL = CTL + ACTL* )

e) If p E AP ,
then p and f are ACTL formales

a) if y is an ACTL
* formula , then Akg ,

#y, AG y are
ACTL formelles .

•) If y and y are ACTL
* formales , then 9^4/44 ! A ④ Uy]are ACTL formlos

LTL : Linear Time logic → linear time Logic (single universal path quantifier)

Syntax:

If PEAP ,then pisa LTLformula Semantic : dei real from CTL
*

Iff is an LTL formula , then g- , Xp , Fy , Gy are LTL Formlos M f- 4 ⇒ MF Ay
Ifq and y are LTL formelles, then 414/4 vy / qUy one LTL formuhes

The Model checking PROBLEM :

„ If I teahe akriphe structure and a properhy in temporal logic, I waut to find all States s

so that M
,
S Ey

"

nwanttosaueapronem.aeawnewinniaeswesaaega.orgauszuspionieren
Solution :

Theorem : the time compkxity of CTL model chechingis linear in the size of the Specification and thetransition system

Verification : based on systematically aualyzing transition systems
↳Runtime : dehermineol by rumba of states . . .

exponentin growth

Programm graph representation : infinite many states (Nk)

also : symbolic model Caching
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Chapter 12 : Symbolic Model Cheung Verihidion for synchrones circus

lhriphe Structure to Logic formular

So So
transition

•>
Rca

, b. ä ,
bi ) = (AIÄÄÄ b) vläibnänb'

) v farb ^ a
'
n b)b- ä

a) EX fla , b) → fla , b) = an 5 ⇒ { s : aelcssnb # Hs)}
States

Formula that prefffa , b)) = Ja
'

,
b' . Rla , b ,

a
'

,
b' ) ^ f- (e'

,
b') µdescribes

and States states

M
,
s FEX flqb)

s → prelf) if only if M
,
SE Exflqb)

a) Combine to formula and test SAT (has to stop - fixed point is reecbed)

→ Efficiency reached with OBDDS

SMV Tool Symbolic Model Verifier
mm

Language characteristics Fairness conslraint : true infinity offen

→ description of (a)synchrones Systems

assign : new state variable
,
invariant

olefine : macro definition , simple expressives ,
with BDDS

" moduherizied / hier achial descriplions

Module : instantiateed variable desorption, module nein , scoping , passend by refereuee
,
contain fairness and spec

individual finde state machine

synchrones composition : parallel

asynchrones Composition : prefixig module with heywood

a) finite data types : bodeans
,
enum

, integer

o) nondebrminism and partia implementations nondekrminism : model undefined implementation ,
in abstract models

a) Variety of specs : safety, Üveness ,
deadline freedom

- parallel assignment language ,
checks for circularitiesoedupliwek essignnenh



Pamela (Process Meta Language for asynchron aus Systems)

Tool for interpretation : Spin

inlerprocess communication to change variables

(asynchrones) message posting (→ recieving blond)

Mars Pathfinder

Problem : Conurreut threads - Low priority task to high priority task . . _

→resultat in deadlode


