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mn Summary from the Last Lecture

* Fundamentals of Interprocess Communication
 Remote Procedure Calls
 Message-Oriented Communication

* Multicast Communication (Online)
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mn Goals for Today

 Understand how to create names/identifiers for
entities in distributed systems

 Examine the main approaches for the creation
and management of names in distributed
systems

* Explain and apply different approaches to
resolve names
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mn Agenda for Today

* Introduction to Naming
* Flat Naming

« Structured Naming

» Attribute-based Naming

Section 5.1 of van Steen/Tanenbaum, 3rd edition
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mn Naming — Some Basic Concept

« Entity: Any kind of object we see in distributed
systems: process, file, printer, host, Website,
communication endpoint, etc.

 How do we interact with an entity?

 We need to denote it: For this, the entity needs a
name

 We need to access it: For this, the entity needs an
access point

« Access points are entities that are named by means
of an address
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mn Names, Identifiers, and Addresses

« (Pure) Name: Set of bits/characters used to
identify/refer to an entity, a collective of entities, etc. in a
context

« A name has no meaning at all, it is just a random string

« |dentifier: A name that uniguely identifies an entity
 The identifier is unique and refers to only one entity
« Each entity is referred to by at most one identifier

 Address: The name of an access point, the location of
an entity
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IS Relationships among
Names/ldentifiers

URL
http://www.cdk5.net:8888/WebExamples/earth.html

DNS lookup

| Resource ID (IP number, port number, pathname)

55.55.55.55 8888 WebExamples/earth.html

Web server
Network address

2:60:8c:2:b0:5a > file

Socket
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mn Agenda for Today

* Introduction to Naming
* Flat Naming

« Structured Naming

» Attribute-based Naming

Section 5.2 of van Steen/Tanenbaum, 3rd edition
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mn Flat Naming

Unstructured/flat names: identifiers have no structured
description, e.g., just a set of bits

« Simple way to represent identifiers

* Do not contain additional information for
understanding the entity
 Examples

* |Internet address at the Data Link layer (MAC
address), e.qg., 00:14:a5:41:61:6b

* _m-bit numbers in Distributed Hash Tables, e.g., 0100
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mn Broadcasting

* Broadcast the identifier of an entity

* Nodes check if they offer that entity and return
address

 E.g., Address Resolution Protocol (ARP)
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mn Forward Pointers

 When an entity moves, it leaves behind a

nointer to Its next location

* Dereferencing becomes transparent to clients

oy simply followi

Process P2
Client stub cs*

ng the chain of pointers

Stub cs* refers to
same server stub as

/ stub cs.

Process P3

P

— 2
Client stub cs

v
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Hierarchical Location Services
(HLS)

* Basic idea: Build a large-scale search tree for
which the underlying network is divided into
hierarchical domains

 Each domain is represented by a separate
directory node

The root directory

node dir(T) Top-level

domain T

-
-
-

Directory node
dir(S) of domain S

N\ A subdomain S
of top-level domain T
/ (S is contained in T)

________________________________________

______________________________________

A leaf domain, contained in S
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mn HLS: Lookup Operation

Node knows
about E, so request
Node has no is forwarded to child
record for E, so @ _
that request is M
forwarded to LTS 5 !
parent ] , _

OO &

Domain D

Look-up
request

cae DISTRIBUTED

13 ®%e dsg |SYSTEMS GROUP

DS WS 2019



mn Agenda for Today

* Introduction to Naming
* Flat Naming

» Structured Naming

» Attribute-based Naming

Section 5.3 of van Steen/Tanenbaum, 3rd edition
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mn Naming Design Principles

« Name space

« Contains all valid names recognized and managed
by a service
A valid name might not be bound to any entity
« Alias: A name refers to another name
 Naming domain
 Name space with a single administrative authority which
manages names for the name space

« Name resolution

* A process to look up information/attributes from a
name
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mn Name Spaces

« Names are organized into a name space which can be
modeled as a graph:

« Leaf node versus directory node

« Each leaf node represents an entity; nodes are also

entities
Data stored in n1 no

n2: "elke" home keys
n3: "max" "/keys"
n4: "steen nt no "Ihome/steen/keys"
elk;/max \teen
O Leaf node

@ nd keys

procmail mbox

Directory node

"/lhome/steen/mbox"
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mn Name Resolution — Closure
Mechanism

 Name resolution: Path p:
<labell,label2,label3,...,labelp>
« Start from node N
* Lookup (labell,identifierl) in N's directory table

« Lookup (label2, identifier2) in identifier1‘s directory
table

e and so on
* Closure Mechanism: Determine where and how
name resolution would be started
« E.g., name resolution for /home/dustdar/ds.txt ?
* Or for https://me.yahoo.com/a/
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mn Enabling Alias Using Links

Data stored in n1 no

L N Hard links:

"Jkeys" .
e "/h?))r/se/steen/keys“ mU|t|p|e absolute

\jtee“ paths names

(w2 - keys referring to the

Leaf node
O _twmg/ \mbox same node

Direct d
iIrectory noae O "/home/steen/mbox"

Data stored in n1 no
n2: "elke" home keys

n3: "max’ Symbolic links:

n4: "steen" n5) "/keys"

\ leaf node storing
steen

an absolute path
name

Leaf node O @

Directory node
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mn Name Resolution — Mounting

A directory node (mounting point) in a remote
server can be mounted into a local node (mount
point)

Name server Name server for foreign name space
\ Machine A \ Machine B

k
remote/ \eys home / \
/ é&u ("nfs:/."ﬂits.cs.vu.nI/home/steen" J / é\teen

I \Tbox

/ Network
Reference to foreign name space
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mn Name Space Implementation

* Distributed name management
« Several servers are used for managing names

* Many distribution layers
 Global layer:

* The root node and its closest nodes
« Jointly managed by different administrations

 Administrational layer:

« Directory nodes managed within a single organization
 ,Mid-Level® directory nodes

« Managerial layer:
* Nodes typically change regularly
 ,Low-level® directory nodes
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mn Example in Domain Name System

AN
layer gov 7’1" org >net

com du

~ s
S e L N A\ S
( oracle | yale acm / \eee ac/ \co uva/ },\—\vu

Adminis- < eng [ es\ eng jack /\_jil keio | nec s

trational
layer

Mana-
gerial
layer
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mn lterative Name Resolution

Client's
name
resolver

1. [nl,vu,cs,ftp]

Root
name server

Name server
nl node

Name server
vu hode

>
<2. #[nl], [vu,cs,ftp]
3. [vu,cs,ftp]
< '
4. #[vu], [cs,ftp]
9. [cs,ftp]
< >
6. #[cs], [ftp]
7. [ftp]
5 =
. #[ftp]

[nI,vu,cs,ftp]T ¢ #[nl,vu,cs,ftp]

ftp://cs.vu.nl
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Name server
cs node

Nodes are /

managed by
the same server
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mn Recursive Name Resolution

Client's
name
resolver

1. [nl,vu,cs,ftp]

<

8. #[nl,vu,cs,ftp]

7. #[vu,cs,ftp]

6. #[cs,ftp]

5. #[ftp]

[nI,vu,cs,ftp]T i#[nl,vu,cs,ftp]

ftp://cs.vu.nl
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Root

name server DZ- [vu,cs,ftp]
Name server

nl node >3. [cs,ftp]
Name server

-
’
’

vu node >4_ [ftp]
Name server

cs node
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mn The Domain Name System (DNS)

* Hierarchically organized name space with each node
having exactly one incoming edge

« domain: A subtree
 domain name: A path name to a domain’s root node

« String representation of a path name:

« Listits labels

« Separate the labels by a dot
* Root is represented by a dot
« Example: flits.cs.vu.nl.
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mn DNS Queries

Simple host name resolution

« Which s the IP of ?
« Email server name resolution
« Which is the email server for ?

* Reverse resolution
* From IP to host name

Host information

Other services
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http://www.tuwien.ac.at/
mailto:dustdar@dsg.tuwien.ac.at

mn Agenda for Today

* Introduction to Naming

* Flat Naming

« Structured Naming

« Attribute-based Naming

Section 5.4 of van Steen/Tanenbaum, 3rd edition
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mn Attributes/Values

* A tuple (attribute, value) can be used to
describe a property

L 11

 E.g., (“country”, “Austria”), (“language”, “German”),

* A set of tuples (attribute, value) can be used to
describe an entity

—
CountryName Austria
Austriainfo ~ -2nguage German
MemberofEU Yes
Capital Vienna

DS WS 2019 27 :.f.: dsg | DISTRIBUTED

SYSTEMS GROUP



mn Attribute-based Naming Systems

 Employ (attribute,value) tuples for describing
entities

* Also called directory services

* Naming resolution

e Usually based on querying mechanism
« Querying usually deals with the whole space

 Example implementations
 LDAP (Lightweight Directory Access Protocol)

-
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ISl LDAP - Lightweight Directory
Access Protocol

« Directory Information Base: Collection of all directory entries in an

LDAP service

Attribute Abbr. Value
Country C NL
Locality L Amsterdam
Organization O Vrije Universiteit
OrganizationalUnit Ou Comp. Sc.
CommonName CN Main server
Mail _Servers — 137.37.20.3; 130.37.24.6, 137.37.20.10
FTP_Server — 130.37.20.20
WWW _Server — 130.37.20.20
DS WS 2019 29
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mn LDAP Directory Information Tree

Directory Information Tree: The naming graph of
an LDAP directory service; each node
represents a directory entry

\C= NL
P \O= VU University
OU = Computer Science
P \ p
CN = Main server
e \
N
HostName = star / HostName = zephyr
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mn LDAP —= Client-Server Protocol

Client

(Directory User Agent) |l

gueries/results

— queries/results

referrals

LDAP Server
(Directory System Agent)

/l\

DS WS 2019
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Information
Base (DIB)

.__Fragment

Directory

40

LDAP Server
(Directory System Agent)

Directory
Information
Base (DIB)

__Fragment

Directory Information Tree for
the whole service
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mn Example with Apache DS/DS Studio

 Apache DS: a directory service supporting LDAP and others
« Apache Directory Studio: tooling platform for LDAP

LDAP - documentTitle=Lecture 2 - Communication Fundamentals+documentLocation=http://www.infosys.tuwien.ac.at /teaching/courses/VerteilteSysteme/pdFs/ds-ws-2013-lecture2_communication_Truong.pdf.commonNa:

[mif g B |4~ G ov B | K:LDAP
% LDAP Browser R $ B|E T 0O Ed Title=Lecture 2 - C jicati d als+ds ocation=ht rinfosys.tuwi  £2 =0
v|l= : £ DN: documentTitle=Lecture 2 - Communication Fundamentals+documentLoc = & © 2 v |70 documentTitle=Lecture 2- Communica
- — ¥ = documentidentifier (1)
v% DT Attribute Description Value
= dsws2013lecture2
Root DSE (6) objectClass document (structural) v=d tLocation (1)
= documentLocation
¥ @ dc=distributedsystems,dc=university (1) objectclass top (abstract) = hetps/j infosys.t
¥ @ countryName=Austria (1) doclymentidentifier dsws2013lecture2 — K “”“_t“l' o b
= documentTitle
¥ & organizationName=TUWien (1) documentLocation http://www.infosys.tuwien.ac.at/teaching/courses/VerteilteSysteme/pdfs/ds-ws-2013-lecl Lecture 2-G N
" N N " . " " = Lecture 2 - Communic...
¥ & organizationalUnitName=Di...ributed Systems Group (1) documentTitle Lecture 2 - Communication Fundamentals » = objectClass (2)
= objectClass

¥ { surname=Truong (1)
¥ [ commonName=Lectures (2)
*+ (1 documentTitle=Lecture 2 -
(= documentTitle=Lecture 3
» @ dc=example,dc=com
» & ou=cenfig
» & ou=schema
» & ou=system
¥ % Searches
» 47 2013-10-15 22-50-54

communication_Truong.pdf

._communication_Trueng.pdf

Wl Bookmarks & Modification Logs . & SearchLogs % & [Z B a=]
- = g #!CONNECTION 1dap://localhost:10389

& & *

% Connections , @ Bl = Bl 4 10ATE 2013-10-15T20:48+21. 300

dn: documentTitle=Lecture 4 - Naming+documentLocation=http://pdfs/,commonName=
Lectures, surname=Trueng,organizationalunitName=Distributed Systems Group,orga
nizatic ien, countr ria,de=distri tems,dc=university
changetype: delete

#!RESULT 0K
#!CONNECTION 1dap://localhost:18389
#!DATE 2013-16-15T260:49:23.187

dn: documentTitle=Lecture 2 - Communication Fundamentals+documentLocation=http -
+/ /v infosys. tuwien.ac.at/teaching/courses/VerteilteSysteme/pdfs/ds-ws-2013 P
-lecture2_communication_Truong.pdf, connonNane=Lectures , surname=Truong, organiz € progress % =
ationalunitName=Distributed Systems Group,organizationName=TUWien,countryName . ) o

No operations to display at this time.

=Austria,dc=distributedsystems,dc=university

changetype: add

objectClass: document

objectClass: top

documentLocation: http://www.infosys.tuwien.ac.at/teaching/courses/VerteilteSy
steme/pdfs/ds-ws-2013-lecture2 communication Truong.pdf

documentTitle: Lecture 2 - Communication Fundamentals

documentIdentifier: dsws2@13lecture2

o* Open Cennection
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https://directory.apache.org/apacheds/

mn Summary

* Flat Naming:
« Broadcasting
« Forwarding Pointers
« Hierarchical Search Tree

e Structured Naming:
« Easily to understand for human beings

» Attribute-based Naming:
« Search for attributes instead of “only” names
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Thanks for your attention!

TECHNISCHE
UNIVERSITAT
WIEN

Vienna University of Technology

Stefan Schulte
s.schulte@infosys.tuwien.ac.at

DS WS 2019 34 o dsg | B,



