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Models and Actors  
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Subject:   

Entity capable of: a) communicating with other subjects; OR  

       b) invoking operations on an Object  

Channel:  

Communication medium - carrier of requests and replies (messages or 

invocations) between subjects, or between a subject and an object. 

 

Object (Server): 

Entity exposing/providing services to Subjects. 

Alice Bob

Subject Subject

Channel

Subject Object



Security threats 
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Security mechanisms 
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Design issue: Focus of control 
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Design issue: Layering of mechanisms 
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Fundamental Laws of Security (1) 
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Fundamental Laws of Security (2) 
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Fundamental Laws of Security (3) 
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Cryptography 
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Cryptography 
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Cryptography 
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Cryptographic functions 
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Cryptographic functions 
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Cryptographic functions 
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Secure Channels 
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Secure Channels 
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Authentication vs. Integrity 
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Secret (shared) keys 
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Secret (shared) keys 
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Secret keys reflection attack 
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Secret keys reflection attack 
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Key Distribution Center 
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KA,B(m) 



Key Distribution Center with Tickets 
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 Optimization:  

Let Alice deliver the 

session key KA,B to Bob, 

encrypted with KB,KDC   

ticketticket  



Public-Private Key Authentication 
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decrypts with Kdecrypts with K--
BB   



Confidentiality 
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Confidentiality 
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Confidentiality 
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Key establishment: Diffie-Hellman 
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Key establishment: Diffie-Hellman 
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large, publiclarge, public  

Public, since almost impossible Public, since almost impossible 

to calculate x to calculate x   

from gfrom gxx  mod n mod n   

Same number! Same number!   

Can be used as shared (secret) keyCan be used as shared (secret) key  



Key establishment: Diffie-Hellman 
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• How secure is it? 

• The hardness of the “discrete logarithm problem” 

guarantees confidentiality… 

• …if we know who we’re talking to 

• How can a MITM attack take place? 

Intruder sits in the middle:Intruder sits in the middle:  

--Responds to Alice with gResponds to Alice with gkk  modnmodn  

--Sends to Bob: n, Sends to Bob: n, g, g, ggzz  modnmodn  

--Maintains 2 sessions Maintains 2 sessions keys: keys: ggxkxk  modn, gmodn, gyzyz  modnmodn  



Key Distribution 
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Digital signatures 
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Digital Signature + Message Digests 
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Access Control 
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Authorization vs. authentication 
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Access Control 
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Access Control 
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Access Control 
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Protection Domains 
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Firewalls  
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Firewalls  
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Secure mobile code: protecting host 
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Common Attack Scenarios 

 

 

DS WS 2019 46 



Common Attack Scenarios 

DS WS 2019 47 



Stack Buffer Overflow 
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• Input data larger than reserved space on stack. 

 

• Allowing an attacker to overwrite the existing return 

address pointer of the procedure call with a custom 

address pointing to the malicious code the attacker has 

previously stored on heap. 

 

• Allows the attacker to execute arbitrary code. 
 

 



Stack Buffer Overflow 
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SQL Injection 
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Cross-Side Scripting Attack (XSS) 
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Distributed Denial-of-Service (DDoS) 
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Sidechannel Attacks & Social Engineering 
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Learning Material 

 Main reading: 

 Tanenbaum, Chapter 9 
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Thanks for your attention! 

Pantelis Frangoudis 

pantelis.frangoudis@dsg.tuwien.ac.at 

55 


