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Summary from the Last Lecture

• Threads & Processes:

• Differences

• Reasons for Multithreading

• Virtualization

• How do clients and servers interact with each 

other?
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Results from the Poll 

(Some Examples)
General Knowledge:

• “A lecture about networks and 

services”

• “Allgemeinwissen bezüglich verteilter 

systeme”

• “Aquiring distributed systems skills”

Special Knowledge:

• “Fault tolerance and eventual 

consistency”

• “Information zu 

synchronisationsproblemen”

• “Microservices”

• “Some kind of understanding about 

how big internet companies (google, 

facebook, twitter) manage their data”

• “Cloud computing”

That other stuff:

• “Nothing”

• “Beeing able to code entire world of 

warcraft networking system from 

scratch.”

• “Daddy panholzer”

• “Prüfung nicht auf auswendiglernen

ausgelegt!”

• “3 ects”, “3ects”, “Easy ects”, “Ects”

• “Eine 1”, “S1”
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Microservice-basierte Interaktionen

Gesamtfunktionalität:

• Benutzeranfragen werden 
durch eine Servicefolge 
bedient

• Die meisten Services sind 
nicht extern verfügbar

• Viele Services liegen in 
mehreren Instanzen vor
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VM

Benötigte Funktionalitäten

Infrastruktur-Dienste:

• Container-Umgebung
(e.g., Docker)

• Cloud-Hosting

• Anfragenrouting

• Monitoring

• Ausfallsicherung & 
„Trennschalter“ 
(„Circuit Breaker“)

• Service Discovery

• Lastausgleich
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Goals for Today

• Lay the foundations for the upcoming lectures

• Explain the basic functionality of Remote 

Procedure Call

• Name the differences between transient and 

permanent messaging 

• Discuss sockets and message-oriented 

middleware for communication
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Agenda for Today

• Fundamentals of Interprocess Communication

• Remote Procedure Calls

• Message-Oriented Communication

• Multicast Communication

Section 4.1 of van Steen/Tanenbaum, 3rd edition
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Communication Networks

Communication Entities
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Communication in distributed systems
• between processes within a single application/middleware/service

• among processes belonging to different 

applications/middleware/services

• among computing nodes which have no concept of processes (e.g., 

sensors)



ISO/OSI Model: Overview
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Session Layer

(Sitzungsschicht)

Application Layer 

(Anwendungsschicht)

Presentation Layer

(Darstellungsschicht)
HTTP, HTTPS, SMTP, FTP

Physical Layer 

(Bitübertragung)

LAN, MAN

High-Speed LAN

Internet: IP (v4, v6)

Transport Layer 

(Transportschicht)

Network Layer 

(Vermittlungsschicht)

Data Link Layer

(Sicherungsschicht)

Internet:

UDP, TCP



Interprocess Communication

• Based on low-level message passing offered by 

the underlying network

• Communication entities: Processes

• ISO/OSI Model
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ISO/OSI Model: Headers 

• Headers are added on each layer
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Transport Layer

• Provides the actual communication facilities for 

most distributed systems

• Standard protocols:

• TCP (Transmission Control Protocol): Connection-

oriented, reliable, stream-oriented communication

• UDP (User Datagram Protocol): Unreliable (best-

effort) datagram communication

DS WS 2019 12



TCP/IP

• The most popular protocol suite used in the 

Internet

• Four layers
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http://tools.ietf.org/html/rfc1122
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Middleware Layer (1)

• What to do if different applications need 

common functionalities, e.g., for fault tolerance, 

security, or synchronization?

• Middleware Layer:

• A rich set of communication protocols

• (Un)marshaling of data, necessary for integrated 

systems

• Naming protocols

• Security protocols

• Scaling mechanisms
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Middleware Layer (2)
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Types of Communication

• Transient vs. persistent communication:

• Transient: Communicating server discards message 

if it cannot be delivered at the next server, or at the 

receiver

• Persistent: Message is stored at communicating 

server as long as it takes to deliver it

• Synchronous vs. asynchronous communication:

• Synchronous: Sender is blocked until its request is 

known to be accepted

• Asynchronous: No such functionality
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Client/Server

• Usually: Transient and synchronous:

• Client and server have to be active at the time of 

communication

• Client issues request and blocks until it receives reply

• Server essentially waits only for incoming requests, and 

subsequently processes them

• Drawbacks of synchronous communication:

• Clients have to wait for reply (and do nothing else in the 

meantime)

• Failures have to be handled immediately: the client is waiting
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Agenda for Today

• Fundamentals of Interprocess Communication

• Remote Procedure Calls

• Message-Oriented Communication

• Multicast Communication

Section 4.2 of van Steen/Tanenbaum, 3rd edition
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Remote Procedure Calls (RPC): 

Basics

• A process calls/invokes a (remote) procedure in 

another process 
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Asynchronous RPC
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RPC: Interactions
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Generating Stubs
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Interface 

description

Message 

Format

Generating
Stubs: Code for 

marshalling/unmarshalling

Transport information e.g., HTTP, TCP, UDP

e.g., IDL, XML

e.g., JSON, XML



Some RPC Implementations

• XML-RPC

• XML for messages

• HTTP for transport

• JSON-RPC

• JSON for messages

• HTTP and/or TCP/IP for transport

• Tools: Apache Thrift - https://thrift.apache.org/
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Agenda for Today

• Fundamentals of Interprocess Communication

• Remote Procedure Calls

• Message-Oriented Communication

• Multicast Communication

Section 4.3 of van Steen/Tanenbaum, 3rd edition
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Transient Messaging: Sockets

• Transport-level socket programming via socket 

interfaces:

• Designed for low-level system, high-performance, 

resource-constrained communication

• Socket interfaces:

• Very popular, supported in almost all programming 

languages and operating systems

• Client: Connects, sends, and then receives data 

through sockets

• Server: Binds, listens/accepts, receives incoming 

data, processes this data, and sends the result back 

to the client.
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Socket Primitives (Example)

• Socket: Create a new communication end point

• Bind: Attach a local address to a socket

• Listen: Announce willingness to accept connections

• Connect: Actively attempt to establish a connection

• Accept: Accepts incoming request

• Send: Send some data over the connection

• Receive : Receive some data over the connection

• Close: Release the connection
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Messaging

Aims at high-level persistent, asynchronous 

communication:

• Processes send each other messages, which 

are queued

• Sender need not to wait for immediate reply, but 

can do other things

• Middleware often ensures fault tolerance
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Message-Oriented Middleware 

(MOM)

• Message-queuing systems or Message-

Oriented Middleware

• Well-supported in large-scale systems for

• Persistent but asynchronous messages

• Scalable message handling

• Different communication patterns
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Queuing Models
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Operations

• PUT

• GET

• POLL

• NOTIFY



Message Broker

• Centralized component/nodes:

• Transforms incoming messages to target format

• Further functionalities
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Conclusions

• How is communication achieved between 

clients and servers?

• ISO/OSI stack

• Middleware-enabled communication

• Remote Procedure Calls

• Message-oriented Middleware
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Thanks for your attention!

Stefan Schulte

s.schulte@infosys.tuwien.ac.at
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