Verteilte Systeme, WS 2019

Security

Dr. Pantelis Frangoudis

Distributed Systems Group
TU Wien

pantelis.frangoudis@dsg.tuwien.ac.at



mn Outline
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= Authentication
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= Digital signing

Access Control
= for objects
= for networks (Firewalls)
= for mobile code

= Common attack types
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mn Introduction

Properties

e Notion of security overlaps with other wanted properties of
distributed systems.

e Most important aspects of security are integrity, and
confidentiality.

Property Description
Confidentiality | No unauthorized disclosure of information
Integrity No accidental or malicious alterations of

information have been performed (even by
authorized entities)
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mn Models and Actors

Subject:
Entity capable of: a) communicating with other subjects; OR
b) invoking operations on an Object
Channel:
Communication medium - carrier of requests and replies (messages or
invocations) between subjects, or between a subject and an object.

Object (Server):
Entity exposing/providing services to Subjects.
Channel
"
Alice CT% Bob |
Subject Subject Subject Object
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mn Security threats

The threats
Threat Channel Object/Server
Interception | Reading the content Reading the data
of transferred contained in an
messages object/server

Interruption

Preventing message
transfer

Denial of service

Modification | Changing message Changing an
content object/server’s
encapsulated data
Fabrication | Inserting messages Spoofing an
object/server
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mn Security mechanisms

Issue

To protect against security threats, we have a number of
security mechanisms at our disposal:

Encryption: Transform data into something that an attacker
cannot understand (confidentiality). It is also used to check
whether something has been modified (integrity).
Authentication: Verify the claim that a subject says it is S:
verifying the identity of a subject. (Who is accessing/
requesting?)

Authorization: Determining whether a subject is permitted
to make use of certain services. (Who is allowed to
access/request a service/)

Auditing: Trace which subjects accessed what, and in
which way. Useful only if it can help catch an attacker.
(Attackers will try to avoid leaving traces)

DS WS 2019 6



mn Design issue: Focus of control

Die Daten sind vor falschen und Die Daten sind vor unautorisierten
ungultigen Operationen geschutzt Aufrufen geschutzt
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der Rolle des Aufrufenden geschitzt
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mn Design issue: Layering of mechanisms

Issue

At which logical level are we going to implement security
mechanisms?

Application Application

Middleware High-level protocols Middleware

OS Services OS Services
Transport | Transport i

OS kernel [ Network Network | OS kernel

Low-level protocols
Datalink Datalink

Hardware Physical Physical Hardware

J Network I_
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n Fundamental Laws of Security (1)

Important

The security of any distributed system is exactly as good as its
weakest component/link.

1T 5.0

b}
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mn Fundamental Laws of Security (2)

“['we SonE iy Bpal (0 BAke Wil bEEF nanse and padswond a8
socarn as possdhle... but yos selll mose your Bpe when you cype?”
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mn Fundamental Laws of Security (3)

Observation

The security of your system needs to depend on technical and
mathematical facts, and never on hidden information.

FOR ADDED SECURITY, AFTER

WE ENCRYPT THE DATA STREAM

ALAIH,  DONEHLINI, WE SEND 1T THROUGH OUR
DONEHLINIL, ~ ALA'H, NAVATO CODE TALKER.

ALAH,  DONEHLW,

et mietn, | e R Ee
ALAH,  ALAIH, "ZER0 AND "ONE"?
DONEHLINL ~ ALA!H,
DU'NEHLINl DDNEHUNI WHOA, HEY, KEEP
DUNEHL1N1 YOUR hﬁlCE COWN!

)y

Mﬂ
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B3 cryptography

Passiver Eindringling

hort nur C ab

!

!

Aktiver Eindringling kann  Aktiver Eindringling kann

Nachrichten verandern Nachrichten einfigen
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B3 cryptography

Methods

e Symmetric system: Use a single key to (1) encrypt and (2)
decrypt. Requires that sender and receiver share the
secret key. (e.g., DES, AES) P = Dk(Ex(P))

e Asymmetric system: Use different keys for encryption and
decryption, of which one is private (K, ), and the other
public (K} ). (e.g., RSA) P = DK;(EK;(P))

e Hashing system: Only encrypt data and produce a
fixed-length digest. There is no decryption; only
comparison is possible. (e.g., MD5)
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IS8 cryptography

Use Cases

e Symmetric system: Encryption (prevention of interception)

e Asymmetric system: Authentication (prevention of
fabrication)

e Hashing system: Integrity (prevention of modification)
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mn Cryptographic functions

The cryptographic function: Ex(mj,) = Moyt

Essential properties

e Make the encryption method E public, but let the
encryption as a whole be parameterized by means of a key
S (Same for decryption)

e One-way function: Given some output myy; of Ek, it is
(analytically or) computationally infeasible to find mj,
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mn Cryptographic functions

Essential properties (cnt’d)

e Weak collision resistance: Given the pair (m, Ex(m)), itis
computationally infeasible to find an m* # m such that
Ex(m”) = Ex(m)

e Strong collision resistance: It is computationally infeasible
to find any two different inputs m* and m such that

Ex(m*) = Ex(m)
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mn Cryptographic functions

Essential properties (cnt'd)

e One-way key: Given an encrypted message Mgy,
message mj,, and encryption function E, it is analytically
and computationally infeasible to find a key K such that
Moyt = EK(mm)

e Weak key collision resistance: Given a triplet (m, K, E), itis
computationally infeasible to find an K* # K such that
Ex-(m) = Ex(m)

e Strong key collision resistance: It is computationally
Infeasible to find any two different keys K and K* such that
for all m: Ex(m*) = Ex(m)
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mn Secure Channels

What's a secure channel

e Both parties know who is on the other side (authenticated).

e Both parties know that messages cannot be tampered with
(inteqrity).

e Both parties know messages cannot leak away (confidentiality).

A \
B /™ Confidential channel — D

//"’

C +

Authenticated and
A C
tamperproof channel

A |— Secure channel | B
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mn Authentication vs. Integrity

Important

Authentication and data integrity rely on each other: Consider
an active attack by Trudy on the communication from Alice to

Bob.

Authentication without integrity

Alice’'s message is authenticated, and intercepted by Trudy,
who tampers with its content, but leaves the authentication part
as is. Authentication has become meaningless.

Integrity without authentication

Trudy intercepts a message from Alice, and then makes Bob
believe that the content was really sent by Alice. Integrity has
become meaningless.
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mn Secret (shared) keys

A
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mn Secret (shared) keys

Is an improvement possible?
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mn Secret keys reflection attack

1
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mn Secret keys reflection attack

1A 1
A > AR
L= . = } Erste Sitzung
- = @ < 1 Re.Kas(Ro)
@ 3 e 3
2 KA,B(RB) '8 S —’W}—b Qo ’ .
< m (.i-:) s = 2 Zweite Sitzung
ull | - | ‘_I B2:[*AB\"'B
LA 4
5
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Lessons learned

e |Never give (first) valuable information to unknown parties.
e Even if Alice used even and Bob odd challenges, the
protocol would still be susceptible to the man-in-the-middle
attacks.

Designing security protocols is harder than it looks.
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mn Key Distribution Center

Problem

With N subjects, we need to manage N(N —1)/2 keys, each

subject knowing N — 1 keys = use a trusted Key Distribution
Center that generates keys when necessary.

m
<
TABF——p» ¥
) 5
O o e
< & @
2 = 2
<Ky ko Kag) 8 Kg kocKa g) —
X
\ KA B(m) /
Question

How many keys do we need to manage?
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mn Key Distribution Center with Tickets

B = = Optimization:
‘RB—>% Let Alice deliver the
: g g session key K, g to Bob,
< Ny . encrypted with Kg xpc
TAB >
S
- ‘ \
@ € KakoclKas)Kp kpc(Kag) 2
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- ticket =
3
AGarodKns) >
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mn Public-Private Key Authentication

DS WS 2019
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mn Confidentiality

Solutions

Secret key: Use a shared secret key to encrypt and decrypt all
messages sent between Alice and Bob

Public key: If Alice sends a message m to Bob, she encrypts it with
Bob’s public key: K (m)

Problems with keys

e Keys wear out: The more data is encrypted by a single key, the
easier it becomes to find that key = don'’t use keys too often

e Danger of replay: Using the same key for different
communication sessions, permits old messages to be inserted in
the current session = don't use keys for different sessions
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mn Confidentiality

Problems with keys

e Compromised keys: If a key is compromised, you can never use
it again. Really bad if all communication between Alice and Bob
IS based on the same key over and over again = don't use the
same key for different things.

e Temporary keys: Untrusted components may play along perhaps
just once, but you would never want them to have knowledge
about your really good key for all times = make keys disposable
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mn Confidentiality

Essence

Don’t use valuable and expensive keys for all communication, but
only for authentication purposes.

Consequence

Introduce a “cheap” session key that is used only during one single
conversation or connection (“cheap” also means efficient in
encryption and decryption: in RSA 100x-1000x slower than DES).
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mn Key establishment: Diffie-Hellman

Observation

We can construct secret keys in a safe way without having to
trust a third party (i.e. a KDC):

e Alice and Bob have to agree on two large numbers, n
(orime) and g. Both numbers may be pubilic.

e Alice chooses large number x, and keeps it to herself. Bob
does the same, say y.
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mn Key establishment: Diffie-Hellman

Public, since almost impossible
to calculate x
from g* mod n

large, public
Alice Bob
wahlt x wahlt y
1 pe——
3 n, g/g¥modn > 2
= 5 =
Alice berechnet | < [« gmod n Bob berechnet
(g¥ mod n)*mod n (g* mod n)Y mod n
=/g*¥ mod n =[g® mod n

Same number!
Can be used as shared (secret) key
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mn Key establishment: Diffie-Hellman

How secure is it?
« The hardness of the “discrete logarithm problem”

guarantees confidentiality...
« ...if we know who we’re talking to
How can a MITM attack take place?

Alice berechnet
(g¥ mod n)*mod n

=g* modn

DS WS 2019

Alice
wahlt x

Alice

Intruder sits in the middle:

-Responds to Alice with gk modn

-Sends to Bob: n, g, g? modn
-Maintains 2 sessions keys: g* modn, g¥> modn

Bob
wahlt y

n, g,g*mod n »

2
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Bob

Bob berechnet
(g* mod n)Y mod n
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mn Key Distribution

Essence

Authentication requires cryptographic protocols, = require session
keys to establish secure channels, who's responsible for handing out

keys?
e Secret keys

e Create your own and exchange it out of band
e Trust a key distribution center (KDC) and ask it for a key.

e Public keys: How to guarantee that A’s public key is actually
from A?

e Personally exchanged out of band
e Use a trusted certification authority (CA) to hand out public
keys. A public key is put in a certificate, signed by a CA.
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mn Digital signatures

Requirements

e Authentication: Receiver can verify the claimed identity of
the sender

e Nonrepudiation: The sender can later not deny that he/she
sent the message

e Integrity: The message cannot be maliciously altered
during, or after receipt

Solution

Let a sender sign all transmitted messages, in such a way that
(1) the signature can be verified and (2) message and signature
are uniquely associated
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mn Digital Signature + Message Digests

Basic idea

Don’'t mix authentication and secrecy. Instead, it should also be
possible to send a message in the clear, but have it signed as
well = take a message digest, and sign that.

Computer von Alice m Computer von Bob

Hash-
Funktion
H

Offentlicher

Schiissel
von Alice Vergleichen
K+
A

Privater

Hash- Schlissel
Funktion von Alice

H Ka

K (H(m))
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mn Authorization vs. authentication

Definition

e Authentication: Verify the claim that a subject says it is S:
verifying the identity of a subject.

e Authorization: Determining whether a subject is permitted
certain services from an object.

Note

Authorization makes sense only if the requesting subject has
been authenticated

Reference Object

Subject —,—b . ‘y—b
monitor

Request for Authorized
operation request
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mn Access Control

Essence

Maintain an access control matrix ACM in which entry
ACM[S, O] contains the permissible operations that subject S
can perform on object O (often R/W/+/-
read/write/administer/none) .

Object X | ObjectY | Object Z
Alice rw+ rw+ rw
Bob rw r rw+
Chuck
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mn Access Control

Client Server

Create access request r ACL Object
as subject s
(sr)

> if (s appears in ACL)
if (r appears in ACL[s])
grant access;

(a)

Access Control List (ACL)

Each object O maintains an access control list (ACL): ACM[*,O]
describing the permissible operations per subject (or group of
subjects).
e.g.: [Object X] Alice rw+; Bob rw; Chuck -

[Object Z] Alice rw; Bob rw+; Chuck -
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mn Access Control

Client Server
Create access request r Object
for object 0. Pass
capability C (o,r) [C
>

if (r appears in C)
grant access;

(b)

Capabilities

Each subject S has a capability: ACM[S, *] describing the
permissible operations per object (or category of objects).
e.g.: [Alice] Object X rw+; Object Y rw+; Object Z rw
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mn Protection Domains

Common implementation of protection domains

e Groups: Users belong to a specific group; each group has
associated access rights

e Roles: Don'’t differentiate between users, but only the roles
they can play. Your role is determined at login time. Role
changes are allowed.

Decreasing time to lookup users to group/role mapping

e Certificates: Users provide certificates which groups/roles
they belong to
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mn Firewalls

Essence

Sometimes it's better to select service requests at the lowest level:
network packets. Packets that do not fit certain requirements are
simply removed from the channel = protect by a firewall: it
implements access control.

Router mit Router mit
Paket-  Anwendungs- Paket-
filterung Gateway filterung
|_ ________________________________ I
l T l
Verbindungen ¥ —/I/ Verbindungen
Zu internen | ! Zu externen
Netzwerken /E/- \:L\ Netzwerken

i Internes LAN  Externes LAN i

Firewall
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mn Firewalls

Filtering routers

e Rules: specify action (allow/deny), source addr/port
pattern, destination address/port pattern, +/- flags
e Matching: apply rules in ordered sequence, execute upon

match or default action.
Application-level gateway

e Packet inspection: interpret content based on application

semantics
e Mail example: drop attachments with exe files

o Web example: filter out scripts or applets
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mn Secure mobile code: protecting host

Simple solution

Enforce a (very strict) single policy, and implement that by means of a
few simple mechanisms:

e Sandbox model: Policy: Remote code is allowed access to only
a pre-defined collection of resources and services. Mechanism:
Check instructions for illegal memory access and service access

e Playground model: Same policy, but mechanism is to run code
on separate “unprotected” machine.

Untrusted code

Trusted code Untrusted code Only trusted code
| | A IR |
| / AN / f
_____ _\&
Local network Sandbox 7 Local network
Playground
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mn Common Attack Scenarios

Distributed systems security can be compromised on any
layer

Thus remember: any security breach potentially renders the
entire system insecure.

Just a small set of examples
Following attacks happen in practice all the time

e Buffer Overflows

e SQL Injection Attach

e Cross-Side Scripting Attach (XSS)

¢ Distributed Denial-of-Service Attack (DDoS)
e Sidechannel Attacks

e Social Engineering
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mn Stack Buffer Overflow

Common security problem in unmanaged programming
languages (e.g., C / C++)

* |Input data larger than reserved space on stack.
« Allowing an attacker to overwrite the existing return

address pointer of the procedure call with a custom
address pointing to the malicious code the attacker has

previously stored on heap.

» Allows the attacker to execute arbitrary code.
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mn Stack Buffer Overflow

Running normal After Attack
.. PROGRAM . PROG RAM
INSTRUCTIONS INSTRUCTIONS
Data - Data
HEAP HErd

L 3

Dynamic Memory
Malicious Code!

PROCEDURE CALL FROCEDURE CALL
FRAME FRAME
Buffer ot Buffer Overflow

Modifie d Return
Return address Address!

Attacker plantscode tha overflows buifer and corruptsthereturn address Instead of

returning to the appropr @te calling procedure, the modified return address returns
control to malciss code, located ekewhere in process memaory.
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mn SQL Injection

Observation

Some web applications do not sufficiently check data received
from users before issuing SQL queries

select x from users where user = $username
and pw = md5($pw)

now assume following input:

Susername = "1 or 1=1; drop table users; —-'

and you get:

select =« from users where user = 1 or 1=1;
drop table users; —
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mn Cross-Side Scripting Attack (XSS)

Observation

Some web applications do not sufficiently check data received
from users

e Similar principle to SQL injection

o Allows attacker to inject arbitrary scripts into a legit
(trustable) web site

e Example: blog with commentary function that accepts
arbitrary HTML code

Very interesting article!

<script type = "text/javascript’>

<l—— window. location="http ://62.178.71.105";
—>

</script>
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mn Distributed Denial-of-Service (DDoS)

Observation
Attacker uses a network of hacked machines
e Bots/Zombies overload the resources of the target with requests

e Difficult to protect against (needs to be done at ISP level)

e Difficult to identify the attacker (all request come from
unassuming zombies)

— : . —

Handler | Handler
P 7S~
s N i s ol / \ ~

e

[zm:-ia znrrmJ |Iu:rn'h¢ Imtria |zunm] |zombie | |zombie| [zomtie

N1
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mn Sidechannel Attacks & Social Engineering

Ignore the technical security mechanisms

finding out the secret that the mechanism was based on

e Phishing for passwords or keys

e NSA demanding private keys from certification authorities

e Reverse-engineering keys in embedded devices by
measuring energy comsumption

Social Engineering
Sidechannel attacks on humans behind the "secure” technical
system

e usual assumption: people are easily manipulated
e e.g.: incoming call "Hey, I'm from IT. We have a problem
with your account here”
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mn Learning Material

= Main reading:
= Tanenbaum, Chapter 9

DS WS 2019 54



Thanks for your attention!
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